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Management Dashboards

Introducing a new approach to Dashboards that can provide you with the information you need to achieve business
goals onrtime and wthin budget in amuchmore efficientmannerthan is accomplished today.
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Environment, while achieving a 100%e@8n LEEQ (Leadership irEnergy andenvironmentalDesign)certification it is
becoming increasingly more important to insure that your staff is utilizing the most current and accurate information
possible and that project goals, timeframes, and budgetsiaderstood andptimized.

¢t22 2FGSy @&2dzQf tof-ditd iffddmalid®, vhiith fadsza doyfidion? at@asd project slippage. This is
particularlytrue for projects that cross continents, countries, cultudlasguages, antime zones. Th#anagement
Dashboard system that | am introducing will help you owere those obstacles and make it easier for personnel to
instantlyaccess thenost current and accuratdocuments they need to accomplish their assigned tasks.

Have you ever found it difficult to locate the right document? Does it take you forever tthBrdbcument amongst

the many libraries that you have, and when you do locate the document are you sure it is théogghtent and not
out-of-date? The approach | have employed uses your existing data and simply provides a Dashboarddritratt can
control document releases, only allowing the latest release to be displayed or worked on. This approach works for bott
Forms contained idatabasesand flat files used foiManuals Standards and Procedurg2owerPoint Presentations

Excel Filesandall MSOffice types of documentslong with adobe documentand, even Project Plans.
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The Dashboard can be accessed from anywhere and at any time, so you do not have to rely on Conference Calls and
Remote Meetings to view data or obtain status updates.olf find yourself worried in the middle ttfie night about

the statusof aproject YR A G Q& I FTFSOGAY I e&or axlvied th&Schridnt stéd.dyodan/eved A Y L.
Drill-Down to the person performing thiask and be connected directly to thgerson so you can hawediscussion,

provide additional informationgr provide guidancer expert assistancthat would allow the person to complete their

work and get the project back on schedule.

This tool provides training materials, project destiaps, Statements of Work (SOW), Forms, and Flow Charts. Project
Plans can be provided to allow people to see what they are currently respofwilaledto determine the other tasks
GKSe Ydad O2YLX SGSo wSa2dz2NDS OKI NH associ@edyvithah@med-adiGhdzY dzf |
resourcesausad to complete world ¢ KS tatcniulaté@llagaingt &Work Order (W&D)that a chargéack

sysem can be createtb bill for work performed This ChargBack System can be usedjudge the expenseand time
associated with futurevork of a similar naturgso that more accurate cost and time projections can be made

A WorkFlow Management Systempmbined with a Personnel Training System can be usedjtdriack, analyze, and
report onactivity so that you can make improvements based on past experience, thereby allowing you to optimize the
skilkset of your staff and the duration of projecasd real-time activities. Thesgavings and improved morale will result

in reduced costs, a happier staff that will be reflected to clients andiaders, better retention, and a client base that
receives excellent attention. Those clients will become betéarences and would be more likely to recommend your
services to other people in their fieldhis tool is a valuable aid to your Proj&tanagement Office (PMO).

Through this process, the company will be better equipped to implement, maintain, test, assure quality, and perform
production activities. The ability to recavieom unexpected problems and disaster events will be enhanced, and your
O2YLJ yé Qa | 6 AServide&ontragts drid@iipfiaNd® Reéndirements will be greatly improved.
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The Dashboard System can be obtained through a License Agreement, which will include all product materials and,
training, and my time as a consultant to assist your company implement the product and achieve its rewards.

If you believe that a product like this would help your company achieve its goals better, while using existing data, then
please contact me at:

Thomas Bronack

Email: bronackt@dcag.com

Phone: (917) 678992

A\ideo presentationor online demonstrationpf the Dashboard System can be obtained upon request, so that you will
better understandts flexibility andhow you can benefit from its usage.

Thank You,

Thomas Bronack
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Why | created the Executive Dashboard System

This project was similar to other projects | worked on and had similar project management and communications
problens that affected productivity thaneeded to be addressed.

My Last Project was world-wide and extensive
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My last project was similar to many projects timay have been performed in the paatge currently active, or are being
planned for future implementation These projects mayross Continents, Countries, Cultures, Languages, and Time
Zones dl of which result in work instructions and status meetinginlg conducted through Conference Calls and
Remote Meetings where screen displays and presentations could be utilized. Unfortunately, the control ofanuarent
accurate deumentation may bdacking ancdtanlead to misinformation, confusion, and sometimes chaedl of which
mayresult in project slippage and increased expenses.

The many Project Phasesthin these projects mainclude:

1. Respond to Requesbif Proposal RFR with aBid and then aProject Pla detailing time frames, deliverables,
resources, and costs associated with achieving the goals stated in the RFP.

2. Conduct arinventory of existing locations, the applicatioasd clients serviced, the communications required
to support client contracts ahpersonnel needs, and the costs associated with vendor contracts for facilities and
services provided. From this InventorgZanfiguration Managementan be created for all locations presently
2dziAaARS 2F GKS Of A Sy d Qa alkashRi€vélop @ Blgbal R&sbure Invgnioyy & 2 dz
Configuration Management System, it was important to establish a format for the collection of resource
information that could be cmbined into an EnterpriséVide Repository.
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3. From the Inventory and Growth éjections, we next calculated the size of tAeoduction Sitesieeded to
support currentand futureoperations, but under the direct control of the client. In this project we constructed
Production Sites to support Europe, Asia / Pacific, and the Americas

4. Our next step was tdransitionthe original equipment from the current locations to the designated Production
Site for the client office or Business Unit. This was simply picking up the old equipment, moving it to the new
Production Site and connectirity

5. Once the equipment was transitions and connected it had ttelsted to verifythat the services originally
provided to the client were indeed being provided in the same or better manner than before.

6. When Testing was completed, we coeldninate unnecessary vendor contrastand reap a savings.

7. At this point we could begin construction of an interRadcovery Sitéo support production sites anthe
applications residing at the specific Production Sitée Inventory we created from tiroduction 8e
AYy@SyiG2NARSa gl a dzaSR (2 OFf Odz I S AvdldbleRodl of Bes@uesi K S
we believed necessary to support the production sites should a Disaster Event occur. The Recovery Site
AvailablePool of Resources wouldtrawn from toO N5 | DeSlicated Fool of Recovery Resourées i 2
support Application Recovery Certification and Information Technology Recovery Operations. Resources woul
be drawn from the Pool of Resources and assigned to the application, or Iy Fgaifig through recovery
verification. These resources would be Allocated and Dedicated to the Application or IT Facility to support
Recovery Management demangsing forward

8. The equipment and facilities at the Production and Recovery Sites were dhngerted to a VMware, Cisco,
EMC(VCEH, environment that supporte&¥irtual Operations so that the latest technologies could be utilized to
reduce footprints and infrastructure costs, while allowing for a more rapid and less burdensome recovery
operation. ThisTransformedenvironment had to be testetb certify recovery operations and laid the
foundation for the company to move toward8LOClknd VPLEXirtual computing going forward. This new
technology would allow the company to place smaller VBOCK machines at office locations and connect them tc
very large VBLOCK machines at the Production or Recovery Site. VPLEX would be used to support data
synchronization through Recovery Point Application (RPA) from EM®&tra LAN(up to approximately 200
km) andGEO LAMorld-wide configuration as needed. The use of YY@OCK /VPLEX combinatiamuld be
able to supporHigh Availability (HA) and Continuousvailable (CA) applicationssometimes referred to as
OActive - Activeg as business and regulatory requirements dictated. The VBLOCK configuration consists of
Network (Cisco), Memory (EMC), and Processing (VMware) and is considered a complete computing
configuration, which is designed by PBales Engineers, constructed at the VCE Factory, delivered within 30
days of order, and installed at the client site in 1 to 2 days with testing and training provielgtéda the client
team.

9. ! Piof of Conceptwas performed to validate that recovery operations could support each of the Production
Data Centers should a disaster event occur, so sample applications were selected from each production site fol
recovery testing. This recovery testing included: Cotivig Security; and Functionality for applications. DR
Exercise Booklets had to be created and personnel trained in order to succeed in this project goal. All
information needed to prepare the Recovery Site Infrastructuas defined and provided to Bevery Site
personnel long before the Recovery Test was scheduled so that they could allocate resources and synchronize
data between the Production and Recovery Site in support of Application Recovery Certification being
performed during the Proof of Conpetest. A six step process was defined and followed in support of Recovery
Management, which included:
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a. DR Planning Session which management and technical personselected applications, IT Facilities,
or Business Locations for Recovery Testing, hed set scope, objectives, and goals, defined success /
failure conditions, and finallglanned the recovery test (A Meeting Agenda was created to supplement
this meeting).

b. ARecovery Site InfrastructurBorm was create to provide Recovery Site personiittl the information
they needed to draw resources from the Available Row assign them tthe Dedicated Pool of
Recovery Resources and to Synchronize Data between the Production and Recovedy fitdBack
up Tape was delivered to the Recoverg @ihd restored to the Virtual Tape Library and used to
synchronize the Recovery Point Applications in the Production and Recovery Sites going forward. Fromr
that point on, backup data from the Production Site was reduced through Data Deduplication ujlized
the Virtual Tape Library and through automai@dk S wt ! Q& RFGF a8y OKNRBYAT |

c. APreStageform was created to supply the Recovery Site team with the specific information related to
the Application Recovery Certification test, so that they dadtup the recovery site to support the
planned recovery test for the selected application(s).

d. TheActual DR Teswas performed when the application was connected to the recovery facility and the
Production IP Addresses switched to the Recovery IP AslekesThe Application Recovery Team used
0 K SProduction Job RunBogk G2 GSad GKS | LILX AOFGA2Y o0SOIl dza$s
as it did in Production. The transition from Production to Recovery was transparent to the end users.

e. PostTestactivities were conducted after the Recovery Testing was completed and consisted of:
gathering Actual Times and Estimated Times for Recovery Steps; listing any Encountered Problems; an
assembling any Comments provided by personnel associated with ¢beasy test. This information
was then assembled into a Report and Presentation to be delivered &dseMortem Meetingwhere
management and technical personnel would review recovery operations and regmmendations
for improvement. Selected recomandations were added to the Recovery Process and recovery
operations monitored to record any improvements. Through this process of Test, Review, Improve we
were able to produce th8est Recovery Plan possilfier our environment.

10. Our next project phase & responsible for implementirigecovery Managemerthroughout the Enterprise
(which is sometimes referred to &nterprise Resiliengy During this phase we developeGibal Application
Catalogfrom a Configuration Management Data Base (CMDB) toohppdnded personnel and criticality
information to the records (which an automated tool could not extract). We alsalsutted the Global
Application Catalog int€onfiguration Management Catalogssociated with each physical locatigthis
information was used to support Business Impact Analysis (BIA) functidtesthen developed supportive
documentation and guidelines to help personnel select applications for certification and to perform Enterprise
Resiliency operations.

11. The last major phase of thegject wasCompliance Managemensometimes referred to aSorporate
Certification), in which we had to define all of the laws we had to adhere to, both domestically and
AYGSNYFGA2yL fAuditDniergeR RONBONISO A w3 a2 dzNJ O2Y LI Al yOS NEB:
developed arechnology Risk Management and Audit Compliance prped®sse: Gaps; Exceptions; and
hodaidl Oft Sa& 6SNB ARSY ( Acker & Ritestafidke NGB AzEARNISORS @28l A 1A HATS NI
Executive Management stating that tkempany isn compliance.
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12.

13.

14.

15.

As an ending to this project, we integrated Aatomated Personnel Productivity Systethat allowed new
activities to be entered (Strategic, Tactical, and Operational) so that personnel skill andadtéels could be
examined. Asew skills were required, or workloatbecametoo highfor assigned resourcethen

requirements went intdhe Automated Recruitment Systerfor broadcast to recruiting organizations, or
internal personnel were scheduled for training through thetomated Training Systerto prepare them for
future work assignments. Once the work task was requiredAtitemated Work Flow Management System
was activated (see Personnel Productivity Systamidrk tasks were prioritized and due dates established so
that work could be sorted by due date and priority and placed on the individual assigned to the work task in
mostim@2 NIi I y i 2NRSNJ FNRY (2L) 62 o020G2Yd WokSoDbdMsRA A R
screen and select the top itenthen complete the task and submit it to th#ork Routerfor assignnent to the
next individuaheeded to respond to the worleguestuntil completed This information was logged, tracked,
analyzed, and reported on so thefork Flow Improvementould be made based on factual data.

A Support Organizatiowas created to respond to encountered problems and incidents. When chhagds

be made in order to neair a problem, then a Change Request was created and subnmittde Change

Management Systenfor processing! & LJt NIi 2 F ( KA Gom@and GeMdkss FRINI NKi 423\
Operations, Incident, Help Desk, Contingency @and, and conneetd them to theEmergency Operations

Center

Finally, we had to developSchedule of Ativities that would maintain our enterprise in a ready state that was
capable of supporting production and recovery operations going forwahds included periodic Audits and
Recovery Testing.

When completed, the entire process wiasegrated within the Everyday Functiongerformed by personnel to
insure that documentation, safeguards, and compliance was always maintaiaezliiment and aagrate
fashion throughversion and Release Management

As you can see, this was a complicated and-tengp project that required many people, many documents, procedures,
status reporting, and management control. We eventually found that creating a Reqyositinformation that was
FrontEnded by a Dashboard was the only way to achieve this task. That is why | finalized the Executive Dashboard
System and added sudashboards for Infrastructure, Systems Development Life Cycle, Recovery Management, and
Compliance.

A different perspective of the project and its goals is shown below.
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World-Wide Coverage for production and recovery

*  Built Three Production Data *  Existing Equipment
Centersand One Recovery Inventoried and transitioned

Site; to Regional Production Site;
then Continued Operation

*  Virtualized all Sites and Verified;
Synchronized between
Recovery and Production Transformed equipment to
Centers to support recovery; Virtualized via VMware,
CISCO, and EMC; and
*  Became 100% Green g
Leeds Certified through *  Validated recovery from

Synchronization production sitesto recovery

site.
«  Optimized Library
Management and Document Recovery

Controls. Site

N

Project included people from many continents, countries, cultures, speaking many languages and in all time zones. Remote
Meetings and Conference Calls were used. Controlling documentation was very difficult and needed special attention

infrastructure savings; and,

Training

Original User Site

Projects Asset Mgmt

How the Dashboard System initially started was through a simple interface between a Repository of Information and th
general User Community. Its purpose was to providelgaccess to current and accurate information so that personnel
would know what was expected of them to achieve our combined goals, as described in the Statement of Work and
Project Plans.

Apicture of how the initial Dashboard was used to interface betwpersonnel and documentation is shown below.

Project information was catained in a Library
(Repository) with a Dashboardront-end that
selected the most current documentia a Link
and presented the information to the
requestor who could read or update the
document (if authorized) Upon return, the old
document was stored in aarchiveand the
new document saved with the same name as
the originaldocumentto protect linksand
eliminate interruptions

Dashboard | I|

Keeping data current and accurate
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ther Su

Executive Dashboard

Management Dashboard for achieving Enterprise Resiliency and Corporate Certification,
with Recovery Management Planning and Activation included.

In Process Pending | Dashboard Description | Dashboards
1 2 3 4 5 6 7 8 9 10 11 12 13
Have Define Define
Perform a Needy Create a Business . . Stakeholders |Create Recove N Receive
’ - | Receive Approval § Obtain Strong | Management L ) Reporting Create and
Executive . |Analysis to Defin: Plan and Gain . . _|and Participants| Teams, Define| Develop a N N . Management
" Formulate Steerin N Funding for Current and Futurq create a Project| N - N . Audience, | Deliver Desired
Committee P Goals & Executive - then review | Responsibilities| Project Planin| _ . Feed-Back
Formulation Committee Obiectives, then Management Developmentand| Management Inition Letter Scope and Assign MS Project Criteria, Repor]  Reports as Comments and
g . . . 3 o
— Maintenance Support stating their e P Format, and Scheduled "
Prioritize Approval Objectives, and| Personnel Instructions
I Strong Support; I Schedule
Goals
Define all N " . . Obtain -
- Define Audi N N Perform Risk Provi Mitigate r L
Compliance Law: efine Audit Define Suply Define SLA/SLR ero S Report on N ovide Management ga e/ Create a gne
Controls and N .| Assessment and Calculate  |Define Insuranc{ Management Mediate, or | of Attestation | Repeat Proces
and Regqulatory o Chain RTO and KPI Servi Obstacles that . approval for . Ny L
Monitoring report on Impacts and | Costs to Repair with Report and N Obtain Creation on a Periodic
Needs for Management Contract Impede Recovery . . repairs, .
N Methods, then . uncovered Gaps & . Repair Costs | Reported Flaws| Presentation o Insurance to Process for Basis
Countries you do . Needs Requirements N Operations - controls, and
N build into plan Exceptions Findings N cover flaws | Management
Business In insurance
Rate Ability to | Define Gaps & Define Define Impact Define Gain
Define Locations| Define Create Businesy  Create Disaster . RTO/RPO/RT| Achieve Goals,| Exceptions of Gaps, |Insurance Cost|
) - Perform Workplace Perform Physical ) . : Obstacles that N Management
and / or Business Applications, by |Recovery Plan fo Recovery Plan for . N - _|and PKI and Vitg using against Exceptions, and Select
) S 8 . Safety and Violenc{ Security and Site| o . Impede Approval to
Units that need a| Priority (CA, HA, | Locations and Information N . Records Quantitative or | Compliance N and Obstacleg Insurance Plal .
. N . Prevention Review| Access Controls o Processing . Mitigate /
BIA Non-Crital) Business Units Technology Management Qualitative Laws and . and their | that best meets .
. Operations . Mediate / Insure
Methods Regulations Repair Costs needs

Decide upon usin Define Incorporate
Define Automated . . . P T Select Vendors| Select Best Tod ~ Obtain & . Tools into Adhere to
an Automated N Audit and Business Impact | Business Continuity Disaster Recovery  Application Train Staff on N
. Tool Selection . . . to Demonstrate|  that meets Implement Recovery |Version & Releag
Risk Assessmen o Controls Tool | Analysis (BIA) Tool  Planning Tool Planning Tool Recovery . Tools R
Criteria o Their Tools needs Tools Planning Management
Tool Certification Tool
Process
. . . Connect N ) _— Create Report on Create
— Protection, Salvag{ DR Exercise —_— Crisis Managemen| Establish & Recovery Plang Dgflne Define Recoven Define Initation) Recovery Plar] Recovery Plan| Management
Location Recovel . Management Recovery Plan Contingency and Recovery . "
& Restoration Plar| Booklet Plan : to Command Team Members and Monitor | Statusto CCQ Letter of
Plan Dashboard Repository Manager Team Tasks .
Centers Status and EOC Attestation

Coordinator

and Initiates Plan

Life of Disaster

Production

Help Desk " . " . Recove Personnel . | Improvements| Recovery Stepg
) Ap . Help Desk Notifie§ ~Contingency . Failing Site . . Recovery N v - o Post Mortem ig P v P
Identifies Disaster| ! N Team is Called and N Disaster Site is Operations are | Failing Site is Return to are are added to
. Contingency Coordinator Protection, Salvageq Personnel are L . . |Conducted an . .
Event or a Disastg X Recovery Tasks L Evacuated, as Initiated and Salvaged and| Original Site Incorporated in| Testing Procesg
. Recovery Plan | Declares Disaste| and Restoration is Transferred to Improvements| L
Event is reported Performed I needed N Conducted for Restored and Resume o Future and Periodicically
Initiated Recovery Site Identified

Recovery Plan:

to Help Desk

Repeated

Notify First . . Manage
Responders Coordinate with Contingenc: Communicate Ensure
P . ! Clients, other | Coordinate with | Notify Supply Chair| Establish Financial gency Respond to 5 Manage Declare Disastg Manage Post Ensure .
Community, and - Command Centel Disaster Event . Documentation,
Building Park Government Management to and Personnel Encountered Recovery Eventis Over| Mortem and Recovery .
Government . - y . (CccC) and Status to L Training, and
Agencies of Residents, (OSHA, OEM, | make Deliveriesto| Considerations Emergenc Problems and Community and Process from [and Productio Plan Planning is Awareness is
. 9 Personnel, and City, etc.) Recovery Site during Recovery gency Update Status . Start to Finish | is Resumed |Enhancementy Integrated
Disaster Event a Families Operations Cente Media current
needed (EOC)
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The Executive Dashboard is used to support implementing Enterprise Resiliency and Corporate Certification and conte
seven phase each with 13 steps (for a total ob&s).

Enterprise Resiliency and Corporate Certification

Insurance Needs Enterprise Enterprise Resiliency combines all recovery

and Claims Resiliency operations into one discipline using a common

language and tool set.
3 Corporate Certification guarantees that the

Security, Salvage, Emergency Operation company complies with all laws in the

Restoration Center (EOC) countries they do business in.

Emergency C?):st'i:?;s Safx:‘\)lli:znce Risk & Crisis Physical and Data
Management ty g Management Security
Management Prevention

Processing Sites and
Supply Chain Management
Business Locations, IT Sites, and
Supply Chain Management

Domestic International Primary I Supply
Compliance Compliance Site Chain

Corporate Certification

Secondary
Site

Enterprise Resiliency combines all of the DR functions under one umbrella department using a common set of tools an
a common language. It is designed to optimize communications and performance amongst the various recovery groug
to better repond to disaster events and to foster a wider knowledge base amongst DR practitioners.

Corporate Certification is responsible for insuring that your company complies with all of the rules and regulations of th
countries where you conduct business.

Combiing the two disciplines will insure that your company has developed a safeguarded and compliant environment
that is best suited to protect your business and company reputation, while complying with all of the regulatory
requirements where your company coucts business.
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Infrastructure Dashboard Outline

o i ! Enterprise Resiliency and Corporate Certification
«  Bulld; * Plan, Bulld, Train, Integrate;
Activate; vecutive Dachbaard *  Activate, evaluate, upgrade, optimize; and,
Communicate; and, XY IS i { NG with employees, their families, the
Upgrude - - [ community, clients, government, and the media

Topic descriptions, or

SDLC Recovery Compliance formie. provided on Bo ‘

Dashboard Dashboard Dashboard SRON Se I 4 o

selects Dashboard

Enginees Resoarce R
Recommends Identifiod &
foquired Type Selectad Ordeved

Delet
Erase Personal x5 Mave to New Install and
Redeployment Unnecessary
Location Register

Data
Programs

Global Site
Doaata, Sell, Update Inventory Inventory
DR, Scrap Registration

We first performed arEquipment Inventoryof all of the client locations, then built the production data centers and
transitioned their equipment to the new production sites and tested the environment to verify it still operated
successfully. We were then abledliminate outside contractsvith vendors and service providers.

Our next phase required us to virtualize the equipmant eliminate old equipment that the virtualized environment
replaced (another savings to the client). In this processvese able to achieve Green UBE&E100% certification.

Next we built an internal recovery site and connected it to the productiors sited véidated that we could recovery
PNRE RAzOGA2Y | LILX AOIFGA2y & G GKS Mppic&idRecbveriGe@ifcaiGhNB IN2 OB S
an|T Recoverprocess and finallya Business Recovenyrocess.

Finally, we accomplishdeénterprise Resilincy(Recovery Management) ar@brporate CertificationCompliance
Management).

During this process we built@lobal Application Catalofy applying theConfiguration Management Data Base
(CMDB) product (part of ITIL v3 family of products) and then apgmbod/nership, criticality, support, and other
information not attainable through an extraction tool like CMDB. Finally, wedstited the Global Catalog into
Configuration Catalogassociated with locations, which supported some of our Business Impabtsés(BIA)
requirements.

At the end of this project, the company was totally prepared to meet recovery requirements associated with regulatory
practices and client service contrattsoughout the world

An overview of the Equipment Life Cycle associatih this project is shown below.
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Equipment Life Cycle Run the Business

Build

Production Sites

0 *  Inventory Original Sites;
Calculate «  Use Inventory fo Calculate
Production :'m"::z" S:* 5';;:;

. ulld Production -
Site 1 Size Transifion Original Site's
Equipment to Production
Sites;
Verily Operafion;

(2

Inventory,

By
Location

r Cycle:

Safeguard the Business Original Sites
|
Recovery Site

Available
Resource
Pool

Dedicated
Resource
Pool

Site 2 Size * Use Producfion Site
O Inveniory to calculate
Bulld Recovery Site:
Calculate Verity Recovery Site can
Eliminate unnecessary
Site 3 Size equipment: and,

r - *  Eliminate Original Site
| S — - confracts;
Colculqie * Transform Froduction Sites
< Production fo Virualization:
Recovery Site size
requirements;
Recovery Calculate Support Production
Site Size Production ., A
Maintain Recovery Sife
Inventory.

As the project progressed weane able to identify metrics that could be used for management reporting in a normal
Dashboard manner. These metrics were based on:

1. Number of active projects, per categoryresponsibility:
a. Asset Acquisition;
b. Asset Redeployment;
c. Asset Termination; and,
d. The use of Infrastructure personnel to assist in these tasks.
2. Project Descriptions were created and broken into units that were Completed, Active, or Pending to determine:
a. Howmuch was already spent;
b. How much was currently being spent; and,
c. How much was yet to be spent.
3. We then defined personnel costs and the average duration agedoigith their work functionsyhich allowed
us to calculate:
a. Average Costs;
Average Hours peask;
Total Hours for tasks (Completed, Active, and Pending);
Total Costs;
Active Costs;
Pending Costs; and,
. Percentage Complete.
4. This information was then charted into the presentation shown below.

@ o aoo0wT
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%

Infrastructure Management and Cost Analysis

Infrastructure Management Expense Chart

Infrastructure Technology Cost Analysis

_Project Descripions . . Project Coats .
Asen: Category: Total Active | Pending of B Total Active | Pending Yotal Costs: |Active Costs: Pending | Percentage
Projects:  Projects: | Projects:  Personnel: Hours: Hours: | Hours: Conty: Complete:
Infrastructure _A_cmtbu 10 | 12 | 4 ! b 520 | 240 L) | 5124 500.00] $95.600.00 | $31.200 00 15 00%
Kedeplogment 35 23 12 - R0 552 258 $218.400.00| $143,520.00 STRO.00| & .71%
Termimation 50 | w 20 1200 rx %0 | $512.0004x 00.00 | $1.30000[ 60.00%
;m;:xtu—w—;l;ﬂ_ 10| 65 ‘ 6| 55.00) 36 3636 ’ 2340 1296 | $799.920.0 S00 uli $1.980.00) 64.36%
|Tatal Conts | | | | o | | $1,455,120.00| $939,120.00| $55,260.00

Havingthese metrics available to management proved to be an excellent manner to communicate project status and
costs to management and they appreciated having it available to them.

As the project went on, we discovered that we could create similar reports é8yistems Development Life Cycle
(SDLCRecovery ManagementandRisk ManagementandCompliance Management which just made the use of the
ManagemeniDashboardSystem that much more powerful and helpful in achieving our goals while providing
management with the informatiothey needed.

An additional benefit was received by tReoject Management OfficéPMO) who were betteable to record, trackand
complete projects, while defining costs and areas for improvement in efficiencyatiated costs and reduced project
durations.
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Systems Development Dashboard

SDLC Dashboard Structure and Overview

Systems Development Life Cycle BRI E Rt

* Infrastructure Dashboard
Dashboard + Recovery Management Dashbaard

* Compliance Dashboard

One Time Event

Maintenance T Production

Development Accaptance

Update /

Enhance

Version &
Release

A Systems Development Life Cycle (SDLC) dashboard was create and connected to the Executive Raishpahr
access. It is usdd illustrate the steps required to develop and maintain applications within the Enterprise
Environment.

¢KS adGSLlA dzaSR (G2 ONBIFIGS FLIWIX AOFIGA2yas YR GKS Ay F2N)
62h0oé¢ (G2 GKS !'LYFROIGRZYya28ISLHNRYE 61a GKSY ONR1SYy R?
processing throughout the SDLC to show what actions were performed, their duration and resources used, and the cos
per activity. From this information, it was possible to genee@&hargeBack Systencomprised of Work Orders and

their associated Purchase Orders. Charges were then submiti&dctmunting andhe Requester.

Throughout the SDLC, it was necessary to provide forms to drive work activities and documents to describe
acomplishments. These documents were associated with specific SDLC steps and placed within a table of document:
for every step completed. In order to better monitor SDLC activity and gain an understanding of activities performed, it
was necessary to creatubMenusfor SDLC phases and/iaster Menufor the entire project. Through this

mechanism, it was possible to track SDLC activity through the Dashboard System as shown below.
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Job Documentation

ssociated with the

Job Documentation Requirements and Forms Automation

New Product / Service Development Request Form Life Cycle

Development Request Form
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The SDLC Documentation Menus are shown above and another, more complete description of the SDLC shown below

Lﬁ)

Systems Development Life Cycle

VM
. Development Testing Quality Production Acceptance
Assurance
Used to support
testing of End-User Unit and Naming, Security, On-Une
Development, Request for . > system Documents, - -3/ Vital Records, | Data Files
Maintenance, and N;ws:roc.!m Testing and Back-up, —
Recovery. F Service Recovery,
c
/ \ Placement Audit. ™ e
Result Documents " ' P
passed to QA in T ] [ 7 ;‘ ‘
Turnover Package. On-Line R 1
Dats Files
Nine” \_ Enhance Release
\ And And Security, Production
EndUser Defines: | Repair Verslov; o ‘e’i:.ﬁ;““’%
* Business Purpose, Contro! {4
+ Business Data, Sucvens SN ko
* Ownership, Audit. \
* Sensitivity, Maintenance e |
o « Criticality,  Management .
* Usage,
On-Line
Recovery Point * Restrictions, Update l Data Files ]
Application (RPA] > BackUp,and e QL
used for data sync Recovery. had
between Business Disaster
Recovery Real-Time
:’""’“‘:vb::, oo E:d'l:is" Recovery | | Recovery Off-Site
ecove ocation Facil
support Recovery ity Facility Periodic Veult
Time Objectives, Company or -
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Evolution from Data Backup to Data Management

New developments in Information Technology have occuime@pid succession since the daydape Backup and
Restoratior | & Aa aK2gy Ay (GKS 0SftS2werCeitlicBiickip LIKS alSNeS oLINIS avRy
G 2 inKaStrudiure Centric Data Protectibn LIK | & S | yoRoudSkryé Gehtric DatakMiinagememhase.

These phases are better described in the below illustration.

EMC Storage Division CTO Stephen Manly discussed data backup trends (video available in Training Materials)

Evolution of Data Backup to Data Management:

Evolution of Backup to Data Management

* Backup Servers containing
applications or files on a one
after the other basis.

« Coordinated backup and
recovery required,

* Extended amount of time for
recover because data restore
times are elongated and not
coordinated.

* Infrastrocture data is

synchronized via Snap Shots
and other replication tools,
Rapid switchover from one
location to the ather can be
achioved in response to RTO
/ RPO statements In service
contract,

* Supports Virtualization,

* User Service Level
Agreement (SLA) driven and
data is optimized,

* Data synchronized in cloud
and accessible from any
location upon demand,

* Supports rapid recovery,

= Can be used to perform
maintenance and testing of
Systems for Production or
Recovery.

1

- Ko 2. Infrastructure Centric Data Protection ~ Backup and Security
Server Centric Infrastructure Centric Cloud-Service Centric are tied together without having to change the data format,
Backup Data Protection Data Management which supports rapid recovery through multiple active copies of
data available in Production and Recovery Sites. It is
Separate Control Embedded Contro SLA-Driven Control considered “No-Touch” data protection and supports & rapid
data recovery that optimizes application recovery and
One-Size-Fits-Al Data Source Optimized Information Optimized transparént outages.
3. Cloud-Service Centric Data Management — Allows the end-

Server Centric Backup — Data Backup had to be tied to
applications or files residing on servers that ran at different
times and were protected through an encrypted data
protection format that required a long duration for translation
to native mode. Still used, but many companies are moving to
the next phase through vendor offered products and services,

user to be only concerned with their Service Level Agreement
because all data is managed by the organization (backup,
recovery, access controls, ete,). Cloud backup data can be used
by any supported devices and from any location or time. Data
can be used to support: development, maintenance, testing or
systems and their recoveries without interfering with
Production Operations.

It is obvious that a shift in thinking has been introduced into the data protection and management discipline that has
been brought upon us through thapid growth of data and the need for quicker recovery times to the point where we
may someday be required to support 100% uptime. The techniques discussexvaitiaid us achieve that goal

As our society grows more dependent on computing for ourriss and personal lives, it will become more evident
that protecting data to support our needs is essential to a continued society. Recovery Operations will have to follow
the demand curve anthe approach discussed above is the path chosen by EMC aedro#jor storage providers.

The use of VM for the testing phase within the SDLC and the RPA to maintain data synchronization between the
Production and Recovery enviroemts areexamples of Infrastructure Centric Data ProtectiorJsing a Cloud based

datarepository would move this SDLC towards a Gipud NI A O S a
there and moving closer every day. Fear and logistics are our enemy.

/| SYGNRO 5FdGF al yl3Sys
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The Joo Accounting ane Charge-Back System used ior tne

SDLC is shown below.

TheCharg-Back SystetNB f | § SR t dzNOKIF aS h NS MMRadt @A W A il 2 SR MR NI
ALISOATAO GeLlSa 2F ¢2N)] G2 0SS | OO02YLX AaKSR® la GKS g3
associated with the Requestor WO Numb&nce the Work Order was completed and accepted by the Requester the
Total Cost was calculated and submitted to Accounting for Posting to the General Ledger System as an Account
Receivable to Information Technology and an Account Payable to the Requéster5 S LJF NIl YSy G @

This system allowed the Information Technology Departmte®t S G (i S NJ PR EMEINEF Ty R y20 |«
| Sy G SNE @
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