JASTGAR-eVOTE, LLC providing
governments and businesses with Biometric
Registration Smart Cards (Citizen, Voter, or
Employee) and a paperless Electronic Voting
System that eliminates Fraud and Corruption
thereby supporting fair and honest elections.

JASTGAR eVOTE, LLC

Introduction to our Products & Services

Verifying personal identity by our registration
process will provide a foundation for
eliminating fraud and corruption, while
allowing Law Enforcement and Government
services to function more efficiently.

ABSTRACT

The JASTGAR electronic citizen transactions
system (E-Voting, National ID, E-Passport, Driver
license, etc.) eliminates fraud and corruption.
Our system utilizes a biometric smart card to
verify a person’s identity, a unique database
design and programming detects if a person has
already voted in this election at a previous site,
and vetting programs insures a voter adheres to
voting requirements and is an eligible voter. We
use the latest technology and industry best
practices to insure security and data integrity,
along with Load Balancing and Error Handling to
optimize system operation and uptime. Smart
Screen technology in our Voting Booth simplifies
the voting process and supports people with
disabilities of all types. Our system optimizes
operations and automatically recovers from
disaster events. An audit trail tracks voting
activity throughout an election and can provide
documented evidence needed to prosecute
felons, or to analyze voting trends. Finally, our
system is completely paperless, easy to use, and
delivers voting results in near real-time without
manual intervention.
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Introduction

Please allow me to introduce JASTGAR eVOTE, LLC. We specialize in Registration Cards and
Electronic Voting Systems. JASTGAR is aware that providing citizens, voters, or business clients
with identification cards that guaranty their identity has become imperative in today’s digital
world and we believe we have an approach to providing identification cards that sets the
standard for identity verification. Our identification smart card stores the individual’s
biometric information within the card chip and a live scan of their biometrics (i.e., footprint,
eye scan, fingerprint, facial recognition, etc.) compared to the chip information verifies the
individual’s identity.

We also have a data base structure that provides a Protected Parent Profile Record containing
the individual’s identity and contact information that is unreadable without the individual’s
permission. Public Child records, appended to the Parent record, are searchable by authorized
authorities (i.e., Law Enforcement), but even if a match is made legal authority will be needed
to read the Parent record.

An example of our database structure is:
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With our data base structure, it is possible to track an individual from Birth to Death, storing
biometric information, documents, certifications, and all other relevant information associated
with the individual. The Citizen’s ID Smart Card provides access to all government and business
services, and protects the individual’s identity through data validation, security, and encryption.
One smart card for all government and business enterprise services will make it easier to
provide access to known individuals and better safeguard the country or business. Our card
also supports Personal Identify Verification (PIV) government standards related to physical and
logical access based on a job title and the entitlements associated with the job’s functional
responsibilities.

Tracking People from Birth to Death

JASTGAR eVOTE System — “Tracking People from Birth to Death”

To guaranty identity, records are tied together from Birth
to Death via DNA Identification and Biometrics
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When born, a child’s DNA and Foot Print recorded in Hospital documentation. Family
documentation is included and the child is issued a Social Security Number (SS#), or National ID
Number (NI#) along with a Birth Certificate. This information added to the National Citizen
Repository Database as life progresses, additional information for the child added at various
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stages of life (i.e., School, Driver’s License, Voter ID, Marriage, Divorce, Children, Career, Other
events, and finally Death).

Unlike the present system that provides a Social Security Card that has no means to guaranty
the identity of the holder, our system provides a DNA ID and Foot Print to prove the person’s
identity throughout life. The DNA ID stays with the individual and used as a marker for all other
services issued by government or business.

Our method for tracking people throughout life will eliminate fraud and corruption presently
costing S Billions, while providing a foundation for future advances in personal recognition.

Process Overview and Direction

We start by determining which Smart Card best suites your need for citizen identification, then
define the Registration Process, and create the Citizen Identification Card. Finally, we use the
card within our electronic voting system (JASTGAR eVOTE) for elections as a Voter ID Card.

Requirements Definition:

1.
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Our overall approach to providing a specific client solution

Type of Card best suited to meet needs
Card Format and Design
Card Security features (external)

Card information maintained inside the card.

Card Quantity (including spare cards)
Time frame for completion
Registration Process

Equipment and Training

Biometric Capturing

. Card Encoding and Creation

. Citizen Repository Database creation

. Required information needed by registrant
. End results if registration process

. Acceptance and Sign-Off by client.

Combining all the pieces into a unified approach that best suites the needs of our clients, from
obtaining biometrics, through generating a biometric smart card identification for citizens,
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voters, or business clients. We have formulated an approach that will solve a wide range of
needs manufactured into a family of devices specifically engineered and designed to meet the
requirements established by clients. We are ready to face the problems of today and the
future, all from a single source supplier.

Citizen Registration Overview

JASTGAR eVOTE System — Register People & creating ID Cards
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Manufacturer to create equipment specifically tailored to client needs

The components needed to create and utilize a Smart Card Registration ID include:

1. Biometric Capture equipment (Finger Prints, Iris Scan, Facial Recognition, etc.).

2. Card Encoding and Creation Software that uses the captured biometric information to
populate card fields and smart card chips with the individual’s data.

3. Middleware to generate Citizen / Voter Repository Database records in the desired
format and populated with the data captured during the biometric capture process and
registration.

4. Generation of a Smart Card Registration ID.

5. Software to utilize biometric captured data to vet individuals to determine if they are
qualified for entry to the Eligible Voters List and additional modules for voting and
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providing applications to support profile record maintenance, and obtaining
information.

6. Procedures for verifying an individual’s identity, eliminate fraud, and validate that an
individual has not previously voted in this election to eliminate corruption.

Our Direction for Registration and Voting Systems

JASTGAR eVOTE - Our Direction

Registration Systems Voting and Systems for Government and Business Enterprises

JASTGAR eVOTE, LLC
Registration Systems Citi zens, or Voters

Citizen Repository Database

Voting Systems Biometric Smart Card ID secu rity
Citizen / Voter Vetting Identity Verification
Eligible Voter List Voting Validation One Person— One Vote
Fully Electronic Eliminate Fraudulent Cards Eliminate Fraud and Corruption
Fast and Accurate Eliminate Corrupt Voting . .
Tally result in near real-time
Easy to Use Load Balancing and Error Handling
Latest Technology Voting Operations Center Paperless
Best Practices Emergency Operations Center Blank Ballot Distribution System (BBDS)
Foundation for the Future Domestic and International Operations Data Integrity through Encryption and
Possible Mobile Usage Cloud Computing Cryptography
Automated Backup and Recovery Role Based Access Controls (RBAC)
Automated Business Continuity Management || Access Control System
Latest Automated Security Tools and
Techniques

Phased Registration Process

Our Registration Process is in phases, each building on the information obtained from the
previous stage. Just like building a house (Foundation, Structure, Infrastructure, HVAC,
Finishing, Inspection, Turnover to Buyer, etc.).

Our Phases include:

“Phase I” starts with agreed upon Requirements, an Architecture, and Engineering Design that
selects the card type, format, and quantity. A demo performed during this phase as “Proof of

JASTGAR eVOTE, LLC Company Brochure Page: 5 Date: June 1, 2017




JASTGAReVOTE, LLC

Registration & Voting Systems

Thomas Bronack, EVP & CTO Alex St-Gardien Jecrois, President & CEO
Concept”, and Post Mortem meeting will identify any recommendations for improvement, and
a Contract will be signed that defines the remaining project phases and associated deliverables.
Development, Testing, and Acceptance procedures agreed to in the contract.

“Phase II” will build the Foundation for the Registration Process by defining infrastructure, staff,
and equipment requirements. Equipment will be delivered, staff trained, and procedures
developed to drive the Registration Process to completion within the defined timeframe. All
citizens should have a Citizen’s Identification Card at the end of this Phase.

“Phase Ill” validates the Personal Identification of individuals for other government and
business services, by vetting them and completing all database records. All vetted citizens are
entered into the Eligible Voters List, and/or granted access to requested government and
business services as deemed necessary at the end of this Phase.

“Phase IV” is the implementation of the JASTGAR eVOTE electronic voting system based on
“One Person — One Vote” and capable of detecting fraud and corruption when they occur.

The Voting Registration Process (Citizen Registration ID and Voter ID).

JASTGAR eVOTE, LLC — Voter Registration Process & color oded by bepartment
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Our Registration Process includes:

1. Applicant enters Registration Station with required personal information

2. Capturing the Applicant’s biometric information through a Live-Scan and comparing it
with existing database records will eliminate double registrations.

3. The Registration Clerk assists the Applicant in creating their Protected Personal Profile
Record. This is the Applicants base record.

4. The Biometric Technicians obtains the Applicant’s biometric information and stores
them as Child Records appended to the individual’s Protected Parent Profile Record.

5. The Citizen Repository Database record is stored.

6. Departments will receive a specific color code produced on Citizen ID Card to
decentralize the country.

7. The Citizen Registration ID is Created and Laminated locally or centrally, depending on
the country preference to have a central issuance center or multiple local Registration
Stations (RS) or both.

8. The Citizen receives his Citizen Registration ID through the Post Office (or other means
of delivery), or through designated local governmental locations.

The registration process takes minutes to complete and can be duplicated at many Registration
Stations simultaneously. The Citizen Repository Database connects to Registration Stations via
a network that provides data integrity and end-to-end encryption. Once created, the
individual’s Citizen Registration ID is available to any government or business subscribing to the
service. Process completed domestically of internationally at Embassy or Consulate.
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An overview of the JASTGAR eVOTE is:

JASTGAR eVOTE - Executive Overview, Path from Personal ID to Election

Vetting Path
VRS eCARD eVETTING

Bio-Metric Voter R VOtftr Voter
ID Smart Card o] verification

Eligible Voter
List

Voter Registration
Systems

Voter Verify &

Validate via
Voter BT Vetting

Registration SES EPB

State Election Electronic Poll
Systems Books

BBDS
Blank Ballot
Distribution Systems

Candidate Path [proposed
’ Ballots

Voting I

Results

Voting Path

Audit & Archive Path

AMS
Audit
Management
Systems

EMS
Election
Management
System

VCD
Vote Capture
Devices

—
Vote Activity
Archive

1. The Registration process can be for citizens, voters, or business clients, and is
accomplished through Bio-Metric Scans that feed our Card Encoding and Creation
product with its middleware that produces the smart card and Voter / Citizen Repository
Database. Mobile computing accomplished via eCARD APPs, which can also update a
person’s address and obtain instructions to their voting station and ballot contents.

2. Our Vetting path compares the personal record against State Election System standards
that govern entry to the Eligible Voters List and our Electronic Pool Book application
provides voting stations with display screen listings of those voters scheduled to vote at
that voting station.

3. A Blank Ballot Distribution System eliminates paper by generating display screen ballots
for voting stations based on candidates and referendums specific to the voting district.

4. The Election Management System manages voting stations and voting booths by
verifying an individual’s identity and validating that they have not previously voted in
this election. The voting booth display screen provides voters with language selections,
help instructions, ballot choices, a preview of their selections, and a submit function.
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When the vote “Submit” function is selected a picture of the voter is taken and printed
receipt provided to them containing their picture, time stamp, and their voting selection
(can be Text Message or Email if desired).

5. Vote Capture Devices are interoperable and required to produce a Common Data
Format. A wide-range of Vote Capture Devices are available and their interoperability
allows for system flexibility in devices. The Voting Process is achieved at many locations,
both domestically and internationally.

6. Audit Management System functions track voter activity from the moment of identity at
the Voting Station through when they submit their vote and receive a printed receipt.

7. The Vote Activity Audit Trail, archived at the end of the election, can support future
investigations and trending analysis.

The entire JASTGAR eVOTE, LLC system in operations

JASTGAR eVOTE System — Voter Validation Process (Audit Management)

Ongoing Register Get Vetted Get Voter ID Card Go To Designated Voting Station, by District

Voter Voter Vetting and Criminal Detection
T) Registration Election eVETTING Filter, by

Rules Process Station _I-

Perform Live Search for
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1 v
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Eliminate Double Bbm
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Not allowed
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only
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*  Contact Info. Potential

* Biometrics .
it Corruption

Required ID

Documents * Documents Yes
Bio-Metrics Creat;::o;::snorv e
control against Double
ID Card Issued to Everybody Registration, Voter Fraud,
and Corruption

Separated into three sections, the JASTGAR eVOTE, LLC products and services include:

1. Registration of Citizens, Voters, or Business Clients to produce a Personal Identification
Verification (PIV) Smart Card where the chip contains the individual’s biometric
information and a corresponding Repository Database.
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2. Vetting guarantees adherence to election standards for entry to the Eligible Voters List.

3. Providing Voting Station Electronic Pool Books of people assigned to the voting station,
and using Live Bio-Metric Scans to verify a person’s identity and validate that they have
not previously voted in this election will eliminate Fraud and Corruption. While
electronic voting via voting booth terminal screens, and production of a voter receipt
after they have submitted their vote will complete the voting process.

Protecting the Voting environment

JASTGAR eVOTE System — Protecting the Voting Environment
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Managed Service

«  Switch can automatically meve
operation from Primary to
Secondary System to support
automated recovery operations

«  Systems are geographically
separated to avoid local failures

+  Can be supported by a Managed
Service Provider [MSP) that
charges only when being used

*  Can be based on Best Practices.
and latest technology

+  Fullysecured environmentwith

*+  Continuous Monitoring for Detection and Mitigation of Security Flaws Provider data encryption at rest and in
+ Dashboard Displays for Security Operations Center motion
Voting Booths
Departments: Communities: Voting Stations: and Voters: Equipment:
Managed
Voters / Voters / Voting  |Voters/Voting|  Voters/ Voters/  |Voters/| Voters/ Voting Printers/ | Virtual

ligible Ve 3 I: Int: ional: ities:
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The JASTGAR eVOTE, LLC environment includes:

1. Data Integrity guaranteed via Encryption, Cryptography, Data Access Controls, Network
Protection, and Role Based Access Control in support of physical and logical access
controls and entitlements.

Voting Operations Center to monitor load swings and provide automated error handling

and load balancing, based on the elimination of any Single-Point-Of-Failure and the
ability to circumvent failing components and even data centers without loss of data and
transparent to the end user.

Emergency Operations Center to house executive management and/or their

representatives whose responsibility will be to bring critical resources to bear in
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response to emergency conditions. The goal of these two operations centers is to

provide the highest level of support possible in maintaining an uninterrupted operation.
4. Support of voting stations in domestic and international locations, with a central

election operation to insure adherence to voting requirements and a fair and honest

vote.

5. Complete Audit Trail and Archive of Voter Activity to support investigations and

trending analysis

Protecting the environment

View WLAN, LAN,
WAN & Applications
From a single pane

Operations
Info

Single source for monitoring all
system activity and dynamically
responding to error conditions
and resource requirements via
Load Balancing and Error Handling
Actions

Userid / Pswd / Applications, Data

Managed Service Provider Location 1

Sensors P';T‘:.'y
and —
Thresholds
Badges
[ switch
Alerts
Switch for
Automated — |
Recovery s
Path

Compute

Storage

JASTGAR eVOTE System — Load Balancing and Error Handling

External Storage is used to
extend Internal Storage and
allow for more users to
process their work. Storage
Tiers and Management will
become essential.

External
Storage

Dynamic, Elastic, Scalable

Compute

Users access computers via the Network and store data
and programs in Storage, while the Computer function is
used to process applications and their related data. If
errors, incidents, or disasters arise, Support personnel
can dynamically allocate storage or even initiate an
automated recovery via IP Switch from primary to
secondary system.

Storage

Managed Service Provider Location 2

The Managed Service Provider (MSP) will provide
multiple computers that will be in an “Active — Active”
state with both machines containing the data and
program(s) being utilized. This will facilitate
automated switchover without loss.

Normalized operations through Load Balancing insures workflow continues to be delivered in a smooth
and efficient manner, while Error Handling can locate and circumvent problems — even entire systems
can be switched from primary to secondary without loss of data and transparent to the end user.
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Adhering to American Laws and voting process as defined by the
Voluntary Voting System Guidelines

JASTGAR eVOTE - Adhering to Standards, Laws, and Best Practices

‘ eVerify | ‘ E-Government, HSPD-12, Entitlements ‘ | PC Card | ‘ Mobile Devices :ff,fs__Px:f:,' st
Real ID *PAS CAC (UUID) Unique PIV & Derived PIV JASTGAR
Act **LAS TWIC Universal ID PIV -1 Credential (DPC) eCARD

Voter Identification Card

Help America Vote || Election Assistance Voluntary Voting JASTGAR JASTGAR JASTGAR
Act of 2002 Commission System Guidelines eCARD eVETTING, eVOTE
(HAVA) (EAC) (VVSG) System eCARD APPs System
Electronic Voting System

‘ Citizen IDCard

I—» eCARD

R —
Voter
Repository

Archive Election | Winner Vote _-_ Voting Voting
Results ) Declared Tally eVoTE Booth Station

e ———
Eligible
Voter List

eVETTING

We have made every effort to insure all people allowed to vote can cast a ballot, including
disabled people (adherence to Section 508). We adhere to all American Laws and guidelines
related to Registration Cards and Voting Systems, including Personal Identification Verification
(PIV) cards used to grant physical and logical access (one card serving all purposes). A Unique
Universal ID to revoke card usage if lost or replaced (eliminates chance of multiple cards), and
Derived PIV Credential (DPC) to support mobile computing and any future direction towards
remote voting.

Finally, the ability to interface with government databases so that maintaining citizen
information is less expensive and optimized.

In short, we believe we are prepared to support current and future electronic registration and
voting systems in the most secure and economical manner possible.

JASTGAR eVOTE, LLC Company Brochure  Page: 12 Date: June 1, 2017




"

JASTGAReVOTE, LLC \t‘ASTGAR
Registration & Voting Systems
Thomas Bronack, EVP & CTO Alex St-Gardien Jecrois, President & CEO

Benefits achieved through the JASTGAR eVOTE Registration Process

Some of the benefits that will be receive by following the JASTGAR eVOTE, LLC Registration
Process include:

oV kA wWNRE

o N

10.

11.

12.
13.
14.
15.

16.

A Citizen Registration Card that truly verifies a person’s identity.

A Card that eliminates duplication and prevents fraud and corruption.

Secured Card design.

Chip operating system security and encryption (100% “Hacking” secured).

Server based unique identification recognition and issuance.

A Database Repository of citizen information, from birth-to-death containing all the
pertinent information people, government, and business requires.

Citizens will be able to access their information through the Citizen ID Smart Card.
Vetting citizens, and those entering the country, will become easier and more accurate.
A foundation for a unique Single ID Card that can allow citizens to use one card for all
personal, government, and business transactions, while providing the ability to instantly
revoke card privileges.

The foundation for combining services presently performed at multiple offices by people
required to maintain citizen, or personnel information.

Improved citizen safety and law enforcement through Child Record scans.

a. Better protection for Infants because of Foot Print, Birth Certificate, and Social
Security / Nationalization ID. That can help return lost or abducted children to
their parents whenever they are located.

b. Better able to locate felons through biometric scans and legal authority to
review Parent Record to obtain identity.

Enhanced personal identity protection through data integrity, security, and encryption.
Easily created multi-factor security to best support security and access controls.

Better control of Governance, Risk, and Compliance (GRC) related to personnel identity.
Full range of additional services aided through personnel identity verification and a
dramatic reduction in people needed to maintain information, with a corresponding rise
in efficiency due to elimination of manual intervention.

a. Passport creation to ICAO (International Civil Aviation Organization) Standards
(https://www.icao.int/Security/Pages/default.aspx) — Card and Booklet form.

b. Motor Vehicles Driver’s License

c. Motor Vehicle Registration

Potential for automation of other applications and services like:

a. Import / Export system,

b. Merchant Municipal Information Tax Services,

JASTGAR eVOTE, LLC Company Brochure  Page: 13 Date: June 1, 2017



https://www.icao.int/Security/Pages/default.aspx

JASTGAReVOTE, LLC
Registration & Voting Systems

Thomas Bronack, EVP & CTO

-~

*JASTGAR

Alex St-Gardien Jecrois, President & CEO

c. HIPAA Countrywide Database for medical records,

Health Care cards,

Military ID cards,
Foreigners ID cards,

S@m oo

Government Officials ID cards,

Student ID cards (Universities),
Workers permit cards (temporary or long term)
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Application generation through our process

JASTGAR eVOTE - Client Management and Sales Activity Accounting

: .
Produce Personnel

On-Going Recruiting

Protected

Access Role Based Access

Controls (RBAC) &
Entitlements
|

Client Relations and

Repository and 1D

for Positions at all Smart Card - A —
levels
i . Employee System

CardLogix CardLogix Regi:tlaytion T

Empl .

covlovee | widate ware [V _

Job Title &
Organization

!

HR Management
. Personnel Name

!

Client Management
Client Name

Group Leader o

Manager Report
. Personnel Name

Sales Managing

> " Accounting . Director
Sales Status Jnh»TﬂIe Territory +  Client Name ACtIVIty
Potential Income Entitlements Personnel Name -
Territory Director °
Actual Income Manager Manager Personnel Name i i i
Payroll Salary Marketing & Sales Marketing & Sales Manager '
Commission Territory Pending Contracts " b
N o Cliont N Closed & Pending Contracts
onus Plan ¢ |Ient ame MO?e ontracts Closed Contracts
ca ary' ) aintenance Maintenance Agent
ommissions Revenue Revenue firbirniviinnin
Bonus Plan

Following the procedures described previously, it is possible to generate a wide range of
applications requiring confirmation of an individual’s identity. The above illustration shows
how it is possible to provide individual biometric ID Cards and generate database records used
to develop and support a Client Relations and Sales Management application utilizing Role
Based Access Controls to provide physical and logical access controls to people using the
system.

In the above application, the Personnel Name field relates all records to tie a Client to its
Account Representative and the Account Manager, so that Accounting can provide
commissions and bonus distributions.

Other government and business applications developed in this manner will support growth and
close operational flaws.
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What are our next steps?

JASTGAR eVOTE, LLC would love to discuss how our services assists your enterprise
(government or business) provide Citizen ID’s to your population, or Identification Cards to
clients. We are prepared to discuss the registration best suited to your needs and the
implementation of the JASTGAR eVOTE electronic voting system should you want to use that

product as well.

Our process usually includes:

1. Requirements Definition to define the problem and how best to resolve the issues.
a. Defining Programs and Systems to Develop.
b. Defining Testing procedures to gain acceptance of delivered products.
2. Needs analysis to determine the best path to follow in resolving issues.
a. Effort needed to meet project requirements.
b. Defining the best path to take to achieve goals and objectives.
c. Architectural and Topographic Design Specifications.

d. Engineering Specifications
Statement of Work to outline direction and gain approval.
RFP creation and process management.
Detailed Project Plan to achieve goals and objectives.
Project Management until completion.
Integration with everyday functions performed by staff.
Support, Maintenance, and Change Management.
Product enhancements going forward.

© N U kW

Please contact Alex St-Gardien or Tom Bronack via email or phone to discuss how we could be

of service to you.

Thank you,

Alex St-Gardien Jecrois, President & CEO

ajecrois@hotmail.com

Phone: (301) 523-6836

Thomas Bronack, EVP & CTO

bronackt@gmail.com

Phone: (917) 673-6992
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