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Utilizing advanced Technology and Industry Best Practices to eliminate Fraud, Corruption, and Data Tampering.
Providing Data Integrity, Encryption, and Access Controls with Audit Management for Investigations and Trending Analysis.
A Distributed and Immutable platform for streamlining and optimizing government and business operations, while protectinggeo
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JASTGABVOTE, Our Services eVOIE I
eCARD Registration System eVOTE Electronic Voting System
A Requirements Definition A eCARIMused to identify Voters@ne Persoh

A Number of people to be registered A eVETTIN@sed to insure Voter meets voting
A Citizens, or Voters NBIljdZANBYSyiGa yR OlFy 6S Ay Of dz
A Duration of Registration Period A Electronic Pool Book(EPB) generated from Filtered
A Topography of Registrants Report by Voting Stations and provided to Station Staff
A Domestic and International that they can track who has voted at their station

A Type of Card A Voter Identification verifiedvia Biometric Live Scamt
A Biometric Chip (PIV, RIVDPC, UUID) Voting Station@ne Persorverified)
A Uses for Card (Government and A Ly RA @hRdzEchrQi& validatedgainst Registration

Business) and Entitlements Data Base to insure they have not previously voted in th
A Card Access Requiremer(Bhysical election (eliminate Corruption and guarar@ne Votg
Locations and/or Logical Assets) A Voting BoothVoter Communications via Touch Screen t

A Card Stocformat and number select Language, Help, Ballot entry selections, Verificatign

A EquipmentRequirements of selections, and Submission

A RegistrationSitesand Operations A Picture takenwhen vote is submitted and receipt is

A Staffing Training, and Documentation provided to voter (printed, emailed, or text message)

A Systems Development Life Cycle A Audit Trailtracks voter activity from entry to Voting
A System Operations, Support and Maintenance Station through Vote Submission
A Backup, Archive, Recovery A Election Activity Archivedor future analysis
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JASTGAR

JASTGARWOTESystemc Project Detalls

Nine phase project based on Clientds Requirements Definiti oted,acceptedu | i ng
into production, supported, maintained, and enhanced, with a stringent Change and Release Management process.

Needs Release

Analysis REP Process Management
Needs Analysis: Architectural Plan: Engineering Design: RFP Process: SDLC: Support, Maintain, Update, and Manage:
c Physical c Number of c Design . RFP Creation . Development *  Support Services will be provided
Investigation Locations Specifications *  Vendor (eCARD, eCARD «  Problem / Incident Management
. Locatic-m *  Network . Resmllrce Identification APPs, eVETTING, +  New Requirements and Enhancements
Analysis . Rescu:lrces Req-mrements . Vendor_s selected eVO-TE, eMEDICAL) Help Desk and Support Services procedures
c Infrastructure Requirements ¢ Coding Parameters to receive RFP *  Testing .
¢ Population ¢ Infrastructure * Inter-connections +  RFP Deliveredto * Documentation ) Prf)l_)le"_‘ Acceptance, Root Cause Analysis
*  Voting Stations +  Utilities *  Resource selectedvendors *  Training *  Mitigation Plans _
*  Voting Booths - Personnel Requirements *  Vendors complete °* Release Package * Mitigation Implementation
*  Voting Machines *  Voting Locations * Skills Matrix RFPand returnit *  Acceptance *  Change Management
*  Network *  local and ¢ Product Needs to us *  Transition *  Configuration Control Board
+  Security International «  Vendors who «  Weselectvendors *  Production *  Change Acceptance and Implementation
(Physicaland  +  Special could help with best qualified to Operations *  Hot Fix or Change to be included in next Release

Data)

Considerations

products or
services

help with
products and
services

Team formulates
and gets up to
speed on exactly
what we plan to
do and how
Everyone knows
their part

Version and Release Management

On-Going review of new Requirements, Features,
and Enhancements to improve operation and

efficiency
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JASTGABVOTE, Verifying People and Protecting Data Integrity V0B

World | | Country | | National ID Biometric | Obtain Personal | Obtain Biometric
Standards Standards Smart Card Information Information
1
Verify Personnel
World Standards Country Standards To Eﬁ’ninate Fraud
s, I
wldentification Standards wNational ID Card & Number Validate Voting Record
wLegal Standards ot 2 SNDA L5 /I NR To Stop Corruption
wPassport wGovernment ID Card I :
wLaw Enforcement wBusiness ID Card Inctj)rpora:e SLOCKDCTam
wBiometric Standards wSchool ID Card Sa'?'zmopericr)% -
wEliminate Fraud, Corruption and wBirth Certificate
Data Tampering wMedical ID Card ‘
wProvide Data Integrity and Enrdio- wSocial Services Create National
End Security _ wDocuments Added Citizen Database
quQT&End Da.ta EMETHIER wLife to Death Tracking Private Protected | Searchable
watlllze STEErEpTEES el ey Cie wData Integrity, Security & Encryptign Information Personal Public
ollow best practices . . : :
wEliminate Fraud, Corruption, and Information  Information

wimplement a fair and honest
St SOUAZ2Y aedieSY |
Personc One Vot&

Data Tampering
wFair & Honest Election
wOptimized Government Operations

Distributed and Immutable Voting Network.

A complete system that safeguards the World, Countrieq,
and People against Fraud, Corruption, and Data Tampering.
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JASTGABVOTE, Adhering to Standards, Laws, and Best Practices ol/0%E

: : : : *PASC Physical A Syst
eVerify E-Government, HSP22, Entitlements PC Card|| Mobile DEVICES | . asciogcal Avcess System

Real ID|| *PAS CAC (UUID) Unique|| PIV & Derived PIV JASTGAR
**LAS TWIC Universal ID PIV-1 Credential (DPC))) eCARD

Voter ldentification Card

Help America Vote|| Election Assistance Voluntary Voting JASTGA JASTGAR || JASTGAR
Act of 2002 Commission System Guidelines|| eCARD || eVETTING eVOTE
(HAVA) (EAC) (VVSG) System || eCARDAPPs|| System

Electronic Voting System

CitizenIDCard

, Voter Eligible
— eCARD eVETTING i (L Cloud EPB
Blockchain
Archive Election Winner Vote eVOTE Voting Votl_ng
Results Declared Tally Booth Station
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:“ JASTGARVOTE, National ID Biometric Card Production Life Cycle

JASTGAR

Personal & Biometric C aptur e uObtain Personal and Biometric data from citizens

\/§

uEncode National Biometric ID Card (Format & Content)

National ID Card Encoding

«Parent Profile, Child Biometric Data and Documents (Protected, or Available determin

Middleware Database Structure by Owner)

oPrinted and Laminated with lifetime ID Number (like Bioetric Social Security Card an

National BicMetric ID Card Production |ffissses

uCitizen Count, Timeline for completed registration, Registration Stations, Staff, Trainin

National BioMetric ID Card Reglstratlo Production and Distribution of BigMetric National ID Cards, OGoing Support

Applications and Services created |[uidirbaiiiain Al AL

Testin g, ACC ept ance uRequirements, Development, Testing, Documenting, Acceptance

Rollout and Implementation ainitial Load and Verification, then Gradual expansion

Supp ort and Maintenance uSupport operations, maintain, Voting Operations Center (VOC)

uNew features and advancements in technology

AVAVA VA VA VAN VAN V4

Ongoing Enhancements
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JASTGABVOTE, LLCRegister People & Create ID Cards oyg%s

/ I NR|[ Bidnettc@Tard
Biometric Scanner Encoding &Sriting

Biometric Smart Card ID
Biometrics F Ed \‘ | 4 7 7 - — S
Physiological Behavioral g’ - ‘_l'l, J NUNHA KAPTA hn:‘:@
, S =0
- ‘“{ = oV, TECY
face =4 ;% keystroke ﬁ — = v, - ‘ m ':-.s% BB
mgerprne (| I U J.Bg - worwes. 4P
e B | e Capture - Encode & XL esEsesds
4 wis B [\si Card Encoding Engine Produce i ﬂ
Citizen, Voter, bNA & 5 3 T - dilin. 5t
NY 3A rPAL BEOTPADL
Employee, or - PV PVl Cards,
. . ] aras,
Business Client I Populate DB Physical and Logical Acces
Fraud Live Scan Control Systems,
. Entitlements
Middleware

JASTGAR Produ

BockchainDatabase, JASTGAR eVOTE, LLC

Immutable and
- Distributed A eCARD @

Eliminate Fraud,
Corruption, and Data
Tampering

Citizen / Voter
Corruption Repository Data A eVETTIN
Database exchange | A e CARDAPPS

A eVOTE

Blockchain Usage to improve
security and stop data tampering

Manufacturer to create equipment specifically tailored to client needs
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JASTGABRVOTESystemg dUnique National ID Card for Lide oVOTE

taken at Birth at the Hospital and a

Birth Certificate created. The data ig
O2yySOGSR 2 GKS| . oeQaks
RFGF oF&aS NBO2NR & S
tENByG tNRBFTAES wsSO02 NdWpregnal wo|é
created and a Unique Key is assigned .

to this personal information so it Profile Voter <

Personal Profile Parent Record
Private Data Public Data Archived

Childi-n  TAG Data Bases Stages

Perode  ofLife | jfe Line

Birth

Vetting Process

Profile

Key

,,,,,

cannot be viewed without legal Bio-Metric Child Records em) Reposr[ory Certificate m

permission. A National ID Number is

provided as well (like SS Number).  — Foot Print > School
1I==---=- C[-————-- 1 -

i i : ; : Records

As life progresses, people receive i i _ i Information .

Licenses and Certificates until they F|nger Print Record Links] | Exchange !

die. All of these stages of life are  — (all Eingers, both < I VL Drivers

recorded as Child Records attached Hands), ! : ¢ License

to the Parent Record. The child ! !

records can be searched with . 1 Government

authorized permission, but legal < Palm Print > E Data Bases | Voter ID
1

permission is required to view the

Parent Record. A Child is added to Card
the Eligible Voter List at legal age.  — FaCial Scan >
Marriage
This [ecor,d structure will ?rotect the . 3 Eligible Certificate
AYRAQGARdZ £ Qa NAIKU Aui R Voters List
verify their identify. « Eye Scan > - m
Deat
Integrating with Government and Certificate N

\ 4

Business Data Bases will enhance DOCU ments

efficiency of operations and the | Complies with Real ID Act and HSBD (PIV / PI\Q'
quality of information.
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JASTGABVOTESystemcd ¢ N} O1 Ay 3 t S2LX & 7 NRJSTE } NJi

To guaranty identity, records are tied together from Birth
to Death via DNA Identification and Biometrics

National Citizen
Repository
Database

Parent Protected
Profile Record

Child Records

Child Birth Record

Family Documents
Hospital Documents
DNA and Foot Print
Birth Certificate
Social Security
Number GS#
National ID Number

(NI#)

To o T To o Do

5NA S NXQ3

A DMV Driver ID #

A DNA Biometric
Data

A Drivers License

Voter ID

A
A
A
A

Marriage Documents
DNA Biometric Data
Marriage License
¢ASR (2
Records

School Record

A School Documents
A DNA Biometric Data
A Student ID Card

Eligible Age
DNA Biometric
Data

To o

A Eligible Voters List

Too To To T I

Divorce Documents
Annulment Papers
DNA Biometric Data
Void Marriage License
¢ASR G2 { LR dz
Records

{ LI2 dz& S

oo To To T I

Death Certificate

A DNA Biometric Data
A National ID Number

Lifetime
Identification
from Birth to
Death

Career Events

A Career Documents
A DNA Biometric Data

DNA Biometric Data
Military Documents
Legal Documents
Criminal Records
Payroll & Taxes

| OCIAL SECURYy,, |

[ ]
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- JASTGABVOT

ESystemg Registration Process

JASTGAR

Voter

Registration Kit

Name

Registration

Final Product
delivered in minutes

P

Voter with their
Personal Information

10 Finger Prints
Facial Recognition
2 Iris Scan

=
ZS\ .
@ Voter Live Scan

’//f-\\ to eliminate
e
7 ‘\@_\/C(\\\\ Duplicates

AN

Voter Registration Card

Address

Card is Color Coded by Department
to Decentralize Country

Adheres to:
PIV, PIV-I, UUID
US Government Standards

DOB:

Chip Contains:

Bio-Metric Data
Optional Display
Chip Viewable, or not

O Ly Picture —Facial Recognition
VOter - Eye Geometry
Registration
Clerk Card Designed to meet needs
Card StOCk * One or Two Sided

Voter

Biometric
Clerk

Voter
Repository

Voter
Registration
Card

Colored and Formatted
Chip Contains:
o 2 Fingerprints
2 Iris Scans
Facial Recognition
PIN Code & Card Number

| B . « Add Name and Address
Card Writer | =~ ~.-°
& *  Photograph
c c *  Fingerprints
Lamination * Lamination
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JASTGABVOTESystemg Citizen Registration oVOTE

Obtain Personal Data Populate Data Base &
Print ID Card
—1 | | Private Personal
Profile Parent
Local Voting Stations, or — Record Personnel
International Embassy 8;Consulate ‘ Registration / = e
; i 3. . Station Biometric Public Chi
o w Reader Records
T = !
’ : : Biometric
N Biometric »  Child
o Analyst Records m
Domestic Biometric
. Card

Registration Process: International Writer
1. Citizens present personal documentation of their Identity and Residence.
2. Applicant identity is verified via Live Biometric Scan to insure they are not trying to , _ H d t

obtain a second Registration ID Card. ;’:."::..._?, eadquartersq
3. Registration Clerk verifies information and creates Protected Parent Profile Record for Q;‘-‘-;__,:__’“'g National

Applicant. ) - .

Analyst obtains Biometric information and creates Public Child Records. N Identification

Data Base Records are created (Parent and Child Records)
Biometric ID Card is Written, Laminated, and Presented to Individual.
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JASTGAR

JASTGABRVOTE, Executive Overviewpath from Personal ID to Election  al/OFE

Vetting Path

VRS eCARD — i=milNe
Bio-Metric Voter Voter Eligible Voter
Voter Registration . Voter :
- ID Smart Card Repository ificati List
Systems verification

Voter Verify &
Validate via
Vetting

SES EPB

State Election Electronic Poll
Systems Books

Voter
Registration

BBDS
Blank Ballot
Distribution Systems

Proposed
Ballots

Voting Path

AMS EMS

Voting
Results
Audit VCD Election

Management Vote Capture Management
Systems Devices System
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JASTGARVOTE Our Products eVOTE |

The JASTGAR/OTESystem includes the components listed below.

CKAA aedadsSy Aa O2YLI GAo0ES gAlGK GKS | { 3I20SNYyYSyld t SNaedtyhrd the IREEY 1662WalWilary Wofing + SNIMT A Ol G A ;
System Guidelines, which are widely accepted to easily expand election voting from a single location to multiple sites.

eCARD - Bio-Metric Voter ID Smart Cargka SR G2 ¢SNATFe (KS @2305NRa ARSyGAGe | yR S AR
eCARD APPs - Mobile App"C&tiOﬂto allow voter to maintain their profile record and gain pertinent information (via mobile, or PC).

eVETTING - aSR 02 @l £t ARI (S ghin acciho éligﬁld\b@réust isBHs @d‘%lin& NaEedZ)f R

SES ¢ State Election Systems, or equivalent in a country/regi@ms governing votingnd eligibility

VRS -+ 20SNJ wSIAAAUNY GA2Y { & &MeBiYdatd, bvedbSiyigetsvaeMd LY RA @A R dzl
BBDS ¢ Blank Ballot Distribution Systensp that all ballots match standard fields with header and format added as needed

EPB ¢ Electronic Poll BookSisedto match voter to voting station and track their activity during this election

EMS C Election Management System), perform all vote processing activities for election types (Primary, Caucus, General)

VCD C Vote Capture Devices insure compatibility of vote capturing equipment for all districts and interoperability

CDF - Common Data Formab insure voting data compatibility and transparency

AMS ¢ Audit Management Systemgg track voting, detect crimes and analyze activity, provide documentation as needed
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JASTGABRVOTESystemc Blockchain and Audit Trall oV/OTE

Audit Records

Audit Trail

| Voting Database

Election Headquarters

. . S —
Voting Station —
105 Audit Trail

Voting Voting Voting Voting —

Booth Booth Booth Booth
1 2 3 4

Supports Domestic and

Blockchain Header Key Blockchain Container International Voting A BlochchainDatabase is Distributed
105| 1/ Voting Record Transfers Voting Record Voting Station |—> A (\El/r;?ir:r;gtl:t?c?rlg and Election
Header| Blockchain Record Trailer Head -
. : : quarters have Private Keys.

105| 2 Voting Record Voting Station —» -

9 Header| Blockchain Recofd Trailer J A gﬁ%geednsv?{ﬁted and cannot be
105/ 3 Voting Recorg Header| Blockchain Record Trailer Voting Station —» A Records have unique Header and
105! 4 Voting Record : - Trailer Hashed by Private Key.

g Header and Trailer are Hashed with Voting Station |« A Record Chain is created by

Private Key to provide Encryption

Blockchain Trailing Key

Previous Record and Hash
Algorithm then passed to next

and maintain Data Integrity

station.

1.  Voteris Screened and Voting Station Turnout Counter raised by one. 5.  Blockchain database record has trailer generated and is then added to all
2. Voter is directed to Voting Booth where they Submit Vote and Receive distributed databases for every Voting Station and the Election Headquarte
Personal Receipt. Vote count is raised by One. so everybody has access to the same database, but total vote count is

3.  Voting Record is Added to Blockchain Record container at Voting Station far calculated by Election Headquarters.
periodically forwarded to Election Headquarters. Vote Count and Turnoutf | 6.  Data integrity is maintained through encryption and Key Management.
Count are compared for accuracy with variances reported for investigatior). | 7.  Checks and Balances maintained via Audit Train and Vote / Turnout count

4.  Audit Trail Record is Created and Stored to track voter activity. 8.  Eliminates Fraud, Corruption, and Data Tampering for TRUE VOTE.
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 JASTGABVOTESystem, Voter Validation Proces@udit Management) 45T
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