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JASTGAR eVOTE, LLC - Company Overview

ά{ǇŜŎƛŀƭƛȊƛƴƎ ƛƴ .ƛƻƳŜǘǊƛŎ bŀǘƛƻƴŀƭ L5 {ƳŀǊǘ /ŀǊŘǎ ŀƴŘ 9ƭŜŎǘǊƻƴƛŎ ±ƻǘƛƴƎ {ȅǎǘŜƳǎέΦ
Utilizing advanced Technology and Industry Best Practices to eliminate Fraud, Corruption, and Data Tampering.

Providing Data Integrity, Encryption, and Access Controls with Audit Management for Investigations and Trending Analysis.
A Distributed and Immutable platform for streamlining and optimizing government and business operations, while protecting people.
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JASTGAR eVOTEςOur Services

eCARD- Registration System
Å Requirements Definition

Å Number of people to be registered
Å Citizens, or Voters
Å Duration of Registration Period
Å Topography of Registrants
Å Domestic and International

Å Type of Card 
Å Biometric Chip (PIV, PIV-I, DPC, UUID)
Å Uses for Card (Government and 

Business) and Entitlements
Å Card Access Requirements (Physical 

Locations and/or Logical Assets)
Å Card Stock format and number
Å EquipmentRequirements
Å RegistrationSites and Operations
Å Staffing, Training, and Documentation

Å Systems Development Life Cycle
Å System Operations, Support and Maintenance
Å Backup, Archive, Recovery

eVOTE- Electronic Voting System
Å eCARDused to identify Voters (One Person)
Å eVETTINGused to insure Voter meets voting 
ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ Ŏŀƴ ōŜ ƛƴŎƭǳŘŜŘ ƛƴ 9ƭƛƎƛōƭŜ ±ƻǘŜǊΩǎ [ƛǎǘ

Å Electronic Pool Books (EPB) generated from Filtered 
Report by Voting Stations and provided to Station Staff so 
that they can track who has voted at their station

Å Voter Identification verified via Biometric Live Scanat 
Voting Station (One Person verified)

Å LƴŘƛǾƛŘǳŀƭΩǎ voting record is validated against Registration 
Data Base to insure they have not previously voted in this 
election (eliminate Corruption and guaranty One Vote)

Å Voting Booth Voter Communications via Touch Screen to 
select Language, Help, Ballot entry selections, Verification 
of selections, and Submission

Å Picture taken when vote is submitted and receipt is 
provided to voter (printed, emailed, or text message)

Å Audit Trail tracks voter activity from entry to Voting 
Station through Vote Submission

Å Election Activity Archived for future analysis
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JASTGAR eVOTESystem ςProject Details

Nine phase project based on Clientôs Requirements Definition, resulting in a fully defined, designed, staffed, developed, tested, accepted 

into production, supported, maintained, and enhanced, with a stringent Change and Release Management process. 
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Country
Standards

World
Standards

National ID Biometric 
Smart Card

JASTGAR eVOTEςVerifying People and Protecting Data Integrity

World Standards

ωIdentification Standards

ωLegal Standards

ωPassport

ωLaw Enforcement

ωBiometric Standards

ωEliminate Fraud, Corruption and 
Data Tampering

ωProvide Data Integrity and End-To-
End Security

ωEnd-To-End Data Encryption

ωUtilize appropriate technology and 
follow best practices

ωImplement a fair and honest 
ŜƭŜŎǘƛƻƴ ǎȅǎǘŜƳ ōŀǎŜŘ ƻƴ άOne 
Person ςOne Voteέ

Country Standards

ωNational ID Card & Number

ω±ƻǘŜǊΩǎ L5 /ŀǊŘ

ωGovernment ID Card

ωBusiness ID Card

ωSchool ID Card

ωBirth Certificate

ωMedical ID Card

ωSocial Services

ωDocuments Added

ωLife to Death Tracking

ωData Integrity, Security &  Encryption

ωEliminate Fraud, Corruption, and 
Data Tampering

ωFair & Honest Election

ωOptimized Government Operations

Obtain Personal
Information

Obtain Biometric 
Information

Create National
Citizen Database

Protected
Personal 

Information

Searchable
Public 

Information

Verify Personnel
To Eliminate Fraud

Validate Voting Record
To Stop Corruption

Incorporate Block Chain 
Usage to Stop Data 

Tampering

A complete system that safeguards the World, Countries, 
and People against Fraud, Corruption, and Data Tampering.

Private
Information

Distributed and Immutable Voting Network.
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Real ID
Act

PIV &
PIV - I

JASTGAR
eCARD

Help America Vote 
Act of 2002

(HAVA)

Election Assistance 
Commission 

(EAC)

Voluntary Voting 
System Guidelines 

(VVSG)

JASTGAR 
eVOTE 
System

*PAS
**LAS

CAC
TWIC

(UUID) Unique 
Universal ID

Voter Identification Card

Electronic Voting System

eCARD Voter
Repository

eVETTING
Eligible 

Voter List

eVOTE

Cloud EPB

Voting 
Station

Voting 
Booth

Vote 
Tally

Winner
Declared

Archive Election 
Results

JASTGAR eVOTEςAdhering to Standards, Laws, and Best Practices

Derived PIV 
Credential (DPC)

PC Card Mobile   DeviceseVerify E-Government, HSPD-12, Entitlements

JASTGAR 
eCARD
System

JASTGAR 
eVETTING, 

eCARDAPPs

Citizen IDCard

*PAS ςPhysical Access System
**LAS ςLogical Access System

Blockchain
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ωObtain Personal and Biometric data from citizens
Personal & Biometric Capture

ωEncode National Biometric ID Card (Format & Content)
National  ID Card Encoding

ωParent Profile, Child Biometric Data and Documents (Protected, or Available determined 
by Owner)Middleware Database Structure

ωPrinted and Laminated with lifetime ID Number (like Bio-metric Social Security Card and 
Number)National Bio-Metric ID Card Production

ωCitizen Count, Timeline for completed registration, Registration Stations, Staff, Training, 
Production and Distribution of Bio-Metric National ID Cards, On-Going SupportNational Bio-Metric ID Card Registration

ωeCARD, eCARD APPs, eVETTING, eVOTE
Applications and Services created

ωRequirements, Development, Testing, Documenting, Acceptance
Testing, Acceptance

ωInitial Load and Verification, then Gradual expansion
Rollout and Implementation

ωSupport operations, maintain, Voting Operations Center (VOC)
Support and Maintenance

ωNew features and advancements in technology
Ongoing Enhancements

JASTGAR eVOTEςNational ID Biometric Card Production Life Cycle
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Citizen / Voter
Repository 
Database

Eliminate Fraud,
Corruption, and Data 

Tampering

Middleware

JASTGAR eVOTE, LLC

Å eCARD
Å eVETTING
Å eCARDAPPs
Å eVOTE

Manufacturer to create equipment specifically tailored to client needs

Citizen, Voter,
Employee, or 
Business Client

Biometric Scanner
/ŀǊŘ[ƻƎƛȄΩǎBiometric Card 

Encoding & Sriting
Biometric Smart Card ID

JASTGAR Products

PIV, PIV-I Cards,
Physical and Logical Access 
Control Systems,
Entitlements

Data 
Exchange

Corruption

Fraud Live Scan

Capture Encode &
Produce

Populate DB

JASTGAR eVOTE, LLCςRegister People & Create ID Cards

Blockchain Usage to improve 
security and stop data tampering

BockchainDatabase,
Immutable and 

Distributed
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Personal
Profile

Foot Print

Finger Print
(all Fingers, both 

Hands)

Palm Print

Facial Scan

Documents

Parent Record

Bio-Metric Child Records (1-n) 

Birth

15

18

Death

Drivers
License

Voter ID 
Card

Marriage
Certificate

Death
Certificate

Voter
Repository

Birth
Certificate

School
Records

TAGProfile Child 1 - nKey

Life Line

Stages 
of Life

Information
Exchange

Personal Profile Parent Record

Unique 
ID Key

Private Data Public Data

A/ƘƛƭŘΩǎ Foot Print and DNA are
taken at Birth at the Hospital and a 
Birth Certificate created.  The data is 
ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ .ŀōȅΩǎ ǇŜǊǎƻƴŀƭ 
Řŀǘŀ ōŀǎŜ ǊŜŎƻǊŘΦ  ! άtǊƻǘŜŎǘŜŘ 
tŀǊŜƴǘ tǊƻŦƛƭŜ wŜŎƻǊŘ όtttwύέ ƛǎ 
created and a Unique Key is assigned 
to this personal information so it 
cannot be viewed without legal 
permission.  A National ID Number is 
provided as well (like SS Number).

As life progresses, people receive 
Licenses and Certificates until they 
die.  All of these stages of life are 
recorded as Child Records attached 
to the Parent Record.  The child 
records can be searched with 
authorized permission, but legal 
permission is required to view the 
Parent Record.  A Child is added to 
the Eligible Voter List at legal age.

This record structure will protect the 
ƛƴŘƛǾƛŘǳŀƭΩǎ ǊƛƎƘǘ ǘƻ ǇǊƛǾŀŎȅ ŀƴŘ 
verify their identify.

Integrating with Government and 
Business Data Bases will enhance 
efficiency of operations and the 
quality of information.

Archived 
Data Bases

Periodic
Archive

JASTGAR eVOTESystem ςάUnique National ID Card for Lifeέ

Eligible 
Voters List

Government
Data Bases

Vetting Process
Data Base Design

Record Links

Everybody

Vetted

Complies with Real ID Act and HSPD-12 (PIV / PIV-I) 

Eye Scan
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Mother Father

Child

National Citizen 
Repository 
Database

Parent Protected 
Profile Record

Child Birth Record

Å Family Documents
Å Hospital Documents
Å DNA and Foot Print
Å Birth Certificate
Å Social Security 

Number  (SS#)
Å National ID Number 

(NI#)

School Record

Å School Documents
Å DNA Biometric Data
Å Student ID Card

5ǊƛǾŜǊΩǎ [ƛŎŜƴǎŜ

Å DMV Driver ID #
Å DNA Biometric 

Data
Å Drivers License

Voter ID 

Å Eligible Age
Å DNA Biometric 

Data
Å Eligible Voters List

Marriage License

Å Marriage Documents
Å DNA Biometric Data
Å Marriage License
Å ¢ƛŜŘ ǘƻ {ǇƻǳǎŜΩǎ 

Records

Death Certificate

Å DNA Biometric Data
Å National ID Number

Divorce Certificate

Å Divorce Documents
Å Annulment Papers
Å DNA Biometric Data
Å Void Marriage License
Å ¢ƛŜŘ ǘƻ {ǇƻǳǎŜΩǎ 

Records

Career Events

Å Career Documents
Å DNA Biometric Data

Child Records

Other Events

Å DNA Biometric Data
Å Military Documents
Å Legal Documents
Å Criminal Records
Å Payroll & Taxes

JASTGAR eVOTESystem ςά¢ǊŀŎƪƛƴƎ tŜƻǇƭŜ ŦǊƻƳ .ƛǊǘƘ ǘƻ 5ŜŀǘƘέ

To guaranty identity, records are tied together from Birth 
to Death via DNA Identification and Biometrics

SS#, DNA ID, NI#

Issued at Birth to 
always Guaranty 
Identity for Life.

Lifetime
Identification 
from Birth to 
Death

New Record
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JASTGAR eVOTESystem ςRegistration Process

10 Finger Prints
Facial Recognition
2 Iris Scan

8
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Registration 
Station

Personnel
Data Base

Private Personal
Profile Parent 

Record

Public Child
Records

Biometric 
Child

Records
Biometric
Analyst

JASTGAR eVOTESystem ςCitizen Registration

Domestic

International

Headquarters ς
National 

Identification

Archive

Cloud

Local Voting Stations, or 
International Embassy & Consulate

Registration Process:
1. Citizens present personal documentation of their Identity and Residence.
2. Applicant identity is verified via Live Biometric Scan to insure they are not trying to 

obtain a second Registration ID Card.
3. Registration Clerk verifies information and creates Protected Parent Profile Record for 

Applicant.
4. Analyst obtains Biometric information and creates Public Child Records.
5. Data Base Records are created (Parent and Child Records)
6. Biometric ID Card is Written, Laminated, and Presented to Individual. 

Biometric 
Reader

Biometric 
Card

Writer

Obtain Personal Data Populate Data Base & 
Print ID Card
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JASTGAR eVOTEςExecutive Overview, Path from Personal ID to Election

SES
State Election 

Systems

VRS
Voter Registration

Systems

BBDS
Blank Ballot

Distribution Systems

AMS
Audit 

Management
Systems

EPB
Electronic Poll

Books

EMS
Election 

Management
System

VCD
Vote Capture 

Devices

Proposed
Ballots

Audit
Reports

eCARD
Bio-Metric Voter 

ID Smart Card

Voter
Repository

Eligible Voter
List

eVETTING
Voter 

verification

Voting
Results

Vote Activity
Archive

Voter 
Registration 
Path

Candidate Path

eCARD 
APPs

Voting PathAudit & Archive Path

Voter Verify & 
Validate via 

Vetting

Vetting Path
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The JASTGAR eVOTESystem includes the components listed below.

¢Ƙƛǎ ǎȅǎǘŜƳ ƛǎ ŎƻƳǇŀǘƛōƭŜ ǿƛǘƘ ǘƘŜ ¦{ ƎƻǾŜǊƴƳŜƴǘ tŜǊǎƻƴŀƭ LŘŜƴǘƛŦƛŎŀǘƛƻƴ ±ŜǊƛŦƛŎŀǘƛƻƴ όtL±ύ ǎǘŀƴŘŀǊŘ ǘƻ ƎǳŀǊŀƴǘȅ ŀ ǇŜǊǎƻƴΩǎ ƛdentity and the IEEE / 1662 Voluntary Voting 
System Guidelines, which are widely accepted to easily expand election voting from a single location to multiple sites.

eCARD - Bio-Metric Voter ID Smart Card ǳǎŜŘ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ǾƻǘŜǊΩǎ ƛŘŜƴǘƛǘȅ ŀƴŘ ǾŀƭƛŘŀǘŜ ǘƘŀǘ ǘƘŜ ǾƻǘŜǊ Ƙŀǎ ƴƻǘ ŀƭǊŜŀŘȅ ǾƻǘŜŘΦ

eCARD APPs - Mobile Application to allow voter to maintain their profile record and gain pertinent information (via mobile, or PC).

eVETTING -¦ǎŜŘ ǘƻ ǾŀƭƛŘŀǘŜ ŀ ǾƻǘŜǊΩǎ ōŀŎƪƎǊƻǳƴŘ to gain access to Eligible Voters List is SES guidelines are met.

SES ςState Election Systems, or equivalent in a country/region, rules governing votingand eligibility

VRS -±ƻǘŜǊ wŜƎƛǎǘǊŀǘƛƻƴ {ȅǎǘŜƳ ōŀǎŜŘ ƻƴ LƴŘƛǾƛŘǳŀƭΩǎ .ƛƻ-Metric data, everybody gets Voter ID

BBDS ςBlank Ballot Distribution System, so that all ballots match standard fields with header and format added as needed

EPB ςElectronic Poll Books, usedto match voter to voting station and track their activity during this election

EMS ςElection Management System, to perform all vote processing activities for election types (Primary, Caucus, General)

VCD ςVote Capture Devices to insure compatibility of vote capturing equipment for all districts and interoperability

CDF - Common Data Format to insure voting data compatibility and transparency

AMS ςAudit Management Systems, to track voting, detect crimes and analyze activity, provide documentation as needed

JASTGAR eVOTEςOur Products
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Voting
Booth

1

Voting
Booth

2

Voting
Booth

3

Voting
Booth

4

Voting Station
105

Voting Activity

Audit Trail

105   1   Voting Record

105   2   Voting Record

105   3   Voting Record

105   4   Voting Record

Blockchain Header Key

Blockchain Trailing Key

Header   Blockchain Record    Trailer

Header   Blockchain Record    Trailer

Header   Blockchain Record    Trailer

Cloud

1. Voter is Screened and Voting Station Turnout Counter raised by one. 
2. Voter is directed to Voting Booth where they Submit Vote and Receive 

Personal Receipt.  Vote count is raised by One. 
3. Voting Record is Added to Blockchain Record container at Voting Station and 

periodically forwarded to Election Headquarters.  Vote Count and Turnout 
Count are compared for accuracy with variances reported for investigation.

4. Audit Trail Record is Created and Stored to track voter activity.

5. Blockchain database record has trailer generated and is then added to all 
distributed databases for every Voting Station and the Election Headquarters 
so everybody has access to the same database, but total vote count is 
calculated by Election Headquarters.

6. Data integrity is maintained through encryption and Key Management.
7. Checks and Balances maintained via Audit Train and Vote / Turnout count.
8. Eliminates Fraud, Corruption, and Data Tampering for TRUE VOTE.

Blockchain Container
Transfers Voting Records

Election Headquarters

Voting Station

Voting Database

Audit Records

Voting Records

Audit Trail

Voting Station

Voting Station

Voting Station

Å BlochchainDatabase is Distributed 
and Immutable.

Å Voting Stations and Election 
Headquarters have Private Keys.

Å Data is encrypted and cannot be 
tampered with.

Å Records have unique Header and 
Trailer Hashed by Private Key.

Å Record Chain is created by 
Previous Record and Hash 
Algorithm then passed to next 
station.

JASTGAR eVOTESystem ςBlockchain and Audit Trail

Header and Trailer are Hashed with 
Private Key to provide Encryption 

and maintain Data Integrity

Supports Domestic and 
International Voting
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JASTGAR eVOTESystem ςVoter Validation Process (Audit Management)


