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JASTGAR

eVOIE

“One Person — One Vote”
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“Specializing in Biometric National ID Smart Cards and Electronic Voting Systems”.
Utilizing advanced Technology and Industry Best Practices to eliminate Fraud, Corruption, and Data Tampering.
Providing Data Integrity, Encryption, and Access Controls with Audit Management for Investigations and Trending Analysis.
A Distributed and Immutable platform for streamlining and optimizing government and business operations, while protecting people.
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JASTGAR eVOTE — Our Services eVOIE I
eCARD - Registration System eVOTE - Electronic Voting System
* Requirements Definition * eCARD used to identify Voters (One Person)
* Number of people to be registered * eVETTING used to insure Voter meets voting
» C(itizens, or Voters requirements and can be included in Eligible Voter’s List
e Duration of Registration Period * Electronic Pool Books (EPB) generated from Filtered
* Topography of Registrants Report by Voting Stations and provided to Station Staff so
 Domestic and International that they can track who has voted at their station
* Type of Card e Voter Identification verified via Biometric Live Scan at
* Biometric Chip (PIV, PIV-I, DPC, UUID) Voting Station (One Person verified)
* Uses for Card (Government and * Individual’s voting record is validated against Registration
Business) and Entitlements Data Base to insure they have not previously voted in this
» Card Access Requirements (Physical election (eliminate Corruption and guaranty One Vote)
Locations and/or Logical Assets) *  Voting Booth Voter Communications via Touch Screen to
* Card Stock format and number select Language, Help, Ballot entry selections, Verification
*  Eguipment Requirements of selections, and Submission
* Registration Sites and Operations *  Picture taken when vote is submitted and receipt is
* Staffing, Training, and Documentation provided to voter (printed, emailed, or text message)
* Systems Development Life Cycle * Audit Trail tracks voter activity from entry to Voting
* System Operations, Support and Maintenance Station through Vote Submission
e Backup, Archive, Recovery * Election Activity Archived for future analysis
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JASTGAR

JASTGAR eVOTE System — Project Details

Nine phase project based on Client’s Requirements Definition, resulting in a fully defined, designed, staffed, developed, tested, accepted
into production, supported, maintained, and enhanced, with a stringent Change and Release Management process.

Needs
Analysis

Release
Management

IIIIIIIIIIIIIIIIIII,IIIIIIIIIIIIIIIIIII

RFP Process

Needs Analysis: Architectural Plan: Engineering Design: RFP Process: SDLC: Support, Maintain, Update, and Manage:

c Physical c Number of c Design . RFP Creation . Development *  Support Services will be provided
Investigation Locations Specifications *  Vendor (eCARD, eCARD «  Problem / Incident Management

. Location *  Network *  Resource Identification APPs, eVETTING, +  New Requirements and Enhancements
Analysis . Rescu:lrces Reqfllrements . Vendor:s selected eVOTE, eMEDICAL) Help Desk and Support Services procedures

. Infrastructure Requirements ¢ Coding Parameters to receive RFP *  Testing o

. Population . Infrastructure . Inter-connections RFP Deliveredto . Documentation ' Pr?l_jle"_‘ Acceptance, Root Cause Analysis

*  VotingStations <«  Utilities *+  Resource selectedvendors ¢  Training : M!t!gatlon HIEE .

+  VotingBooths +  Personnel Requirements +  Vendorscomplete *  Release Package * Mitigation Implementation

*  Voting Machines *  Voting Locations * Skills Matrix RFPand returnit *  Acceptance *  Change Management

*  Network . Local and ¢ Product Needs to us *  Transition *  Configuration Control Board

+  Security International «  Vendors who «  Weselectvendors *  Production *  Change Acceptance and Implementation
(Physicaland  +  Special could help with best qualified to Operations *  Hot Fix or Change to be included in next Release

Data)

Considerations

products or
services

help with
products and
services

Team formulates
and gets up to
speed on exactly
what we plan to
do and how
Everyone knows
their part

Version and Release Management

On-Going review of new Requirements, Features,
and Enhancements to improve operation and

efficiency
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JASTGAR eVOTE - Verifying People and Protecting Data Integrity

JASTGAR

e\ Q--E

World
Standards

Country
Standards

National ID Biometric
Smart Card

World Standards Country Standards

¢ Identification Standards

e Legal Standards

e Passport

e Law Enforcement

¢ Biometric Standards

e Eliminate Fraud, Corruption and
Data Tampering

* Provide Data Integrity and End-To-
End Security

* End-To-End Data Encryption

e Utilize appropriate technology and
follow best practices

e Implement a fair and honest

election system based on “One
Person — One Vote”

¢ National ID Card & Number
¢ Voter’s ID Card

e Government ID Card

¢ Business ID Card

¢ School ID Card

¢ Birth Certificate

¢ Medical ID Card

e Social Services

¢ Documents Added

¢ Life to Death Tracking

e Data Integrity, Security & Encryption

¢ Eliminate Fraud, Corruption, and
Data Tampering

* Fair & Honest Election
¢ Optimized Government Operations

Obtain Personal
Information

Private
Information

Obtain Biometric
Information

Verify Personnel
To Eliminate Fraud

Validate Voting Record
To Stop Corruption

Incorporate Block Chain
Usage to Stop Data
Tampering

v

Create National
Citizen Database
Searchable

Personal Public
Information Information

Protected

Distributed and Immutable Voting Network.

A complete system that safeguards the World, Countries,
and People against Fraud, Corruption, and Data Tampering.

JASTGAR eVOTE, LLC Citizen Registration Card (eCARD) and Electronic Voting System (eVOTE) Proposal Page: 4 I




JASTGAR eVOTE — Adhering to Standards, Laws, and Best Practices eVOTIE

eVerify E-Government, HSPD-12, Entitlements PC Card Mobile Devices iiﬁ;_"{‘g;‘f:,‘ ncoes St
Real ID *PAS CAC (UUID) Unique PIV & Derived PIV JASTGAR
Act **LAS TWIC Universal ID PIV -1 Credential (DPC) eCARD

Voter Identification Card

Help America Vote || Election Assistance Voluntary Voting JASTGAR JASTGAR JASTGAR
Act of 2002 Commission System Guidelines eCARD eVETTING, eVOTE
(HAVA) (EAC) (VVSG) System eCARD APPs System

Electronic Voting System

Citizen IDCard
L— eCARD eVETTING Al Cloud EPB
Repository Voter List
Blockchain
Archive Election | Winner Vote eVOTE Voting Voting
Results Declared Tally Booth Station

JASTGAR eVOTE, LLC Citizen Registration Card (eCARD) and Electronic Voting System (eVOTE) Proposal Page: 5 I



JASTGAR

JASTGAR eVOTE — National ID Biometric Card Production Life Cycle

Personal & Biometric Ca pture *0Obtain Personal and Biometric data from citizens

*Encode National Biometric ID Card (Format & Content)

National ID Card Encoding

. ‘eParent Profile, Child Biometric Data and Documents (Protected, or Available determined
Middleware Database Structure by Owner)

*Printed and Laminated with lifetime ID Number (like Bio-metric Social Security Card and

National Bio-Metric ID Card Production Number)

¢Citizen Count, Timeline for completed registration, Registration Stations, Staff, Training,

National Bio-Metric ID Card RegIStratlon Production and Distribution of Bio-Metric National ID Cards, On-Going Support

a 0 a *eCARD, eCARD APPs, eVETTING, eVOTE
Applications and Services created eARm € > € ¢

. *Requirements, Development, Testing, Documenting, Acceptance
Testing, Acceptance a P € 8 Accep

Rollout and Implementation e|nitial Load and Verification, then Gradual expansion

. eSupport operations, maintain, Voting Operations Center (VOC
Support and Maintenance pport operati intain, Voting Op (voc)

Ongoing Enhancements *New features and advancements in technology

AV VA VA VA VA VA VA VA VA VS

3
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JASTGAR eVOTE, LLC — Register People & Create ID Cards eVOIE

Citizen, Voter,
Employee, or
Business Client

Biometric Scanner

Biometrics

Physiological Behavioral

face |
L=d

keystroke
angerpne {4 [l —)
7 ure i Lot S0} |
hand | ) voice i Capture
iris -
DNA g
Fraud Live Scan

CardLogix’s Biometric Card
Encoding & Sriting

U“JI

Biometric Smart Card ID

Encode &
Produce

I Populate DB

Eliminate Fraud,
Corruption, and Data
Tampering

Middleware

Corruption

Citizen / Voter
Repository
Database

Blockchain Usage to improve
security and stop data tampering

wm‘ —CM M o Awton
IMMHA KAPTA fomry c.@
PREATING S

Mo, Toet

~ 2

PIV, PIV-I Cards,

Physical and Logical Access

Control Systems,
Entitlements

JASTGAR Products

Bockchain Database,

Immutable and
Distributed

Data
Exchange

JASTGAR eVOTE, LLC

« eCARD
* eVETTING

» eCARD APPs

* eVOTE

Manufacturer to create equipment specifically tailored to client needs
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JASTGAR eVOTE System — “Unique National ID Card for Life”

JASTGAR

A Child’s Foot Print and DNA are
taken at Birth at the Hospital and a
Birth Certificate created. The data is
connected to the Baby’s personal
data base record. A “Protected
Parent Profile Record (PPPR)” is
created and a Unique Key is assigned
to this personal information so it
cannot be viewed without legal
permission. A National ID Number is
provided as well (like SS Number).

As life progresses, people receive
Licenses and Certificates until they
die. All of these stages of life are
recorded as Child Records attached
to the Parent Record. The child
records can be searched with
authorized permission, but legal
permission is required to view the
Parent Record. A Child is added to
the Eligible Voter List at legal age.

This record structure will protect the
individual’s right to privacy and
verify their identify.

Integrating with Government and
Business Data Bases will enhance
efficiency of operations and the
quality of information.

Data Base Design

Parent Record

Private Data

Profile

Key

Personal Profile Parent Record
Public Data

Child1-n

v
Personal
Profile
Bio-Metric Child Records (1-n)
«—  Foot Print >
Finger Print Record Links
- (all Fingers, both g
Hands)
p Palm Print >
<+«— Facial Scan >
« Eye Scan >
» Documents

Vetting Process
Archived

Data Bases Stages
Periodic . . .
Archive of Life Life Line
Voter < Birth 1
Repository 1 Certificate
£\ Everybody
_______ 5 DR P School n
Records
Drivers “
License
Government
Data Bases Voter ID
Card
Marriage
Eligible Certificate
Voters List
Death
Certificate v

ComBIies with Real ID Act and HSPD-12 ‘PIV ‘ PIV-II |
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JASTGAR eVOTE System — “Tracking People from Birth to Death” “‘,0““‘5“:‘“

wother || rather

To guaranty identity, records are tied together from Birth
to Death via DNA Identification and Biometrics

National Citizen Profile Record
Repository

Database Child Records

Parent Protected

Child Birth Record

Family Documents
Hospital Documents
DNA and Foot Print
Birth Certificate
Social Security
Number (SS#)

. National ID Number
(NI#)

Driver’s License

o DMV Driver ID #

. DNA Biometric
Data

. Drivers License

Voter ID

Death Certificate

. DNA Biometric Data
. National ID Number

Marriage Documents
DNA Biometric Data

Lifetime
Identification
from Birth to
Death

Marriage License Career Events
Tied to Spouse’s
Records o Career Documents

School Record

. School Documents
J DNA Biometric Data
. Student ID Card

. Eligible Age

) DNA Biometric
Data

. Eligible Voters List

J DNA Biometric Data

Divorce Documents
Annulment Papers
DNA Biometric Data
Void Marriage License
Tied to Spouse’s
Records

DNA Biometric Data
Military Documents
Legal Documents
Criminal Records
Payroll & Taxes

JASTGAR eVOTE, LLC
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Voter

Registration
@ Card

Final Product
delivered in minutes

o

Voter with their
Personal Information

10 Finger Prints
Facial Recognition
2 Iris Scan

Voter
Repository

Registration Kit

%«//’% Voter Live Scan
o ’////f@% to eliminate

{f\ Duplicates
Voter

Registration
Clerk

Voter

Biometric
Clerk

i

o

' JASTGAR eVOTE System — Registration Process eVOIE I

Voter Registration Card

Name DOB:
Address

Card Stock

Voter
Registration
Card

Ly Picture —Facial Recognition
- Eye Geometry

Card Designed to meet needs
One or Two Sided
Colored and Formatted
Chip Contains:

. * Add Name and Address
Card Writer | =~ ~.-°
& *  Photograph
. . o Fingerprints
Lamination ¢  Lamination

Card is Color Coded by Department
to Decentralize Country

Adheres to:
PIV, PIV-I, UUID
US Government Standards

Chip Contains:

* Bio-Metric Data
* Optional Display
+ Chip Viewable, or not

2 Fingerprints

2 Iris Scans

Facial Recognition
PIN Code & Card Number

~ JASTGAR eVOTE, LLC Citizen Registration Card (eCARD) and Electronic Voting System (eVOTE) Proposal
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JASTGAR eVOTE System — Citizen Registration oVOTE

Obtain Personal Data

Populate Data Base &

5. Data Base Records are created (Parent and Child Records)
6. Biometric ID Card is Written, Laminated, and Presented to Individual.

Print ID Card
Private Personal
Profile Parent -
Local Voting Stations, or N — 9 Record Personnel
International Embassy & Consulate | Registration / S
f v ® > . , _ Public Child
- J ‘ Station Biometric R p
' [ Reader ecords
o : A e |
’ Biometric
Biometric > Child
L. e
Analyst Records :
y Archive
Domestic Biometric
. Card
Registration Process: International Writer
1. Citizens present personal documentation of their Identity and Residence.
2. Applicant identity is verified via Live Biometric Scan to insure they are not trying to Head
obtain a second Registration ID Card. ;':—“'m ' eadquarters —
3.  Registration Clerk verifies information and creates Protected Parent Profile Record for ﬁ:;'}.:;:_f - National
Applicant. = Sl o .ps .
4. Analyst obtains Biometric information and creates Public Child Records. L Identification

JASTGAR eVOTE, LLC Citizen Registration Card (eCARD) and Electronic Voting System (eVOTE) Proposal
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JASTGAR eVOTE — Executive Overview, Path from Personal ID to Election eﬁﬁh I

VRS

Voter Registration
Systems

Voter

eCARD

Bio-Metric Voter
ID Smart Card

Registration
Path

Voter
Repository

eCARD
APPs

eVETTING

Voter
verification

Vetting
SES

State Election
Systems

Voter Verify &
Validate via

Vetting Path

—
Eligible Voter
List

EPB

Electronic Poll
Books

Audit & Archive Path

— 3
Vote Activity
Archive

AMS
Audit
Management

Systems

Voting
Results

Proposed
Ballots

Voting Path

VCD

Vote Capture
Devices

BBDS
Blank Ballot
Distribution Systems

EMS

Election
Management
System
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JASTGAR

JASTGAR eVOTE — Our Products

The JASTGAR eVOTE System includes the components listed below.

This system is compatible with the US government Personal Identification Verification (PIV) standard to guaranty a person’s identity and the IEEE / 1662 Voluntary Voting
System Guidelines, which are widely accepted to easily expand election voting from a single location to multiple sites.

eCARD - Bio-Metric Voter ID Smart Card used to verify the voter’s identity and validate that the voter has not already voted.
eCARD APPs - Mobile Application to allow voter to maintain their profile record and gain pertinent information (via mobile, or PC).
eVETTING - Used to validate a voter’s background to gain access to Eligible Voters List is SES guidelines are met.

SES — State Election Systems, or equivalent in a country/region, rules governing voting and eligibility
VRS - Voter Registration System based on Individual’s Bio-Metric data, everybody gets voter ID
BBDS — Blank Ballot Distribution System, so that all ballots match standard fields with header and format added as needed
EPB — Electronic Poll BOOkS, used to match voter to voting station and track their activity during this election

EMS — Election Management System, to perform all vote processing activities for election types (Primary, Caucus, General)
VCD — Vote Ca ptu re Devices toinsure compatibility of vote capturing equipment for all districts and interoperability

CDF - Common Data Format toinsure voting data compatibility and transparency

AMS — Audit Ma nagement Systems, to track voting, detect crimes and analyze activity, provide documentation as needed
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JASTGAR eVOTE System — Blockchain and Audit Trail oV/OTE

Voting Station Audit Records
105 Audit Trail

Voting Voting Voting Voting

Audit Trail

Voting Database

Booth Booth Booth Booth Voting Activity
1 2 3 4
Election Headquarters
Supports Domestic and
Blockchain Header Key Blockchain Container International Voting * Blochchain Database is Distributed
. Transfers Voting Records Voting Station —» and Immutable.
105 | 1 | Voting Record - - 8 * Voting Stations and Election
105 | 2 | Voting Record Header | Blockchain Record | Trailer Voting Station - Headquarters have Private Keys.
Header | Blockchain Record | Trailer : It)ata IS egcrY:);ed and cannot be
. ampered with.
105 | 3 | Voting Record Header | Blockchain Record | Trailer Voting Station —» * Records have unique Header and
: Trailer Hashed by Private Key.
105 | 4 | Voting Record Header and Trailer are Hashed with ) ) 1ec oy y
. . . Voting Station < * Record Chain is created by
Blockchain Trailing Key Private KeY to Prowde Encry!:)tlon Previous Record and Hash
and maintain Data Integrity Algorithm then passed to next
station.
1. Voter is Screened and Voting Station Turnout Counter raised by one. 5. Blockchain database record has trailer generated and is then added to all
2.  Voteris directed to Voting Booth where they Submit Vote and Receive distributed databases for every Voting Station and the Election Headquarters
Personal Receipt. Vote count is raised by One. so everybody has access to the same database, but total vote count is
3. Voting Record is Added to Blockchain Record container at Voting Station and calculated by Election Headquarters.
periodically forwarded to Election Headquarters. Vote Count and Turnout 6. Data integrity is maintained through encryption and Key Management.
Count are compared for accuracy with variances reported for investigation. 7. Checks and Balances maintained via Audit Train and Vote / Turnout count.
4, Audit Trail Record is Created and Stored to track voter activity. 8. Eliminates Fraud, Corruption, and Data Tampering for TRUE VOTE.
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' JASTGAR eVOTE System — Voter Validation Process (Audit Management) eVOIE I

Ongoing Register Get Vetted Get Voter ID Card Go To Designated Voting Station, by District

A 2

Voter Voter Vetting and Criminal Detection
?@ Registration Eﬁ.ter, by
Process Station 3
= _|_ . Elelt;:lonk ‘ Right
09 ,00 S | Station
Listing

Perform Live Search for
Bio-Metric Scan Match
\ 4 l- Pass
A Allowed to
. Compare i i
Eliminate Double Bio-Metrics Fail REdII'ECt
Registration

Not allowed
to Vote, ID
only

No

Fraud
Potential
'y
* MName & Address
* Contact Info. Potential
«  Bi tri 5
tometrics Corruption
Required ID * Images
Documents * Documents Yes

Create Repository
Record

Bio-Metrics N
Government monitor and

control against Double
Registration, Voter Fraud,
and Corruption
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JASTGAR eVOTE System — Audit Management System records

JASTGAR

Audit Management System
records track an individual’s
activity from when they
receive their user identity
number through the Bio-
Metric ID Smart Card (Voter
/ Citizen / Social Security,
etc.) Registration process, to
when they use the card for
casting their vote in
elections.

Process can be expanded to
include the use of a Social
Security Card or other
identification vehicle for
either physical or logical
access to resources.

Electronic Voting System Audit Management System Records

Audit ID: Type: Protected (Y/N): Description:
0 Individual ID Number Generated as Key Record Y A specific number that is unique to individual and used to track stages
1 Citizen Bio-Metric National ID Registration Started N Registration Location and Clerk Identified, along with Citizen
2 Required Information Varified and Validated N State Information Used to Verify and Validate Citizen Status
3 Protected Personal Profile Parent Record Created Y Citizen Name and Contact Information, along with other protected information
4 Protected Child Record Created Y Authorized clearance required to view records and process
4.1 Bio-Metric (Database) Y Authorized clearance required to view records and process
4.2 Bio-Metric (Smart Card Chip) Y Authorized clearance required to view records and process
4.3 Bio-Metric (Protected) Y Authorized clearance required to view records and process
4.4 Document (Protected) Y Authorized clearance required to view records and process
4,5 Searchable Child Record Created N System Access Required via Logon and Password
4.6 Bio-Metric (Not Protected) N System Access Required via Logon and Password
4.7 Document (Not Protected) N System Access Required via Logon and Password
5 Personal Identity Verified through Review N Documents used to verify and validate Personal Identity (Form Completion)
5.1 Individual Vetted to Verify and validate Y Sources used to Vet and Forms Completed
5.2 Social Security Card Y Authorized clearance required to view records and process
5.3 Birth Certificate Y Authorized clearance required to view records and process
5.4 Picture Identification Y Authorized clearance required to view records and process
5.5 Motor Vehicle Driver's License Y Authorized clearance required to view records and process
6 Bio-Metric Capture Completed Successfully Y Authorized clearance required to view records and process
7 Bio-Metric Smart Card Format and Contents Defined National Citizens ID, Voter ID, Social Security Card, etc.
8 Bio-Metric ID Smart Card Encoded
9 Bio-Metric ID Smart Card Laminated
10 Bio-Metric ID Smart Card Delivered
11 Middleware Generated Database Records Generated
12 Citizen Repository Database Created and Populated
13 Citizen Vetted Y Repositories used to Vet individual, Successful or Not
14 Citizen Entered onto Eligible Voters List Y Successfully vetted to Election Commission Standards
15 Citizen Enters Voting Station
16 Citizen Performs a "Live Scan" to verify identity Rejected if failed and detained for questioning regarding Fraud
17 Citizen Record Database Look-up to Validate voting record for election Rejected if failed and detained for questioning regarding Corruption
18 Citizen Voting Record is marked as Turned Out for Election Turnout flag activated
19 Citizen is Directed to a Secific Voting Booth
20 Citizen Swaps Voter ID to Register at booth and start voting process
21 Citizen selects: Language, Help, Ballot Selections, Review, and Submit Tracked via Audit Management System
22 Citizen Submits Vote and Receives Voter Receipt Consists of Picture, Time Stap, Selections, and can be printed, text message or email
23 Citizen Database Record is marked as voted in this election Eliminates double voting
24 Citizen Vote is transmitted through Polling Station to Election HQ Blockchain technology eliminates data tampering after vote is submitted
25 Vote Tally is successfully advanced with Citizen Vote Selection
26 Vote Tally is updated in near real-time for authorized display
27 Election Results are determined via vote tally
28 Results of election are displayed to citizens in near real-time

JASTGAR eVOTE, LLC Citizen Registration Card (eCARD) and Electronic Voting System (eVOTE) Proposal
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JASTGAR eVOTE System — Network Design with Blockchain

JASTGAR

Network Design and Topology:

International Voter
Repository

Voter
Repository

ﬁternational

Community
(Worldwide)

Embassy &
Consulate
(Worldwide)

Votes are collected at the Voting Booth in
Communities, then submitted via network
connections (either cloud based or land line
direct connect lines) to Regional Departments
and finally the Voting HQ for tallying. The

conditions and define which means are best
suited to support the communications

Embassy / Consulate International . Needs Analysis will examine current
Provides a Voting
Voting Station to overseas Department Headquarters
Citizens or absentee ballots (Washington, DC) network going forward.

Domestic Absentee
Community Ballots, or
(Countrywide) Remote Voting
International and Remote Voting Blockchain )
Community Regional distributed and Regional Regional
. Department Department
Network is a mix of cloud (HTTP / HTTPS) DEPETIIIES ml\]?tlxzrlie
and Direct Connect network lines Cloud A
using Blockchain. Cloud Direct Connect
Connect (HTTP / HTTPS)

Local Local
Community Community

Local
Community

Local
Community

Local
Community

Local
Community

Voting & T e A Voting
Booth ‘ o e Booth

Local
Community

JASTGAR eVOTE, LLC Citizen Registration Card (eCARD) and Electronic Voting System (eVOTE) Proposal
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JASTGAR eVOTE System — Data Integrity and Encryption oVOTE

Data at Rest
(Encrypted)

Data in Transit (Encrypted) o Network 1/0 Cache
CPU
Users ] DatainClear | Data | | APP
Encryption Keys used to (Decrypted) B RAM
Encrypt and Decrypt data Com pute
Ll s e Storage Data Cache
application Te—
Storage

Initially Allocated
External

Dynamic, Elastic, Storage
Scalable

Virtual Machine

Encryption is used to scramble data into an unreadable format based on unique Encryption Keys provided to each User. It
is Decrypted when the User accesses the Data from its “Data at Rest” location for use in RAM Memory (“Data in Clear”) for
processing instructions (Storage Keys protect the data during this process). When transmitted (“Data in Transit”) it is
Encrypted again so that any unauthorized access of the data would be meaningless. Encryption is performed in the
hardware so latency is minimal. The use of Encryption will eliminate many of the security violations presently in the news
today and will result in a better company reputation and the elimination of Identity Theft occurrences.
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JASTGAR eVOTE System — Load Balancing and Error Handling oy/07s

Managed Service Provider Location 1

External Storage is used to
extend Internal Storage and
allow for more users to
process their work. Storage

Userid / Pswd / Applications, Data

Sensors Tiers and Management will
become essential.
and Compute
Thresholds
View WLAN, LAN, m
WAN & Applications
From a single pane Badges Storage EXternal

Storage
BOCHE

Operations Switch
Info Dynamic, Elastic, Scalable
aers | 1

Users access computers via the Network and store data
and programs in Storage, while the Computer function is
used to process applications and their related data. If

- errors, incidents, or disasters arise, Support personnel
SWltCh for can dynamically allocate storage or even initiate an

Actions

Single source for monitoring all

system activity and dynamically Automated 1 C auton::lated recovery via IP Switch from primary to
responding to error conditions '—l-.l Ompute secondary system.
and resource requirements via Recove ry Alternate

Load Balancing and Error Handling Path . - - - .|
Actions a The Managed Service Provider (MSP) will provide

multiple computers that will be in an “Active — Active”
Storage state with both machines containing the data and
program(s) being utilized. This will facilitate
automated switchover without loss.

Manageﬁ Service Provider Location 2
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JASTGAR eVOTE System — Protecting the Voting Environment

JASTGAR

Population:

+ 5,600,000Eligible Voters
510,000Voters / Department
38,900 Voters / Community
12,501 Voting Stations

550 Voting Booths

|

Voting

Booth

Voting
Booth

Local

Department

(10)

International

Department
(1)

Local

Voting
Booth

Voting
Booth

—

Https:

SSL

Encryption

Community
144

Voting Stations:
* 4 Voting Active Machines
*  4Bio-Metric Scanners
* 2 Spare Voting Machines
* 2 Spare Bio-Metric Scanners
* VDI Terminal Clients
*  1Printer with Virtual Backup
= 1Virtual Server with Backup

Security includes:

* Internet HTTPS and SSL
+  Encryption of data at rest and in motion
+  SIEM, Intrusion Detection, Firewalls, et al

»

Data Base (Reposito

Voting Emergency
Operations Operations
Center (VOC) Center (EOC)

I |
CEP
Headquarters
(Command Center)

Automated

Eligible Voter

Repository

Primary

Normal Path

Recovery

P

Switch |

o oo

Record Links &

Record Schema

Recovery Path

Y

Data Center

R

epository Contains:

Voter Profile as Parent Record,
Bio-Metric Data as Child Record,
Voter Activity
Audit Trail
Voting Pictures
Documentation
Local Bio-Metric Scan
Voting Location, by Community
and Department
Voting Terminal ID
Color Code of VoterID
Disabilities of Voter, if any

Information Technology Systems:

Secondary

Data Center

Eligible Voter
Repository

Managed Service

Mirror Images

Active [ Active Virtual
Environment

Data keptin sync at both locations
Components have same names,
but different IP Addresses
Switch can automatically move
operation from Primary to
Secondary System to support
automated recovery operations
Systems are geographically
separated to avoid local failures
Can be supported by a Managed
Service Provider (MSP) that
charges only when being used
Can be based on Best Practices
and latest technology

Fully secured environmentwith

* Continuous Monitering for Detection and Mitigation of Security Flaws Provider S ST F
: - ryption atrestandin
+ Dashboard Displays for Security Operations Center Relationships motion
Voting Booths
Departments: Communities: Voting Stations: and Voters: Equipment:
. . ; B} , Managed
Eligible Voters: Local: International: Voters [ Communities: Voters! Vot_mg Voters[_\iotmg \."t:rte_rs‘nr Voters[ Voters [ Vo_ters/ Vutl_ng Prlnt_ers [ | Virtual Service

Department: Community: Stations: Station: Station: Machine: Hour: | Minute: Machines: Station: | Server: Provider
5,600,000 10 1 509,091 144 38,889 12,501 448 550 465 58 1 864 1 1 2 Systems
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QUESTIONS eVOTE |

Contact:

Alex St-Gardien Jecrois — ajecrois@Hotmail.com
Thomas Bronack — bronackt@gmail.com
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