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Disaster Recovery Site Recovery Site remote sites
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Systems Development Life Cycle (SDLC) \ Send Approved
Applications
m To Production
lew A tal i
End User Applications S S ‘ccep "~ S PmblemAﬁ?ommn
“Work Order” e e i N Enhancements
to create a new N X X
Product or Testing and .
Service Development Quality Maintenance
Assurance
Development And Maintenance Environments

1. Applications are: Developed; Tested; reviewed byl

Assurance; migrated to Production

Acceptance where their components are placed iropppte libraries; renamed to adhere to
Production standards; and protected through IT i@gc&ncryption, and Library Management

(including local and remote vaulting). Componeares th
Environment for desired scheduling and operations.

en Migrated to the Production

Real Time Electronic and Periodic Incremental D2dakups are used to protect and

synchronize data across environments, while supgpautomated load balancing and

recovery Failover procedures.

3.

The Primary Site can be recovered at the Secorgltey{Company Owned) or Recovery Site

(Vendor Owned) depending on your companies desgeavery approach.
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Production Acceptance

Security,
Vital Records, [
Back -Up,
Recovery,
Audit.

V Production

Security, Vital Records,

Control

Back-Up, Recovery, Audit.

New ch
. ange
End User defines: . )
Business Purpose, Maintenance Management
Business Data,
Ownership, Real-Time Periodic
Sensitity, ¥
Criticality, Undate
L 8 i H
Rz:?r?ctions Business Disaster Off-Site
Bk and End-User — Recovery | Recovery Vault
Restoration. Location | y Facility Facility - -
Vendor Vendor
# $# $# #

1. User defines Product / Service Requirements tleabuaift by Development;

2. Testing insures proper operations, error identiiiceand reporting, and error recovery;

3. Quality Assurance insures adherence to StandadiPrtedures and company guidelines;

4. Production Acceptance moves new Product / Seratcethe Production Environment so that
its components can be protected, named propertlyiracompliance with audit and industry

regulations;

5. Production implements security, vital records mamagnt, data synchronization and
encryption, backup and recovery operations, suppod maintenance; and,

6. Recovery Operations are implemented to protectsafiejuard IT and Business Locations.
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Client completes a Service Request that is subdnitt@ Technical and Business review;
Checkpoint #1 is used to review findings and mak@d® Buy decision and strategy;
Development of Product / Service is completed amdessfully Tested;

Turnover Package is submitted from Testing to QAReview and Acceptance;

AN A

The Work Request is reviewed at Checkpoint #2 terd@ne go / no-go for performing Work
Request;

6. Requested work is performed and completed,;

7. A Post Mortem is performed to review success of K\Request during Checkpoint #3
meeting;

8. If Work Request fails it is returned to submittetherwise it moves to User Acceptance; and,
9. A Production Turnover Package is generated and itdohto Production Acceptance.
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New Product / Service Development Request Form Life Cycle

Development Request Form

Documents are Linked to from Date Field

Phase: Date

User Information
Business Justification
Technical Justification
Build or Buy
Development (Build / Modify)
Test:
Unit Testing
System Testing
Regression Testing
Quality Assurance
Production Acceptance
Production
Support (Problem / Change)
Maintenance (Fix, Enhancement)
Documentation
Recovery

Awareness and Training

-

Link to
Documents

Development:

Development Request Form Number
Business Need

Application Overview

Audience (Functions and Job Descriptions)
Business / Technical Review Data

Cost Justification

Build or Buy Decision

Interfaces (Predecessor / Successor)
Request Approval

Testing:
Data Sensitivity & Access Controls

Main Documentation Menu

IT Security Management System
Encryption

Vital Records Management

Data Synchronization

Backup and Recovery

Vaulting (Local / Remote)
Disaster Recovery

Business Recovery

Quality Assurance:
Application Owner
Documentation & Training
Application Support Personnel
End User Coordinators
Vendors and Suppliers
Recovery Coordinators
Testing Results

Production Acceptance
Application Setup

Input / Process / Output
Messages and Codes
Circumventions and Recovery
Recovery Site Information
Travel Instructions

Sub-Documentation Menus

Requestor / Owner defines Usage, Development, @pesaand Maintenance Requirements;
Testing of Data Sensitivity and Access Controlstigh IT Security Management System;
Full Range of Recovery Plans (Emergency, DisaBlgsiness, Workplace, Risk, etc.);

Production Acceptance instructions to set-up Pro8ervice for Processing;
Implement components into proper libraries andr@siaming conventions are met;

$# &

1.

2. Approval to Build or Buy product / service;

3.

4. Data Synchronization and Vital Records Management;
5. Backup and Recovery via Local and Remote Vaulting;
6.

7.

8.

9.

Successful Completion Messages and Output Balamestigictions;

10.Error Messages and Codes, Circumventions and Reesyand Support Personnel; and,
11.Recovery Plans, Locations, and Travel Procedures.
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The Information Security Management System wasldped as a guideline to assist organizations
implement a state-of-the-art security system thaila/ protect information, adhere to all compliance
requirements, and establish data management gueddlbr best utilizing and protecting information.
It consists of four sections (Terminology, Gen&atjuirements, General Guidelines, and Sector-
Specific Guidelines) and contains ten modules, twhie:

©CoOoNOTRAWNME

ISO 27000 — Overview and Vocabulary;

ISO 27001 — Requirements definitions and guidejines

ISO 27002 — Code of Practices document and guiklin

ISO 27003 — Implementation Guidelines;

ISO 27004 - Measurements guidelines and practices;

ISO 27005 — Risk Management guidelines and prastice

ISO 27006 — Audit Guidelines;

ISO 27799 — Health Organization guidelines andtagres, and,

ISO 27011 — Telecommunications Organizations gindsland procedures.
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Log Code Results Messages Joh E<catation
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= Meaning C be Tak
8 alsts Eea Problem Resolvers
Circumvent
| Problem Bypass Procedures 1 System Saftware
Document *|  Recovery Restart

¥
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Log Problem

L

3 Corp. Security

Problem
Re_pository

4 DB Systems

Route §

Problem History | Problem [g
Escalate

Record

¥
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L] DASD

6 | Cap. & Pedformance

7 Decision Support

Review Problem Reporting 8 Optical Storage
and Resolution Procedures
9 CIcs

Joh S&P User Inventory &
Runbooks | Manual Guides Configuration L Systems Mditiot,

Resolve

Follow-on Actions

¥

Upgrade
Supportive
Documentation

and Controls

Problem Feed-Back, Rerouting and Escalation

The entire Problem Life Cycle is documented aboitk its ten stages from Symptom Analysis
through routing / escalation, tracking, resolutiangd the updating of documentation and procedures
resulting from a Post Mortem reviewCircumventions and Recovery Plans can be updated as
result of a Post-Mortem review

Tools and products used to sense, analyze, deimkerespond to problems are shown. Problem
Circumventions should be performed before repoiiticglents to include their success / failure ia th
problem report. Most, if not all, of these functsoare performed within ITIL in today’s environmgnt

#

1. Level 1- Analysis performed by Help Desk primary persdiiased on a past occurrence of
reported problem (high 90%);

2. Level 2— In-house people responsible for supporting #ileng component are notified and
asked for problem resolution assistance; and,

3. Level 3—- Problem is escalated to Vendor responsible@failing component.
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Help Desk F.

“Critical Problems, )
or Disaster Events”

Contingency Command Center

Contingency Recovery
Coordinator

Situation Manager

Problem Matrix

Additional Additional

Teams Teams

) | | | —
Contingency Contingency Contingency Contingency

Recovery Recovery Recovery Recovery
Team Team Team Team
Operations Systems Communications Applications
Operations Technical Communications Applications
Analyst Support Staff Support Analyst Support Staff
| # #(
1. A disaster occurs as the result of a problem, gmebblem is defined as a deviation from

standards, so it is imperative that solid standargsprocedures are developed, tested,
maintained, and followed by staff and managemenmtdoce disaster events.

. When problems occur they are reported to the “HEpk” whose personnel search the

problem data base to see if this is a reoccurrehagreviously experienced problem (high
90% reoccurrence rate is normal).

Usually when a problem arises, there are circumwemrocedures to follow that will restore /
recover and reinitiate / restart the failing operabefore problem reporting is performed,;

Other times the problem is the result of a disastent. When this occurs, the Help Desk
attendant relates the problem to a recovery pléershe then activates the Recovery Plan by
initiating a related “Call Tree” which notifies tligecovery Coordinator of the event. and,

The Contingency Recovery Coordinator notifies tBagudation Manager” responsible for the
area affected by the disaster event. He/she tbgifies recovery teams and they commence
recovery operations in accordance to the recoviary. p
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Suppliers Down;
Business Partner Down;
Neighboring Business Down.

Facilities:
e HVAC — Heating, Ventilation, and Air Conditioning;
e Emergency Power / Uninterrupted Power;
« Recovery Site unavailable.
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Define potential problem areas and their impact;

Develop procedures for identifying and respondmg@lentified problem areas;

Document Crisis Management procedures and makerpekaware of them;

Test Crisis Management procedures and identifywaegknesses that should be corrected;
Finalize Crisis Management documentation and platoea repository;

Train personnel on Crisis Management concepts evzkdures; and,

N o gk wbdRE

Integrate, support, and maintain Crisis Managermsestedures, documentation, and training.
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The costs associated with a Workplace Violence Even  t
increase dramatically over time.
cos¥
Events
Workplace Employee Crisis Business Disaster Emergency Risk
Violence Assistance Management Continuity Recovery Response Management
Prevention Programs Plan Plan Plan Plan Plan
Response
Plan
Identify and Create Mechanisms Create Contract Guard Develop and Exercise Crisis
Document  to allow Employees to  Employee Service for Implement Management and
Employee Report Problems Identification Physical and Employee Recovery Plans on
Safety and and Seek Help, Badges and Perimeter Training and a Regular basis and
Security Known as Employee Implement an  Protection. Use Awareness Update Plans as
Issues Assistance Access Control CCTV to scan Programs needed
Programs System environment and
document
evidence.
% ?7, @ (
/ 1 1
1
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Crisis
. Plans
Crisis
Plans
Plans
Plans
i OSHA
L]
o Annex Plans
. and
L]
Plan (NRP) Plans

1. Reduce Predator and Business Interruption Threedsigh the cooperation of all Recovery
Disciplines, while maintaining Domestic and Intdroaal compliance requirements;

2. Implement Planning and Recovery Methods for RegoManagement, Workplace Violence
Prevention, and Business Continuity Management;

3. Comply with Homeland Security, Office of Emergemdgnagement, and National Recovery
Plans (OSHA Appendix defining on-site hazardousemials) to assist First Responders;

4. Develop and Test Recovery Plans; and,

5. Implement Recovery Plans, their Support, and thentdaance of Emergency Response Plans
and Crisis Communications to best coordinate regoeperations and community outreach.
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Emergency Management Planning Team (EMPT) intesfaéth many internal organizations,
the surrounding community, and city / state / fati&mergency Management and OEM
organizations;

EMPT members coordinate operations with intermaitérnal organizations to insure that
recovery plans adhere to all defined requirememtissatisfy the needs of company operations;

EMPT personnel provide a focal point for coordingtrecovery operations and
communications;

EMPT members work with community organizations atiter companies within their direct or
general geography (i.e., Business Parks, Comm@utyers, etc.);

The EMPT is responsible for keeping up with recgwdisciplines changes and improvements
and for updating procedures and awareness as aegessd

The EMPT helps integrate recovery operations togtpmith Version and Release
Management requirements.
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Committee Of Sponsoring Organizations (COSC was formed to develop
Risk Management and Mitigation Guidelines thraghout the industry.

Designed toprotect Stakeholders from uncertainty and associated risk
that could erode value.

A Risk Assessmentin accordance with the COSO Enterprise RiskManagement Framework,
consists of (sea/ww.erm.coso.orgfor details):

Internal Environment Review,
Objective Setting,

Event ldentification,

Risk Assessment,

Risk Response,

Control Activities,

Information and Communication,
Monitoring and Reporting.

Creation of Organizational Structure, Personnel Job Descriptions and Functional ésponsibilities,
Workflows, Personnel Evaluation and Career Pdt Definition, Human Resource Management.

Implementation of Standards and Proceduresguidelines associated with Risk Assessmert t
guaranty compliance to laws and regulations.

Employee awarenesdraining, support, and maintenance going faward.

%

9 % (%

/ / ,
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Integrating CobiT

® The Board receives
Briefings;

Practices

\

® Management receives

Guidelines;

® The remaining staff

\

receives:
® CobiT

Framework;

Control
Framework

® Control

IT Control
Framework

Itin the

Framework;

® Control Practices;

Audit, Control, Security,

® Audit Guidelines;

and an
® Implementation
Guide.
Control Objectives for Information Technology
) #4 #
% #
% 2 %3
6 % (
4 % n >
5 8 % %
% :
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Control Ob jectives for
Information Technology (CobiT)

Is designed to extend COSO
controls over the IT environment

by:
® Providing guidelines for Planning

and integrating new products and
services into the IT Organization

® |ntegrating new acquisitions;

® Delivering new acquisitions and
supporting them going forward,;

® Monitoring IT activity, capacity,
and performance; so that

® Management can meet Business
Objectives, while protecting
Information and IT Resources.

I
2 . -
:) # 0 /
« 358%
% % % ( 1
4 # # A % 0
) 1
" 2" 6 31
& - 2% .31
/ - 2 - / 31 '
% %
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Information Technology Infrastructure Library (ITIL) Structure

Service Centar
Or Help Desk

BEWIW Incident Problem
evel
Management Availability Management Management
Management
/ [ .
Financial SEWice ) Version Service
M t . And
“For | Delivery reiesse | Support
IT Services Management Change
y Capacity Management
\ anagement
IT Service \ Confiuration
Continuity sl Management /
Management
) n
< I/ 2 31
4 - & 2- & . G -&. 3' 0
- / 2" 6 31
/ 1
" / 1
! / 1
# /
5 - - 2- / & 3 0
" / 1
@ / 1
' ' /
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5.& 61
o & 2 2 =>>7 5&

21

H#

1. Some of the laws governing Information Technologg Business Recovery are listed above
with more details to follow. Most of these lawe &ased on compliance data and its protection

2. Each of the major compliance regulations, their gonents, and penalties are addresses in
more detail in the following pages.
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HIPPA was introduced tprotect personal medical informationfrom unauthorized access
and use;

IT Security access control rules are created tatsgersonal medical information from
unauthorized access and use;

Security audit trails must be maintained to idgntihauthorized access to personal medical
information and is used to assist in the proseoutioviolators;

Heavy fines are associated with violators of HIPPA,

., >#8 "

%
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design reports for compliance submission.

not acceptable.

functions to better comply with the Law.

validating the functions operation (rather a separ
function).

o Section 404 requires that technology personnel deve
for protecting critical financial data  (data security, back-up and recovery,
business continuity planning, and disaster recovery

a

o Checks and Balances prohibit big 4 accounting firms
Assessment because they are the ones performing aud

o Requires companies to perform quarterly  self-assessments of risks to business
processes that affect financial reporting and to attest to findings on an annual basis

(CFO and CEO, possibly CIO too). Section 302 requi res “ Signing Officer " to

lop and implement means

), because loss of data is

o Section 409 will require “Real-Time Reporting " of financial data, thus creating
the need for new Standards and Procedures and perha

C Companies must devise “Checks and Balances ” to guaranty that those people
creating functions (like programmers) are not the p erson responsible for

te checker must validate

from performing Risk
it (Conflict of Interest ).

ps re-engineering of

% - 7 n
#
HH #
4 A 2 5D43
2
7 2
5 % - 7 "2 9
9 |/ - 7
- 7

DC3

9D93
% -
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Legend:

IRB — Internal Rating-Based Approach;
AMA - Advanced Measurement Approach; and,
VaR - Value at Risk approach.
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;and

ITIL

-wide

: Incident /
; and,

I Next
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(Domestic
Standard)

BS 25999 /ISO
22301

(
Standard)

Standard 1600

Locations

(Fire, Police & EMT)

(DHS)

(OEM)

Command
Center

Incident
Command
Center

Help
Desk

Command
Center

Network

Command
Center

Risk

Business

Violence

Crisis

COSO/CobIT/
ITIL / FFIEC

1802700
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#
° y a,nd
. (
Operations,
. ( )
. (ICC);
. (HD);
. ( ); and
o ( )r.
( )s
° ; and
. (SLA) (SLR);
. ( ) ;
. , , ITIL;
° ; and
O 5 , , ; Roll-Out;
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