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The purpose of this document

Management is responsible for providing uninterrupted operations even if a disaster event occurs and
their inability to achieve that goal could result in the company suffering penalties from criminal, civil,

and regulatory violations. But the worse effect of all is reputational loss which may never be

recovered. The aim of this paper is to assist management in identifying problem areas that may affect
their ability to provide uninterrupted business operatiand achieve the goals of recovery and
compliance all within a single approach based ¢
Resiliency and Corporate Certificationo which i
complian@ concerns of management. The approach will optimize Workflow, and integrate Recovery
and Compliance within the everyday functions performed by the staff, thereby producing an optimized
and safeguarded environmehat is always compliance and protectétaddresses the following

areas to achieve the goals of Enterprise Resiliency and Corporate Certification:

1. Identify the need to provide continued business operations and adhere to regulatory
requirements.

2. Define the types of risks and their financialmanal, civil, regulatory, and reputational affect.

3. Determine how to best define operational requirements via contracts (SLA, PKI, Service
Contract)/

4. Create a Service Level Reporting (SLR) mechanism and provide management with a means to
monitor the opeltdonal status of the business and respond to any areas that require attention to
overcome weaknesses.

5. Assist in the design and implementation of a Systems Development Life Cycle (SDLC) and a
Systems Management and Control organization to support the SDLC.

6. Build a Resource Management structure to perform Asset Management, Inventory
Management, and Configuration Management throughout the life of an asset.

7. Help management understand how to best implement Recovery Management.

8. lllustrate why Corporate Complianceust be achieved in the countries where business is
conducted.

9. Introduce Enterprise Resiliency to combine all recovery disciplines under one organization
using a common toolset and speaking a common language that improves efficiency and the
knowledge basef all recovery personnel.

10.Create a Corporate Certification organization to guaranty adherence to the laws and regulations
that must be adhered to in the countries that the company does business in.

11.Develop an Organizational Structure that will perfothfuanctions associated with Resource
Management, SDLC, Recovery Management, Support, and Maintenance.

12.Formulate Functional Responsibilities and Job Descriptions for personnel.

13.Produce Documentation covering Standards and Procedures, User Manuals,/FSedlice
product manuals, and any other documentation needed to define and support the business.

14.Develop Orientation (new Hires, New Technologies, New Procedures, etc.), Awareness, and
Training Programs and provide them to personnel. Assist personim& defl achieve their
career path goals whenever possible through training and internal promotion.

15.Develop, test, implement, support, and maintain Recovery Plans.

16.Develop and implement Information Technology and Compliance Audits. Conduct periodic
testingto insure compliance in the countries where you do business.

17.Integrate functions associated with business operations, audit, and recovery within the everyday
functions performed by personnel and have documentation requirements validated during the
Quiality Assurance process.
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18. Develop methods for identifying Gaps, Exceptions, and Obstacles that impede operations and
compliance.
19.Implement compliance reporting, mitigation of gaps an exceptions, and mediation of obstacles
when failures are identified.
20. Continue 6 monitor and improve operations going forward.

Introduction

When an emergency occurs, most companies will activate the Emergency Operations Center (EOC)
where First Responders take control and direct recovery operations. Unfortunately, First Responders
are usually from the Emergency Managendistipline and mayot befamiliar with Business

Continuity Management or Workplace Violence Prevention. Valuable time and decision making
abilitiescan bdost due to the different languagasd toolsused by tk variousrecovery disciplines,
therebyexposing the business ¢onfusion,extended outageand loss of reputation.

The goal of this document is to provide a method to develop a common recovery language and toolset
that can be used by all recoverydildines, resulting in better communications, faster recovery times,

and a safeguarded reputation. Domestic and International Corporate Certification guidelines are
reviewed to help establish a foundation upon which the company can implement recovatigroger

while Best Practices are reviewed to help direct the creation of recovery operations in adherence to
industry accepted practices. By following these guidelines, your company will be prepared to
incorporate new and updated recovery techniquesegsatie introduced and accepted by the industry

You will also be confident that you are developing recovery operations that have a wide acceptance by
industry.

This paper i s designed to il lustrate howe compl «
referred to agiEnterprise Resiliencyo, and the many components that have to be considered when
developing and integrating this most critical business functdetause of this complexity, it is
essentialhatyour direction and the techniques useddhieve Enterprise Resilienegtablish a solid
foundationsupportinghe development of Recovery Operations that provides a common language and
toolset for thantegration of:

o Emergency Management;
0 Business Continuityand
o0 Workplace Violence Prevewin.

Many companies have responded to this issue by developing a set of standardsexhdagsdahat will

help themimplement Enterprise Resiliency in accordance with industry Best Practices. As a result of
this path, a company can achieve Corporatifi@ation in its implementation and integration of

Enterprise Resiliency discipline3his document will describe Corporate Certification guidelines;
Emergency Management functions and responsibilities; Workplace Violence Prevention functions and
respomibilities, and how to integrate these disciplines within the Systems Development Life Cycle
(SDLC) so that new developments and maintenance to Enterprise Resiliency are kept current and able
to best support continuous business operations.

If your companyis new to recovery management, or interested in incorporating Enterprise Resiliency,
then this document will provide:
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(@)

An understanding of existing recovery disciplines

o Corporate Certification and Best Practices guidelines;

0 A Business Plan and a Proj&dan to help implement Enterprise Resiliency and Corporate
Certification;

Integrating Recovery Operations with the Systems Development Life Cycle; and

o Providing personnel with Job Descriptions and Standards and Procedures.

(@)

Executive Management is responsible for continued business
operations

Today, most companies atependent upon Information Technologyto present, sell, implement,
support, and maintain products and service for
business be interrupteddaaise of a loss of Information Technology Services, it would suffer a

revenue loss proportional to the duration of the outage and the clients affected (e.g., outage cost =
duration X number of clients x revenue potential for example 60 minute outagenaffez®

customers at an average loss per customer of $5 is 60 * 1283%500) This would be considered a
small outage when compared to the cost of an outage for a large company or financial institution. It is
the responsibility of Risk Managementidentify risk exposures and calculate their impact on the
business. They would then present their finding to Executive Management who decides if it is cost
justified to repair the problem or purchase insurance to protect against the occurrence.

Should an outage occur whose potential had previously been reportieelthe company and

Executive Managememtould be liable for damages and the company reputation could suffer
unrecoverable damage. If recovery plans are in place to respond to disastetlexeitit®, company

and itsclients ardessexposed to outages, failure to comply, and even more damagitags of
reputati on. You can recover from an outage, CcC:
reputation has been shown very hard indeBeacause of all these potential problems and their impact

on the businesand managemeni is imperative that an approach be developed that would produce a
ifSafeguarded and Ef f iothatie capabldafrespanding ® and resovering n me n t
from disaster event while complying with the laws and regulations of the countries they do business in.
The purpose of this document is to show you an approach that will help you achieve that goal.

How to protect your business environment

How do you pratect an environmentthat is so diverse and constantly changing? How do you keep

your staff informed of and trainechgproducts, procedures, adldangingobjectives? What guarantees

can you providehat a quality product or service is delivered? Is dmera and support informed of

potential error conditions and successful output checks for products and services? Are they provided
with fAiMessages & Codesodo to instruct them on t he
the Messages & Codes bdested? Do you have Standards and Procedures documenting how tasks

are to be performed and to what standard? We can go on, but you get my drift. It is necessary to
identify all of the Stakeholders and Participants for every process performed anchiteesure that

fiBest Practice#é ar e f ol l owed to insure a quality produ
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A well trained staff usually has high morale and will be easier to retaiprewiding training and
awareness will createpaththatwill result in a win-win for the company and its personnel. Also

happy personnel will reflect the character of a company, making it easier to retain current clients while
attracting new business. Now itisawin-winievery sal esmand6s mantr a.

To protect aganst outagesand to insure the delivery of quality products you must first define your
business and its clients (including any contract obligations). Then you can accumulate statistics
regarding capacity and performance to see how well you have suppouteclients and uncover any
weaknesses. Next a Risk Analy@A) and Business Impact AnalygBIA) shouldbe performed to
identify exposures, gaps, and obstacles that impede your creation of an optimized and compliant
environment.

With this in mind, pur next step should be d&fine your business goal¢Strategic, Tactical, and
Operational) and create a Business Plan that can be presented to the Board of Directors, Clients, and
Prospects to identify the gayou have chosen to achiearoptimized andcompliant environment that

is capable of recovery from disaster events and maintaining business opesaticicalin

accordance to contractual agreements and industry best praétroes this document, @ystems
Development Life Cycle(SDLC) should kb created to identify how products and services are
developed, tested, quality assured, production accepted, porducicessed, supported, maintained,

and changed in accordanceversion and ReleaseManagementconcepts. Following this direction

will i nsure that supportive documentatiosyschronized wittany changes so thpérsonnel will have

a high degree of confidentigatthe instructions and guidelines provida® current and accurate.

An Organizational Structure should be developed to separéunctional responsibilities in

accordance with workflow and controls, like Resource Management, SDLC, Recovery Management,
Customer Support, and Maintenance. All personnel should havé-timgtional Responsibilities

defined in theitdob Description, while procedure and guidelimtcumentsare provided in
synchronization with the products and services. Personnel should be providedemitation (upon

hire and when new technologies, services, or procedures are creavadéhess, and trainingas

deemed necessary and in accordance with regulatory requirements. This of course will enhance
employee knowledge and morale and help retain and recruit people and clients.

All laws and regulationsthat the company must adhere to in the countries that ybusiness must

be identified and their compliance requirements defined. If possible, integrating compliance into the
everyday functions performed by personnel will insure continued compliance and the maintenance of
recovery operations, thereby reducingames and protecting the bottom and reputation of the

business.

Service Level Agreement$SLA), Performance Key Indicators (PKI), or contractual performance
guarantees must be identified an8eavice Level Reporting(SLR) system developed to identify any
deviation to contracted service delivery.

The creation oCommand Centerswhere subject matter experts can be utilized to define and repair
encountered problems should be developed and implemented. Command Centers consist of:

e Emergency Operations Cater (EOC) responsible for overall business operations during an
emergency situation. They coordinate Command Center Operations, Communicate with
Executive Management on status, and make recommendations to return business to normal as
quickly as possible.

Combining Recovery Operations Page: 12 Building a Common Language & Toolset



Achieving Enterprise Resilience and Corporate Certification © Thomas Brondc

e Help Desk(HD) responsible for accepting problem reports from customers and coordinating
their repair via a leveled approach consisting bével | is repaired by the Help Desk and is
usually a repeated problem that has been previously repaired orle spgar like a password
update; Level Il is when the problem is escalated to the Subject Matter Expert (SME)
responsible for the failing components; Level Il is when the problem is escalated to the Product
Vendor for repair; ater®RechveryRah musté initiated towéspond a |
to the problem. At this point the Help Desk will transfer the problem to the Plan Manager who
will initiate the Contingency Command Center and activate the recovery team.

e Contingency Command Center{CCC) is esponsible for activating and coordinating Disaster
Plan actions and for providing the EOC with status information on the active Disaster Recovery
Plan(s).

¢ Network Control Center (NCC) is responsible for monitoring network operations, identifying
problemsand taking resolution actions. The NCC will coordinate with the Help Desk and
CCC and EOC as necessary.

e Operations Control Center (OCC) is responsible for monitoring business processing and the
status or jobs, services, and products utilizing informagohnology resources. They will
respond to processing operator requests (WTORite to Operator with Request command),
perform supportive services like tape mounts etc., identify error and respond to them, and
coordinate with the Help Desk, CCC, andE&@s necessary.

¢ Incident Command Center (ICC)is responsible for responding to incident (which are not the
same as a problem which can be previously defined and planned for, incidents reflect natural
disasters not directly the responsibility of the firmpersonnel problems like a Heart Attack).

The ICC has local branches at business locations that have minimal staff backed up by
volunteerds and | ocal First Responders. A
responses with local branches.

After achieving these goal s, yourEntepmisapany may |
Resilienco can combine all recovery disciplines int
speaking the same language, which will improve the recovery knowledgeabd reduce the outage

potenti al. You may al sCorpdrage Certifitaone sg weidd d Ini n ensc oir

charter to guaranty compliance to the laws and regulations of the countries where you do business.
The best method for achiegin t he s e ¢ dBast Pactice® tld kies eCOS O, Cobl T,
implement the disciplines.

At this point, you should develdpecovery Plangbusiness locations and services / products,
applications, and information technology facilities) thateadhto compliance requirements and
safeguard the business. These plans should be tested periodicatifegrated into the everyday
functions performed by personnel so that recovery and compliance is always maintained in a current
and efficient manner.

An overview of these tasks is shown below.
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A review of the material included in this document is provided below. This information will lead to

the implementation of procedures to optimize the Systems Development Life Cycle associated with
implementing supporting, and maintaining products and services. Additionally, recovery management
and compliance adherence will be integrated within the everyday functions performed by the staff,
thereby guarantying that your company is always in compliance anbdleajaecovering from a wide
range of disaster events.

Protecting your Environment

Figure 1: Protecting your Environment

Protecting your Environment

* Define your Business Goals and Procedures, including Information Technology;

* Formulate Organizational Structure and personnel Functional Responsibilities;

* Create Job Descriptions and Career Path directions;

* Develop Standards and Procedures and other required documentation;

* Provide personnel Training and Awareness;

* Implement a Systems Development Life Cycle (SDLC);

* Define Support, Maintenance, and Recovery requirements and procedures;

* Implement methods for adhering to required Laws and Regulations, world-wide as needed;

* Define and support SLA / SLR and Client Contract requirements;

* Conduct periodic Risk Management and Audit Reviews;

* Respond to Gaps, Exceptions, and Obstacles impeding production / recovery objectives;

* Implement an Emergency Operations Center (EOC) organizational structure;

* Achieve Enterprise Resiliency and Corporate Certification to optimize recover and compliance
requirements, both domestically and internationally;

* Utilize industry “Best Practices” to achieve goals and objectives and guaranty results;

» Utilize Automated Tools and the latest technologies to support goals and objectives;

* Create Recovery Plans and procedures, while periodically testing and improving plans;

* Integrate Recovery Operations within the everyday functions performed by personnel so that
recovery operations is synchronized with Version and Release Management;

* Communicate with government, local business community, and media when disasters occur;

* Achieve an efficient and compliant environment that best supports business objectives and
protects / enhances the company reputation.

Following the process illustrated above and explained earlier will assist you achieve an optimized and efficient
production businesenvironment that is always in compliance and capable of recovering from a wide range of
disaster events. It will contain a well thoughtt Systems Development Life Cycle (SDLC) that adheres to

industry Best Practices, a strong Systems Management anoCMC) process that insures quality

operation, support, and maintenance, Version and Release Management to guaranty documentation matches
LINE RdzOG&a FyR LINRPOSRdAzNBaz I ¢Sttt GNIXAYSR aidlF¥F=Z FyR
reputation for quality and compassion.
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Why Recovery Management should be accomplished by experts

Figure 2: Recovery Management is Hard and Demanding

Abstract - Recovery Management is hard and demanding on management

Are you utilizing your recovery personnel to achieve
maximum protection?

Have you implemented a common recovery glossary of
terms so that personnel speak the same language and
can best communicate and respond to disaster events?
Is your company utilizing a common recovery
management toolset?

Do you want to reduce disaster events, improve risk
management, and insure fewer business interruptions
through automated tools and procedures?

Does your company adhere to regulatory requirements in the countries that you do business in?
Can you monitor and report on security violations, both physical and data, to best protect
personnel, control data access, eliminate data corruption, support failover /failback operations,
and protect company locations against workplace violence?

Are you protecting data by using access, backup, vaulting, and recovery procedures?

Can you recover operations in accordance to contracted SLA/SLR and RTO/RPO?

Is your supply chain able to continue to provide services and products if a disaster event occurs
through SSAE 16 (Domestic), SSAE 3402 (World)?

Do you coordinate recovery operations with the community and government agencies like OSHA,
OEM, FEMA, Homeland Security, local First Responders, etc.?

Do you have appropriate insurance against disaster events?

Can you certify that applications can recover within High Availability (2 hours — 72 hours) or
Continuous Availability (immediate) guidelines?

If not, this presentation will help you achieve the above goals and reduce your pain.

It is hard enough for management to pay attention to their everyday functispahsailities, but

adding the additional responsibility for recovery management of recovery and compliance may be

overwhelming and result in management looking like the poor guy shown above.

With all of the laws and regulations that have to be adhereshtbthe many types of recovery plans
that require specific viewpoints on protecting resources, it is best to approach recovery planning by
utilizing a Subject Matter Expert (SME) who specializes in implementing recovery operations for

companies similamtyours. Having this person work with your staff to transfer knowledge will

improve the skill level of your personnel and may eventually result in your being able to support

recovery operations internally.

Usi

for

ng

Attestation of the ClI O6s compliance and

SMEGs f or Co mpandsometiree aimsst eedasse of éhecksard badasces v |
included within some of the laws like Sarbanes Oxley (SOX) where the consulting firm is responsible
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What can be achieved through Recovery Management

The illustration shown below provides an overview of how Recovery Management can protect the
company and help provide continued operation in accordance to client contract requirements and
industry guidelines.

Figure 3: Recovery Management Objectives overview

* Safeguarded and Optimized Information Technology Environment that complies
with all national and international laws and regulations, as required;

* Built upon “Best Practices” to insure best of breed standards;

* Integrated Systems Development Life Cycle (SDLC), Support and Maintenance
procedures that reduce business outages and protect the company reputation;

* Systems Management and Controls integration to optimize performance;
* Fully Documented environment;

* Fully integrated environment, where the everyday functions performed by the
staff maintains all documentation in adherence to standards and procedures;

* Fully trained staff with career path assistance to ensure loyalty and retention;

* Inclusion of clients via Service Level Agreements (SLA), Performance Key
Indicators (PKIl), or Service Contracts; and,

* Ability to respond to disaster situations within the client contracted recovery
time objective (RTO).

These goals can be achieved in a systematic approach that has been performed by many companies
over time and are taught by major training organizations like Disaster Recovery Institute International
(DRI when p®ple seek to become Certified Business Continuity Professionals (CBCP).

The goal of Recovery Management is to certify that applications (Services and Products) can recover
within a contracted recovery period, or that business locations and their pexsonbelrelocated to a
secondary site should a disaster event block access to the primary location. Recovery Certification is
classified as High Availability (recover fromi272 hours) or Continuous Availability which requires

an immediate recover withbany perceived interruption to the end user. HA (High Availability)
applications are recovery certified when they can Failover to a secondary site and Failback to the
primary site after a disaster event, while CA (Continuous Availability) applicatiossmeltable to

Flip / Flop between their primary and secondary sites and to be able to process their workloads at
either site for prolonged periods of ti me. CA
of Recovery Certification, becausestthe end goal of all recovery operations.
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What can be received through Enterprise Resiliency and
Corporate Certification

The illustration shown below describes some of the advantages received through implementing
Enterprise Resiliency and Corporate Gexdition, but the most important points are:

1. Both normal production operations and recovery operations are maintained through the SDLC.

2. Production and Recovery objectives are integrated within the Version and Release
Management function, so you can beuaed that current documentation is valid.

3. Audit functions are integrated in the process and reporting is constantly achieved.

4. An added level of protection for production and recovery operations is achieved through the

same process, so additional stepshateneeded, thereby assuring both production and

recovery procedures are completed and validated.

Figure 4. The objective of this document

Objective of our Offering (“protecting a Chick in an Alligator Nest”)

* Help management protect their business and
reputation;

* Provide a single source to help fulfill / manage
recovery and insurance needs;

* Review existing recovery and insurance profile;

* Review existing Workplace Safety and Violence Prevention procedures;

* Achieve corporate support for service delivery and recovery time objectives;
* Use “Best Practices” to achieve compliance and recovery operations;

* Help develop and implement recovery operations (all disciplines into one);

* Assist management achieve a safeguarded and compliant environment;

* Improveinsurance profile to gain better financial protection;

* Integraterecovery operations within everyday functions performed by staff; and,

Provide ongoing support and maintenance of recovery and insurance safeguards.

All regulatory requirements will be identified for every country that the companytids@sess in and
audits periodically performed to insure adherence to compliance requirements.

Gaps and Exceptions will be mitigated, while obstacles impeding operations or recovery are mediated.
Periodic testing to certify recovery will be constantgyformed. Post Mortems will be conducted to
incorporate enhancements and repair problems, thereby achieving excellence through this evolutionary
approach.
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What is Enterprise Resiliency and Corporate Certification

Il n todayds busi n eesimporiantthdneverrione able to;irdécover gour iusiness
within Recovery Time Objectives (RTO) descri bect
adhere to compliance laws, and meet the critical needs of your business and its clients. Additionally,
protecting client information and adhering to security / regulatory requirements of the countries you do
business in has become crucial.

A company can be sanctioned for failing to meet recovery and security objectives, but it could also
sufferalossof eput ati on that would harm them in the p
business, sometimes so great that the company would never recover if a disaster event interrupts
production processing.

To better protect an organization and adhedtopliance and recovery requirements, organizations

are turning tdenterprise Resilienceto combine all recovery operations and personnel within a single
entity that speaks the same language and uses the same tool s&ongolate Certification

assureshat the company adheres to the laws and regulations of all countries they do business in.
Combining these two objectives will best protect the company and assure compliance. This document
will help you achieve these goals.

An explanation of the compents that make up Enterprise Resiliency and Corporate Certification is
provided belowalong with an illustration of the components, including:

Emergency Operation Center (EOC)is the heart of recovery operations and is responsible for
coordinating recoary operations and assisting executive management in continuing business
operations from the primary or secondary site (either Information Technology or Business Unit
Location). The EOC speaks with the Help Desk to determine that a problem has ocatneguines

the activation of an emergency response plan. The response plan can be conducted by First
Responders (Police, Fire, Government, Utility Supplier, Homeland Security, OEM, EMT, etc.),
Business Recovery professionals (Business Unit recoverygstersRecovery professionals

(Information Technology services and locations), or the activation of a Crisis Management Plan (Risk
Managers, Auditing, Medical, etc.). Also, any workplace violence act (like and active shooter or
disgruntled employee) museladdressed through the EOC. Because of the many recovery disciplines
and their differing languages, it is important that EOC personnel know the language spoken by the
disciplines and the procedures they normally follow. Additionally, EOC personnebmastare of

any compliance issues that may occur because responding to compliance violations can result in
criminal, civil, and reputational loss and a proper response must be formulated and delivered as soon as
possible to limit exposure and protect tlenpany reputation. Because of these demands, Enterprise
Resiliency and Corporate Certification were created.

Components included iBnterprise Resiliencyare: Emergency Management; Business Recovery;
Disaster Recovery; Risk & Crisis Management; and RRaYysind Data Security to produce a safe work
space. Achieving this goal requires the use of a common language and set of tools for recovery
management so that the recovery teams can better communicate, are more efficient, and can easily
share knowledge @nnformation.
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Figure 5. What is Enterprise Resiliency and Corporate Certification

Enterprise Resiliency and Corporate Certification

Insurance Needs Enterprise Enterprise Resiliency combines all recovery
and Claims Resiliency operations into one discipline using a common
language and tool set.
; Corporate Certification guarantees that the
Security, Salvage, Emergency Operation company complies with all laws in the
Restoration Center (EOC) countries they do business in.
Emergency Bus[nes:.s Workpl_ace Risk & Crisis Physical and Data
Continuity Safety & Violence Management Security
CETTEEETIE Management Prevention

Processing Sites and
Supply Chain Management
Business Locations, IT Sites, and
Supply Chain Management

Domestic International Primary AN Supply
Compliance Compliance Site Chain

Corporate Certification

Secondary
Site

Corporate Certification ensures compliance with domestic and international laws where the company
does business. Implementation, testimgl periodic audits of compliance must be conducted with the
resolution of any detected gaps and exceptions performed in a timely manner.

Insurance covering management and an interruption to business must be obtained so that outages can
be resolved withounterrupting the profit or any new line of business. It is important to have a public
advocate assist you in reviewing your insurance needs and obtaining the appropriate level of insurance
best suited to protecting your business. Public advocates salbakist you in time of disaster by
formulating recovery strategies, hiring companies to provide recovery services, and submitting claims
for work that had to be performed to resolve the disaster event.

Site Security, Salvage, and Restoratigrmust be dtieved when a disaster event results in First
Responders being called (i.e., Fire, Flood, Workplace Violence, etc.) and the loss of access to the site
for a prolonged period of time due to police action, or damage due to resolution of a disaster event.
Primary and Secondary siteapplication migration in support of recovery operations and the

relocation of business locations to an alternate site are imperatives that must be included in Disaster
and Business Recovery PlarBusinessRecoverylocations must &ve sufficient personnel, seats,
equipment, and supplies to support business, while IT Recovery sites must have sufficient processing
capacity and performance to support business operatietsvork Communications must also be
addressed to support primagd secondary sites.
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Supply Chain Managementmust be assured in time of disaster, so it is imperative that providers
adhere to national and international guidelines (ISO 27301) and laws regarding suppliers (ISO 24762)
both domestically (SSAE 16, NIST 8@3) and internationally (SSAE 3402).

The disciplines included in Enterprise Resiliency and Corporate Certification are shown above, but
how you get to that structure requires many people combining their knowledge of the business, its
products and servicess clients, and the procedures needed to more efficiently support and maintain
clients going forward.

Achieving Enterprise Resiliency and Corporate Certification requires the combined knowledge of the
corporation and its participants (i.e., vendorssibess associates, etc.), along with a strong knowledge

of the laws and regulations that must be adhered to by the company in order to achieve compliance.
An overview of Business Continuity requirements is shown in the following illustration.
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Corporate Certification

Based on international and domestic standards developed by leading corporations and standards
committeesachievingCorporate Certification insures clients that companies have implemented
Resiliency procedures and processes that meetceed, the most recognizaddstringent of

standards for Recovery Operations. Enterprise Resiliency is based on the disciplines of Emergency
Management Preparedness, Business Continuity Management and Workplace Violence Prevention.

Enterprise Resiliency

Figure 6 - The Enterprise Resiliency Environment

The Road to Enterprise Resiliency Includes:

Defined Risks (Natural, Man-Made);
Compliance Requirements;

Best Practices tools and processes; .
Corporate Certification Guidelines; E n te r‘ p r | S e
Certification Firms / Organizations;

Business Plan; 1h

Risk Assessment / BIA; Res I | I en Cy
Business Recovery Plans;

Disaster Recovery Plans;

Emergency Recovery Plans;
Workplace Violence Prevention Plans;
Defined Functional Responsibilities;
Job Descriptions; and

Standards and Procedures. Em ergency OperatiOnS
Center (EOC)

Emergency Business Continuity Work Place
Management Management Violence Prevention

When emergencies occur, the Emergency Operations Center (EOC) is activated and manned by First
Responders, Emergency Management personnel, Businesisiuity Management (Business

Recovery, Disaster Recovery, Crisis Management, and Risk Management) personnel, and Workplace
Violence Prevention personnel. Other people work at the EOC in supportive and administrative
positions as well. In order to leéficient and to optimize recovery operations, it is essential that all

EOC personnel communication and use a common set of tools for analysis, communications, and
reporting purposes.

Combining Recovery Operations Page:21 Building a Common Language & Toolset



Achieving Enterprise Resilience and Corporate Certification © Thomas Brondc

Why implement Enterprise Resiliency and Corporate Certification

Figure 7 - Why implement Enterprise Resiliency and Corporate Certification

Why implement Enterprise Resiliency and
Corporate Certification?

The Problem

Coordinating Recovery Operations for all disciplines;

Better safeguard personnel, clients, suppliers, and business operations;

Improving response to problems;

Developing a common Recovery Language and Toolset throughout the corporation;
Adhering to Compliance requirements;

Insuring clients and suppliers that recovery operations are sufficient;

Complying with Domestic and International Recovery Guidelines; and

Gaining Corporate Certification for Recovery Operation.

The Solution:

Develop Enterprise Resiliency Operation, including:

e Emergency Management;
e Business Continuity Management; and
e Workplace Violence

Gain Corporate Certification by adhering to industry guidelines, including:

BS 25999 (international);

Private Sector Preparedness Act (domestic);

National Fire Prevention Association 1600; and

Certify Recovery Personnel via DRIl or BCI training / testing.

Use Best Practices to achieve goals, including:

COSO;

CoblT,;

ITIL;

ISO 27000;
Six Sigma and
FFIEC.

Integrating Enterprise Resiliency throughout the Corporation, including;

Business Operations, Client Support, and Supplier Support;
System Development Life Cycle and Functional Responsibilities;
Documentation, Awareness, and Training;

Job Descriptions and Standards and Procedures Manual; and
Corporate-Wide Recovery Operations.
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The purpose of implementing Enterprise Resiliency is to create a single Recovery Operation consisting
of Emergency ManagementuBiness Continuity Management, and Woadel \iolence Prevention

that utilizes a common languageda commonset of recovery tools. Through this effort it will be

possible to respond to emergency events in a more accurate manner because less cdhbesion wi
experienced due to lack of understanding of terminology and procedures.

Normally it is the First Responders who will be in charge of a disaster event. Although First
Responders are extremely knowledgeable in their field, they often dwllgainderstandBusiness
Recovery, Disaster Recovery, or other disciplines outside of their sphere. By developing a common
Recovery Operations language and toolset, this communications problem will be eliminated and a
better line of communications will be estisbled throughout the Recovery Operations arena. This will
support quicker Recovery Operations and eliminate problems d@uladk of understanding of the
various disciplines associated with recovering from disaster events.

The Problemaddressed throudbnterprise Resiliency iherefore how to optimize recovery
operatiors by:

Coordinating Recovery Operations for all disciplines;

Better safeguardg personnel, clients, suppliers, and business operations;
Improvingresponse to problems and disaster eyents

Developing a common Recovery Language and Toolset throughout the corporation;
Adhering to compliance requirements;

Insuring clients and suppliers that recovery operations are sufficient;

Complying with domestic and international recovery guidelines; and

Gaining Corporate Certification for Recovery Operations.

O 00000 O0O0o

The Solution provided through Enterprise Resiliency and Corporate Certification is:

o Develop Enterprise Resiliency Operations;

0 Use Best Practices to achieve goals,

o Gain Corporate Certification bylhering to industry guidelineand
o0 Integrate Enterprise Resiliency throughout the corporation.

The direction described in this document will help guide tgoachieve Enterprise Resiliency by:

First understanding your problem (Risk Assessment, Compligguirements, etc.);
Reviewingexisting recovery operations;

Evaluating Command Centers and their interaction with the Emergency Operations Center;
Defining Company Lines of Business;

Documenting Integration Requirements;

Reviewing common recovery langyes and available tools;

Creating a Enterprise Resiliency Business Plan;

Developing a Project Plan to Implement Enterprise Resiliency;

Define Functional Responsibilities and Job Descriptions for personnel;

Create training and awareness programs describitgyprise Resiliency and its purpose;
Help personnel gain certification in their recovery discipline; and

Integrating Enterprise Resiliency within the Standards and Procedures manual.

O O0OO0OO0O0OO0OO0O0OO0OO0OO0OOo

Combining Recovery Operations Page:23 Building a Common Language & Toolset



Achieving Enterprise Resilience and Corporate Certification © Thomas Brondc

When management plans to integrate the many disciplines assocididthterrprise Resiliency they
must first start with a solid foundation and then build all of the functional areas used to protect
employees, clientsuppliersand business operations on top of that foundation.

Enterprise Resiliency Requires a Solid Foundation to build on

Figure 8 - Enterprise Resiliency Foundation

Best Practices consist of:

Enterprise Resiliency consist of: e« COSO:
-f———— + CoblT;

e  Emergency Management; o ITIL

. Business Continuity . ISOi7799

.

MENEGEMEN — e FFIEC, etc.

Workflow Management;

Functional Responsibilities;

Job Descriptions; and . .

Standards and Procedures. Physical Security

and ~——— Foundation consist of:
Access Controls N J
Enterprise Resiliency;
Risks and Compliance issues;
House A e  Corporate Certification

Guidelines;

Best Practices;
Available Tools; and
Certification Firm.

Workplace Violence
Prevention

Corporate Certification consist of:

BS25999

Private Sector Preparedness
Act;

NFPA 1600

Implementing Enterprise Resiliency is like building a house. If you do not have a solid foundation the
house willnot survive for log. Likewisewhen implementing Enterprise Resiliency ayaihing a
Corporate Certificationyou must start with knowing your needs (Risk Assessment) and how to
achieve your goals (Business Plan, Best Practices, etc.). The above picture may help hsumabze
construct an Enterprise Resiliency environment and obtain a Corporate Certification.

To identify foundation requirements, it is first necessary to identify the Risks and Compliance issues
that a company must respond to. Then tools and procesxktoumchieve Best Practgean be

selected and Corporate Certification Guidelines researched to best define the direction that the
corporaton should take to achieve Enterprise Resiliency. A Certification Firm / Organization must be
selected so that Qédication can be achieved, because an outside firm must be used to approve
certification.

Once these components are put in place, the corporation can develop a Business Plan that will define
the steps that need to be performed in order to achievepEsteResiliency and Corporate

Certification. These steps include a Risk Assessment and a BIA, the development of Business
Recovery Plans, Disaster Recovery Plans, and Emergency Management Preparedness Plans. After
building and testing these plans, tleeporation can define the functional responsibilities that must be
performed and create Job Descriptions for personnel. Finally Standards and Procedures can be created
and used to guide personnel in the performance of their assigned functional respessibil
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Enterprise Resilience and the IT Environment

Figure 9 - Overview of IT Environment

Enterprise Information Technology Environment
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Applications are created in the Development environmentamdrded to the Testing and Quality
Assurance Envonments before being forwarded to the Production Acceptance environment for
preparation to being accepted into the Production Environment. This sequence insures that
applications function appropriately and meet Service Level Agreegf8eA) performanceauidelines.

It is referred to as the Systems Development Life Cycle (SDLC). When changes are made to
applications in response to enhancements or problem resolutions, the apgcaticopied from the
production environment to the Maintenance Envirentr(where its Version Level is upped by one).
After maintenance is performed the application is forwarded to the Testing, Quality Assurance, and
Production Acceptance environments in preparation for replacement in the Production Environment.

Included inthis process are checks for compliance and the identification of Vital Records which must
be backed up and stored in Local and Remote Vaults to support Recovery Operations. Some Vital
Records are static (like programs and some types of data files),otlfgleVital Records are dynamic

(like data bases and customer data files). Static files can be copied to backup files when being
accepted into the Production Environment and made available for restoration when needed (disaster
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events, equipment failusedamage to existing data files, etc.) from either Local or Remote Vaults.
Normally, Local Vaults contain copies of data that can be directly restored to replace a damaged file
while Remote Vaults must transport data to the restore location beforegdiss to the target

location.

Restoration of files must me€ompliance an&ervice Level Agreements (SLA) and have a time
requirement associated with them called a Recovery Time Objective (RTO), which dictates the
required time between data faillaed recovery times dictated by the SLA or Compliance
requirements.To achieve RTO requirements, Recovery Point Objectives (RPO) are defined that
dictates when backups must be taken so that the restoration of required files can be accomplished
within RTO guidelines. This can be explained through the following example. If the RTO is 4 hours
and theexistingRPO takes 5 hours tecover data, then you must improve the RPO by using faster
equipment to restore data or changing the RPO to less than 4 hbigssste is being addressed by
the industry through improved storage management techniques apcheqt) along with Failover
techniques like VMWare.

Backup and Recovery times lelseen enhanced throughprovedvaulting techniques like Electronic
Vaulting (also referred to &hadow Data) and Incremental Backup (periodic backup based on timer

pops or dataecordcounter pops). Data is beingpre widelyprotected via Encryption that has little or

no overhead because encryptionasv beingaccomplishedn the hardware. Encryption protects both

active files and those files being transmitted or trucked to recovery vaults. Also data can be
Electronically Transmitted to recovery sites through high speed communications, rather than through
physically truckimy files to the recovery facilityFinally, Virtual Tape is now being widely used in

which tape cartridges are replaced by hard drives that can collect and restore data more quickly and can
eliminate the need for tape cartridge devices altogether.

As canbe seen, the Information Technology environment is complex and has its own language due to
the hardware, software, products, and its unique functional responsibilities. Recovery of the IT
environment is called Disaster Recovery, while recovery of clasattions is called Business

Recovery, and protection of personnel at work locations isct&liorkplace Violence Prevention

Finally, Emergency Management is responsible for natural disasters, hazardous materials, and terrorist
attacks. Emergency Managent personnel are sometimes referred to as First Responders and

normally manage the Emergency Operations Center (B¥DMCh is responsible for collecting

information and responding to emergency events.

All of these disciplines have their own sétespasibilities and functions. Enterprise Resiliency must
address all of these disciplines and therefore must include methods for understanding and utilizing the
disciplines to respond to disaster events in the most efficient manner po3silaehieve optnized
Recovery Operations it is therefore necessary to create a common language and set of tools that all
recovery disciplines use to accomplish their functional responsibilities. This would be analogous with
using English as a common language instedthwing Spanish, French, and Chinese used by separate
disciplines.

This paper will try to explain thegshverserecoverydisciplines anadanhelp provide personnel with a
means ofinderstanding and utilizing akcoverydisciplines to best respond to egency situations.
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The Goal of Combining Recovery Operations:

Figure 10 - Defining the problem

o Desiretomost rapidly and efficiently respond to encountered disaster events, or
other emergencies by melding Emer gency Management, Business Continuity,
and Workplace Violence Prevention:

o Best approach to protecting Employees, Customers, Suppliers, and Business
Operations:

o Ensuring the Reputation and Integrity of the Organization;

o Combining many Lines of Businessinto a cohesive recovery structurewith a
common set of objectives, templates, tools, and a common language;

e Ensuringthat your recovery environment meets and exceeds industry Best
Practices,;

o Utilization of Automated Tools;

e Integration of Best Practiceslike COSO, CoblIT, ITIL, Six Sigma, | SO 17799,
and FFIEC to optimize per sonnel performance, Standards and Procedures,

o Certify thebusinessrecovery environment and its components,

o Staffing, Training and Certifying Recovery Personnel;

e Integration with the Corporation, Customers, and Suppliers,

o Interfacing with First Responders, Gover nment, and the Community;

o Working with Industry L eadersto continuously enhance recovery oper ations
and mitigate gaps and exceptionsto current practices,

e Achieve Compliance through Risk Management and Audit adherence;
e Testing and Quality Assurance; and

e Support and Maintenance going forward.
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Reviewing the goal and its implications

Todayods Enterprise Resi | idifenentyorlgtham even atfew gears age a r ¢
because of mergers, acquisitions, wawlide operations, and a changing emphasis from Business
Recovery to Emergency Management utilizing First Responders, External Agencies, and Internal
Recovery Teams. Compilingese disciplines into a cohesive recovery operation that: safeguards
personnel and company operations; adheres to compliance requirements; and integrates with standards
and procedures i s managementoés responsibility.

Additionally, the world economy, grang terrorist threats, global climate changes, natural disasters,
reduced personnel levels, heightened workplace violence incidents, and new technologies has
compounded the effort needed to integrate new and old disciplines within an organization.

Techrologies used to perform Load Bating and Automated Recovery haween integrated within
Information Technology for operating systems, applications, and data storage. Storage systems
incorporate redundancy and encryption to reduce data loss and urmedtamtess with little or no
overhead, as was the case in the past.

Disaster Recovery products and services have greatly reduced the chance of a Information Technology
Disaster by protecting computers, their system software, applications, and hardilveiéh

improved efficiency and fewer personnel. Business Continuity Management and its disciplines are

now being addressed through automated tools as well (i.e., LDRE®r, etg. But ashese

products are used by an even larger audience of emsl aisd busiess manageradditional awareness

and training issuesiust be addressedEmergency Management Preparedness now has become the
leader of the pack because First Responders, External Agencies, and Internal Recovery Operations
must all be coordiated. Adccompliarce requirementand you can easily see how Enterprise

Resiliency has become an important issue to address.

Beyond the ability to respond more quickly to disaster events, the Resiliency Practitioner must be able
to utilize many differentools and practicehat usdechnology and terminology that may et

familiar to the Resiliency fctitioner. This problem hinders the ability to design a cohesive approach

to Enterprise Resiliency because a centralized group has not been providdeewauthority to

include all parties in the conception, design, developmertoub|limplementation, support, and
maintenance of an ailhclusive Enterprise Resiliencyr@anization.

Integrating Best Practices within the Enterprise Resiliency envigahmould further improve

recovery operations by insuring that personnel are aware of and trained on best practices, like: COSO.
COBIT, Six Sigma, Business Continuity Management, Emergency Management, Workplace Violence,
ITIL, and company based Standardsl &#rocedures.

Finally, obtaining Corporate Certification of Enterprise Resiliency best practices will provide a solid
foundation on which to build the Enteig® Resiliency program. The thrapproaches for achieving
this goal are: the Private Sectreparedness AANFPA 1600and the international standard of
BS25999. Working with a certifying organization will provide proof to outside interests that your
organization is indeed adhering to the best Corporate Enterprise Resiliency pkachwea$o protect
your employeescustomers, suppliers, and business operations
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Enterprise Resiliency and Recovery Disciplines

An example of the many disciplines, products, and techniques associated with Recovery Ojperations
provided below

Figurell- Enterprise Resiliency and Recovery Disciplines

Emergency Management Preparedness:
e First Responders;
e Emergency Operations Center (EOC);
e Department of Homeland Security (DHS); and
e Office of Emergency Management (OEM).

Business Recovery Management:
Business Recovery;

Disaster Recovery;

Risk Management; and

Crisis Management.

Workplace Violence Prevention:

e Security (Physical and Data) and Guards;
Access Controls and Card Key Systems;
Video Recording Systems;

Response Plans and Crisis Management; and
Employee Assistance Programs.

Supportive Agencies:
e Disaster Recovery Institute International (DRII);
e Business Continuity Institute (BCI);
e Contingency Planning Exchange; and
e Association of Contingency Planners.

Supportive Tools:

Living Disaster Recovery Planning System (LDRPS);
Six Sigma,;

Information Technology Infrastructure Library (ITIL);
Company Standards and Procedures; and

Training and Awareness services.

Corporate Business Resiliency Certification:
e Private Sector Preparedness Act (PL 110-53 Title IX Section 524);
¢ National Fire Prevention Association Standard 1600; and
e International Standard (IS 25999 /ISO 22301.

Combining Recovery Operations Page: 29 Building a Common Language & Toolset



Achieving Enterprise Resilience and Corporate Certification © Thomas Brondc

Emergency Management

What Is an Emergency?

An emergency is any unplanned event that can cause deaths or significant injuries to employees,
customers or thpublic; or that can shut down your business, disrupt operations, cause physical or

environment al damage, or threaten the facility:i
Obviously, numerous events can be fAemergencies,
A Fire A Ha z anatelialsuirgident A Flood or
A HurricanlA Tornado A Winter st
A Earthqual/A Communicati onsA Radi ol ogi
A Civil di|lA Loss of key s(A Explosion
The term Adi s as heelbedause ilendshteek to a dreedndeived ootion of adarge
scale event, wusually a Anatur al di saster. o I n
impact it has on the company and the community. What might constitute a nuisanagéo a la
i ndustrial facility could be a Adisastero to a

Emergency management is the process of preparing for, mitigating, responding to and recovering from
an emergencyEmergency management is a dynamic procB&snning, though critical, isot the

only component.Training, conducting drills, testing equipment and coordinating activities with the
community are other important functions.

Making the ACasedo for Emergency Management

To be successful, emergency management requires upper memageipport.The chief executive

sets the tone by authorizing planning to take place and directing senior management to get involved.
When presenting the Acaseod for emergency manag ¢
emergency (e.g., dde, fines, criminal prosecution) and emphasize the positive aspects of
preparednessi-or example:

¢ It helps companies fulfill their moral responsibility to protect employees, the community
and the environment.

e |t facilitates compliance with regulatoryqerements of Federal, State anddal agencies.

e |t enhances a companyés ability to recover
market sharejamage to equipmeriroducts or business interrupticn

e It reduces exposure to civil or crimingaltility in the event of an incident.

e |t enhances a companyd6s i mage and credibil
the community.

e It may reduce youinsurance premiums.
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Emergency Management Preparedness Environment and Tools

The Emergency Manag will be the First Responder in the event of a disaster event. He/she will head
the Emergency Operations Center and coordinate all communications between management, command
centers, government agencies, and internal Lines of Business.

The Emergency Maager will have to communicate withll recovery personnel to obtain a definition
of the disaster event and initiate recovery plans that address:

Business Recovery (loss of a Business Unit or Office);

Disaster Recovery (loss of a Data Center or Informaliechnology operation);
Workplace Violence event (disgruntled employee, shooting, or terrorist type of event);
Crisis Management and Communications;

Risk Management and Compliance;

Evacuation;

Recovery Plan initiation;

Event Monitoring and Reporting.

O O O 0O 0O O O O

It is therefore important that the Emergency Manager know the recovery techniques, languages, and
tools used by all recovery disciplines. But this is a difficult responsibility to expect anyone to be in
command of because of the vastness of recovery tpomand toolslt is thereforenecessary to

develop a common language and toolset that enasseg all ofherecovery disciplines

The following figure illustrates the complexity of the recovery environment.
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Emergency Management EOC environment concept

Figure 12 - Emergency Management Preparedness Environment and Tools

Emergency Management Preparedness
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How to integrate Business Continuity Management within the
organization

Figure 13: Overview of Business Continuity Management

The picture sbhwn above illustrates the many disciplines needed to contribute to achieving an environment
that integrates Enterprise Resiliency and Corporate Certification within every day functions performed by
personnel and included in their job descriptions and sufipe documentation. The development process
starts with a Charter and then goes on to discussions with the many business areas, including suppliers and
vendors, who must understand corporate goals and how their participation can help achieve the eljectiv
described in the Charter document.

From the combined knowledge of staff and participating people, the company will formulate a direction

leading to compliance and improved recovery operations. That decision would be described within a Business
Plan sbbmitted to management in both written and presentation format. Its goal is to receive management
approval, a budget to implement and maintain Enterprise Resiliency and Corporate Certification going forward,
and the strong support of management to encowggzarticipation in creating and maintaining these

disciplines throughout the organization. The Business Plan will contain sections describing the Charter and
Mission Statement, all goals and objectives, and a Project Plan leading to implementatiorpuaidéss.

These sections are described below.
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