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The following article was created to explain how a company can achieve more effective recovery and 
compliance through Enterprise Resiliency and Corporate Certification.  It is intended to provide a solid 
foundation upon which your company can achieve an optimized, safeguarded, and compliant 
environment for both business and Information Technology locations.  As a result of these efforts the 
company and its personnel will positively enhance their reputation. 
 
Companies following the directions outlined in this paper will improve production and recovery 
operations, ensured the company reputation, and generally achieved a higher degree of business 
operations with fewer interruptions.  Additionally, the staff will be better trained, have a higher degree 
or morale, and the company will achieve a higher rate of retention for people and business clients 
(both present and prospective). 
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What is  Enterprise Resilie ncy and Corporate Certification  
 
Lƴ ǘƻŘŀȅΩǎ ōǳǎƛƴŜǎǎ ŜƴǾƛǊƻƴƳŜƴǘ ƛǘ ƛǎ ƳƻǊŜ ƛƳǇƻǊǘŀƴǘ ǘƘŀƴ ŜǾŜǊ ǘƻ ōŜ ŀōƭŜ ǘƻ; recover your business within 
Recovery Time Objectives (RTO) described in ŀ ŎƭƛŜƴǘΩǎ {ŜǊǾƛŎŜ [ŜǾŜƭ !ƎǊŜŜƳŜƴǘ (SLA), adhere to compliance 
laws, and meet the critical needs of your business and its clients.  Additionally, protecting client information and 
adhering to security / regulatory requirements of the countries you do business in has become crucial.  
 
A company can be sanctioned for failing to meet recovery and security objectives, but it could also suffer a loss 
ƻŦ ǊŜǇǳǘŀǘƛƻƴ ǘƘŀǘ ǿƻǳƭŘ ƘŀǊƳ ǘƘŜƳ ƛƴ ǘƘŜ ǇǳōƭƛŎΩǎ ŜȅŜǎ ŀƴŘ result in a loss of trust and business, sometimes so 
great that the company would never recover if a disaster event interrupts production processing. 
 
To better protect an organization and adhere to compliance and recovery requirements, organizations are 
turning to Enterprise Resilience to combine all recovery operations and personnel within a single entity that 
speaks the same language and uses the same tool set, while Corporate Certification assures that the company 
adheres to the laws and regulations of all countries they do business in.  Combining these two objectives will 
best protect the company and assure compliance.  This document will help you achieve these goals. 
 
An explanation of the components that make up Enterprise Resiliency and Corporate Certification is provided 
below.  
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Emergency Operation Center (EOC) is the heart of recovery operations and is responsible for coordinating 

recovery operations and assisting executive management in continuing business operations from the primary or 

secondary site (either Information Technology or Business Unit Location).  The EOC speaks with the Help Desk to 

determine that a problem has occurred that requires the activation of an emergency response plan.  The 

response plan can be conducted by First Responders (Police, Fire, Government, Utility Supplier, Homeland 

Security, OEM, EMT, etc.), Business Recovery professionals (Business Unit recovery), Disaster Recovery 

professionals (Information Technology services and locations), or the activation of a Crisis Management Plan 

(Risk Managers, Auditing, Medical, etc.).  Also, any workplace violence act (like and active shooter or disgruntled 

employee) must be addressed through the EOC.  Because of the many recovery disciplines and their differing 

languages, it is important that EOC personnel know the language spoken by the disciplines and the procedures 

they normally follow.  Additionally, EOC personnel must be aware of any compliance issues that may occur 

because responding to compliance violations can result in criminal, civil, and reputational loss and a proper 

response must be formulated and delivered as soon as possible to limit exposure and protect the company 

reputation.  Because of these demands, Enterprise Resiliency and Corporate Certification were created. 

Components included in Enterprise Resiliency are: Emergency Management; Business Recovery; Disaster 

Recovery; Risk & Crisis Management; and Physical and Data Security to produce a safe work space.  Achieving 

this goal requires the use of a common language and set of tools for recovery management so that the recovery 

teams can better communicate, are more efficient, and can easily share knowledge and information. 

Corporate Certification ensures compliance with domestic and international laws where the company does 

business.  Implementation, testing, and periodic audits of compliance must be conducted with the resolution of 

any detected gaps and exceptions performed in a timely manner. 

Insurance covering management and an interruption to business must be obtained so that outages can be 

resolved without interrupting the profit or any new line of business.  It is important to have a public advocate 

assist you in reviewing your insurance needs and obtaining the appropriate level of insurance best suited to 

protecting your business.  Public advocates will also assist you in time of disaster by formulating recovery 

strategies, hiring companies to provide recovery services, and submitting claims for work that had to be 

performed to resolve the disaster event. 

Site Security, Salvage, and Restoration, must be achieved when a disaster event results in First Responders 

being called (i.e., Fire, Flood, Workplace Violence, etc.) and the loss of access to the site for a prolonged period 

of time due to police action, or damage due to resolution of a disaster event. 

Primary and Secondary site application migration in support of recovery operations and the relocation of 

business locations to an alternate site are imperatives that must be included in Disaster and Business Recovery 

Plans.  Business Recovery locations must have sufficient personnel, seats, equipment, and supplies to support 

business, while IT Recovery sites must have sufficient processing capacity and performance to support business 

operations.  Network Communications must also be addressed to support primary and secondary sites. 

Supply Chain Management must be assured in time of disaster, so it is imperative that providers adhere to 

national and international guidelines (ISO 27301) and laws regarding suppliers (ISO 24762) both domestically 

(SSAE 16, NIST 800-34) and internationally (SSAE 3402). 
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The disciplines included in Enterprise Resiliency and Corporate Certification are shown above, but how you get 
to that structure requires many people combining their knowledge of the business, its products and services, its 
clients, and the procedures needed to more efficiently support and maintain clients going forward.  
 
Achieving Enterprise Resiliency and Corporate Certification requires the combined knowledge of the corporation 
and its participants (i.e., vendors, business associates, etc.), along with a strong knowledge of the laws and 
regulations that must be adhered to by the company in order to achieve compliance.  An overview of Business 
Continuity requirements is shown in the following illustration. 
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How to integrat e Business Continuity Management within t he organization  
 

 
 
The picture shown above illustrates the many disciplines needed to contribute to achieving an environment that 
integrates Enterprise Resiliency and Corporate Certification within every day functions performed by personnel 
and included in their job descriptions and supportive documentation.  The development process starts with a 
Charter and then goes on to discussions with the many business areas, including suppliers and vendors, who 
must understand corporate goals and how their participation can help achieve the objectives described in the 
Charter document. 
 
From the combined knowledge of staff and participating people, the company will formulate a direction leading 
to compliance and improved recovery operations.  That decision would be described within a Business Plan 
submitted to management in both written and presentation format.  Its goal is to receive management 
approval, a budget to implement and maintain Enterprise Resiliency and Corporate Certification going forward, 
and the strong support of management to encourage participation in creating and maintaining these disciplines 
throughout the organization.  The Business Plan will contain sections describing the Charter and Mission 
Statement, all goals and objectives, and a Project Plan leading to implementation of the process.  These sections 
are described below. 
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Steps to Recovery Management and Enterprise Resiliency  
 

 
 
The above illustration demonstrates the direction to take in order to achieve the goals of Recovery Management 
and Enterprise Resiliency.  Recovery Management is concerned with the restoration of business operations as 
shown in the Charter statement in the previous diagram, whereas Enterprise Resiliency combines the various 
recovery disciplines into a cohesive organization all speaking the same language and using the same tools.   
 
9ƴǘŜǊǇǊƛǎŜ wŜǎƛƭƛŜƴŎȅ ǘǳǊƴǎ ǘƘŜ ǇǊŜǎŜƴǘ ά¢ƻǿŜǊ ƻŦ .ŀōŜƭέ ƻŦ ǊŜŎƻǾŜǊȅ ƳŀƴŀƎŜƳŜƴǘ ƛƴǘƻ ŀ ǳƴƛǘ ŦƻƭƭƻǿƛƴƎ ǘƘŜ ǎŀƳŜ 
cultural and using the same language.  It helps a company best optimize the use of the recovery experts 
presently on staff and in the community (i.e., Government, Industry Organizations, etc.).  Through 
implementation, documentation, training, and integration an optimized environment will be maintained. 
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Charter and Mission Statement  
 

The Business Plan establishes a direction leading to the implementation of Enterprise Resiliency and Corporate 

/ŜǊǘƛŦƛŎŀǘƛƻƴέ that would improve efficiency and protection for clients and business operations (both 

domestically and internationally).  It addresses: 

 Enterprise Resiliency to combine recovery operations using a common set of tools and speaking a 

common language that fosters improved detection and recovery from disaster events and incidents; 

 Corporate Certification to comply with regulatory requirements within the countries that the company 

does business; 

 Adherence to recovery times demanded within a Service Level Agreement (SLA) and the Recovery Time 

Objectives (RTO) of applications and operations; 

 Utilization of data synchronization in accordance to SLA / RTO requirements by utilizing the best 

Information Technology methods associated with Library Management, Data Sensitivity, Access Control, 

and Vital Records Management. 

 ¦ǘƛƭƛȊƛƴƎ ƛƴŘǳǎǘǊȅ άBest Practicesέ ǘƻ ōǳƛƭŘ ŀƴŘ ƛƳǇƭŜƳŜƴǘ 9ƴǘŜǊǇǊƛǎŜ wŜǎƛliency and Corporate 

Certification; 

 !ŎƘƛŜǾŜ άZero Downtimeέ ƻōƧŜŎǘƛǾŜǎ ǘƘǊƻǳƎƘ άCertified Recoveryέ ŦƻǊ IƛƎƘ !Ǿŀƛƭŀōƛƭƛǘȅ όI!ύ 

ŀǇǇƭƛŎŀǘƛƻƴǎ ŀƴŘ ŀŎƘƛŜǾƛƴƎ ŀ άGold Standard Certificationέ ŦƻǊ /ƻƴǘƛƴǳƻǳǎƭȅ !Ǿailable (CA) applications.  

Failover / Failback capabilities allow applications to move from a primary site to a secondary site within 

SLA / RTO guidelines (usually from 2 ς 72 hours), while Flip / Flop goals allow CA application to process 

in either the primary or secondary site at any time and have the capability to immediately flip 

operations between sites.  Flip / Flop requires data to be in sync at both the primary and secondary 

sites, while Failover / Failback requires incremental synchronization of data between the primary and 

secondary site in accordance to SLA / RTO requirements. 

 Incorporation of problem / incident recognition, circumvention, reporting, routing & escalation, 

resolution / recovery, tracking, reporting, post-mortem, and correction of any procedures that would 

improve operations and reduce outages. 

 Incorporation of recovery plans for a full-range of problems that could impact production operations. 

 Definition of updates / changes to personnel functional responsibilities and job descriptions. 

 Fully document all standards and procedures and provide awareness and training sessions to staff and 

other participants. 

 Integrate all new procedures and standards within the everyday functions performed by the staff and 

participants. 

 Incorporate support and maintenance procedures going forward. 

 Periodically exercise recovery plans to insure their accuracy, documenting the event and making any 

changes needed to improve recovery operations. 

 

  



Achieving Enterprise Resiliency and Corporate Certification July 4, 2013 

Created by:  Thomas Bronack © Page:  10 bronackt@dcag.com / 917-673-6992 

Objectives and  Goals needed to protect the business and achieve compliance  
 

 

 
The Goals and Objectives included in the Business Plan are designed to develop and implement disciplines that 
would lead to better protecting the business through the use of Information Technology and Workflow process 
improvements. 
 
The guidelines formulated through this process will require input from all recovery management disciplines so 
that the best results can be achieved through their combined knowledge and experience.  Emergency 
Management personnel would help define methods for protecting the Workplace, Disaster Recovery personnel 
would help define methods for protecting Information Technology, and Business Continuity personnel would 
help establish methods for protecting, evacuating, and recovering business locations.   
 
Risk Management would benefit through these new disciplines by being better able to identify audit 
requirements and the development of Crisis Management Plans to respond to risks and exposures.  Risk 
Management will also obtain Insurance, negotiate Vendor contracts, and communicate with management. 
 
Workplace Safety would be achieved through Physical Security guidelines (OSHA, DHS, OEM, NYPA 1600, etc.) 
and company information safeguards would be achieved through Data Security (ISO 27000).  All clients would 
be better served and protected through improved data management, access controls, and vital records 
management related to backup and recovery operations. 
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Establishing the Risk Management E nvironment  
 

 
 
Risk Management must be performed to define your compliance requirements and to detect any gaps and 
exposures you may have that interferes with achieving compliance.  Also, any obstacles that may impede your 
ability to achieve compliance, or recovery, must be identified too.  Refer to COSO and CERT guidelines for 
ǇŜǊŦƻǊƳƛƴƎ wƛǎƪ aŀƴŀƎŜƳŜƴǘ ǘƻ ŀŘƘŜǊŜ ǘƻ ά.Ŝǎǘ tǊŀŎǘƛŎŜǎέΦ 
 
Once identified impediments and obstacles are rated as to their relative cost and likelihood of occurrence and 
reported to management, where a decision is made to either repair the problem or seek insurance to protect 
against the occurrence.   
 
When compliance is required, the gaps and exceptions must be mitigated.  If an obstacle impedes production or 
recovery operations then it must be repaired as well.  Gaps and Exceptions are related to compliance regulation 
adherence, while Obstacles are mostly related to equipment, capacity, or performance restrictions.  Obstacles 
occur mostly when production growth or new technologies are not factored into recovery operations at the 
secondary site.  It is therefore imperative that change management include capacity and performance profiles 
and the use of new technologies so that appropriate precautions can be made to support recovery operations. 
 
Similarly, whenever new laws and regulations are enacted, then existing Risk Management techniques must be 
adjusted accordingly.  Finally, all documentation must be compatible with new and changed applications via 
Version and Release Management, awareness, and training to designated personnel. 
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Establishing the Recovery Management Process  
 
At first, establishing the Enterprise Resiliency and Corporate Certification environment requires the formulation 
of a Recovery Management Plan used to outline how to protect Business Locations, Information Technology, 
and assist Risk Management in protecting the enterprise from intrusion, data loss, or corruption. 
 
The Recovery Management process includes people who need to have their functional responsibilities and job 
descriptions modified / updated to meet their new responsibilities.  Documentation used by affected people 
must be upgraded to reflect their new responsibilities and procedures used to achieve new standards, which is 
accompanied by awareness and training sessions.   
 
Finally the new Enterprise Resiliency and Corporate Certification process is integrated into the everyday 
operations performed by the staff, including support and maintenance procedures going forward.  This process 
includes: 
 

 Formulate Recovery Management Business Plan; 

 Create a Project Plan to achieve Recovery Management Goals; 

 Define Recovery Management organization structure and job functions; 

 Implement a Recovery Management Library Management System to contain recovery documents, 
training materials, and recovery plans; 

 Develop a common Recovery Management Glossary of Terms to create a Common Language used by 
recovery personnel, thereby making it easier to understand threats and responses; 

 Select / create an automated Recovery Management Tool Set that will be used by all recovery 
management personnel, so that problem relationships and trends can be best understood and 
corrective actions be pro-actively achieved; 

 Identify Recovery Management Stakeholders and Participants from all areas of the company; 

 Formulate Recovery Teams and a Chain of Command for identifying events and reporting them to the 
appropriate person; 

 Establish Command Center Procedures for all types of problems and have them interface with the Help 
Desk and Emergency Operations Center when critical issues arise; 

 Have the Help Desk respond to problems and escalate disaster events to a point where they select a 
recovery plan and contact the Contingency Command Center for them to validate the event and initiate 
recovery procedures; 

 Have the Contingency Command Center coordinate recovery activities with responders and the 
Emergency Operations Center; 

 Initiate Security, Salvage, and Restoration procedures to insure rapid recovery of the failing site.  It 
would be wise to establish this relationship early on so this company can assist in the planning and 
implementation process; 

 Have the Emergency Operations Center formulate emergency teams to man the EOC and have them 
monitor recovery actions, while EOC management coordinates with Executive Management on progress 
and/or set-backs;  

 Have Executive Management coordinate communications to clients and the outside world regarding the 
response to emergency events and the progress being made to restore business operations;  

 Process production at the Secondary Site during the disaster event; and, 

 Return to the failing site after the disaster event has been resolved and the primary site has been made 
ready to receive returning personal. 
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Pathway to achieving Enterprise Resiliency and Corporate Certification  
 
In order to achieve Enterprise Resiliency and Corporate Certification it is necessary to perform the following 
tasks, including: 
 

 Identify the Enterprise Resiliency goals and objectives that management wants achieved; 

 Define Domestic and International Compliance requirements; 

 Review all existing Security and Recovery operations; 

 Perform a Risk Assessment to define existing gaps, exceptions, and obstacles that would interfere with 
recovery operations associated with Zero Downtime, High Availability, and Continuous Availability as 
defined by management and contained in Service Level Agreements (SLA); 

 Define Lines of Business and their recovery requirements by performing a Business Impact Analysis 
(BIA); 

 Review SLA and RTO recovery time objectives that must be adhered to and establish Data Management 
Standards associated with Data Sensitivity, Access Controls, and Vital Records Management; 

 Review all mandated industry and application recovery time requirements; 

 Examine present capability to recovery operations within required time limits; 

 Evaluate Command Center operations and how they respond to encountered problems / incidents to 
insure that they identify and respond to emergency events appropriately; 

 Ensure that the Help Desk is provided with a Recovery Plan Library that they can utilize to identify 
emergency events and follow procedures used to initiate recovery operations; 

 Connect Help Desk Operations with the Contingency Command Center to initiate recovery operations; 

 Determine how best to integrate recovery and security operations within the everyday functions 
performed by the staff and participants; 

 Select automated Recovery Management Tool to create, test, and implement Recovery Plans; 

 Define standards and documentation requirements and produce materials; 

 Create an Awareness and Training program for staff and participants; 

 Implement Security (Physical and Data) procedures and test their effectiveness; 

 Develop Recovery Plans and test their ability to achieve recovery guidelines; 

 Create an Enterprise Resiliency and Corporate Certification άProof of Conceptέ ǇǊƻŎŜǎǎ ŀƴŘ ƻōǘŀƛƴ 
management approval to go forward; 

 Implement and Roll-Out Enterprise Resiliency and Corporate Certification; 

 Create / update all job functional responsibilities and job descriptions, as needed; 

 Publish updated Standards and Procedures and other necessary supportive documentation materials; 

 Initiate Training and Awareness programs for existing and new staff and participants; 

 Establish Support and Maintenance procedures going forward; and, 

 Continuously test and upgrade recovery and security operations, as needed. 
 
Following this process will help establish the Enterprise Resiliency and Corporate Certification and maintain it 
ƎƻƛƴƎ ŦƻǊǿŀǊŘΣ ǘƘŜǊŜōȅ ƛƴǎǳǊƛƴƎ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ŀōƛƭƛǘȅ ǘƻ ǊŜǎǇƻƴŘ ǘƻ ŘƛǎŀǎǘŜǊ ŀƴŘ ǎŜŎǳǊƛǘȅ ŜǾŜƴǘǎ ōƻǘƘ 
domestically and internationally.  It will eliminate / reduce disaster events, safeguard the company reputation, 
improve workflow and operations, lead to better retention and attraction of staff and clients, and thereby 
ƛƳǇǊƻǾƛƴƎ ōǳǎƛƴŜǎǎ ǇǊƻŦƛǘŀōƛƭƛǘȅ ŀƴŘ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ǊŜǇǳǘŀǘƛƻƴΦ 
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Potential threats and their impact on the bu siness 
 

 
 
The goal of Recovery Planning within a company is to be aware of the potential events that could lead to a 
disaster, ranging from Malicious Activities, Natural Events and Disasters, Technical Disasters, External Threats, 
and Facility Failures.   
 
The range of potential disaster events has resulted in a number of different recovery disciplines from First 
Responders and Emergency Management (Fire, Police, EMT, Government, Utilities, etc.) through Risk / Crisis 
Management (specific events like Pandemics or Hazardous Materials, etc.), Audit Gaps / Exceptions / Obstacles 
impeding production or recover operations (usually related to Information Technology or Disaster Recovery), 
and Business Recover responsible for business location operations and recoveries. 
 
The range of Potential Threats must be factored into the planning and testing process associated with Recovery 
Management and Enterprise Resiliency to best safeguard the business through normal production and recovery 
operations. 
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Adhering to Compl iance Laws and Regulations  
 
Some of the Laws and Regulations that must be adhered to include: 
 

1. Gramm Leach Bliley (GLB) ς Safeguard Act (was Bank Holding Act); 
2. Basel III ς for banks and financial institutions; 
3. Dodd-Frank ς Wall Street Reform and Consumer Protection Act; 
4. HIPAA ς Healthcare regulations including HITECH, ePHI, Final Ombudsman Rule, and Patient Protection 

and Affordable Care Act (Obama Care); 
5. Sarbanes ς Oxley Act (SOX) ς on financial assessment and reporting by authorized signing office; 
6. EPA Superfund ς governing land fill, pollutants, and asset disposal; 
7. Supply Chain Management ς to safeguard supply delivery to both primary and secondary sites including 

ISO 24762 (SSAE 16 for domestic suppliers and SSAE 3402 for international suppliers) and ISO 27301; 
8. Patriots Act ς Includes Know your Customer, and Money Laundering investigations to detect terrorist 

and illegal activities; 
9. Workplace Safety and Violence Prevention ς includes OSHA, DHS, OEM, and Governmental Regulations 

designed to insure the protection of people within the working environment; 
10. Office of the Comptroller of the Currency (OCC), including Foreign Corrupt Practices Act, OCC-177 

requiring a Recovery Plan, OCC-187 identifying Financial Records, OCC-229 governing Access Controls, 
and OCC-226 covering end user computing compliance. 

 
tŜǊƛƻŘƛŎ ŀǳŘƛǘǎ ƻŦ ǘƘŜ ōǳǎƛƴŜǎǎ Ƴǳǎǘ ōŜ ǇŜǊŦƻǊƳŜŘ ǘƻ ƛƴǎǳǊŜ ŎƻƳǇƭƛŀƴŎŜ ŀƴŘ ǘƻ ƎŜƴŜǊŀǘŜ ŀ άLetter of 
Attestationέ ōȅ ŜȄŜŎǳǘƛǾŜ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ǘƘŜ /9h ǎǘŀǘƛƴƎ ǎǳŎŎŜǎǎŦǳƭ ŎƻƳǇƭƛŀƴŎŜΦ  LŦ DŀǇǎΣ 9ȄŎŜǇǘƛƻƴǎΣ ŀƴŘ 
Obstacles are found that interfere with compliance, then they must be identified and plans to mitigate / mediate 
them documented and submitted to auditors and regulators.   
 
Gaps, Exceptions, and Obstacles reported to auditors and regulators must be review to determine the best 
response to correct the problem.  They must be assigned to a resolver who is identified and a due date must 
accompany the responsibility.  A follow-on audit will examine past problems to insure that they have been 
resolved, if not a further audit exception will be triggered which could be worse than the initial problem.  
Sanctions and fines are usually associated with Gaps and Exceptions that have not been repaired as promised.  
These penalties can have a high price tag through; criminal, civil, monetary fines, and restrictions placed on the 
business.  The damage to a corporationΩs reputation through these penalties and restriction could be 
uncorrectable and result in a loss of revenue that may cause clients to stay away and the business to close. 
 
It is therefore crucial to maintain adherence to laws and regulations in the countries that your company does 
business.  It is just as critical to be able to recover your business if a disaster event occurs because clients will 
leave if you cannot meet the service delivery goals outlines in the Service Level Agreement.  In some cases, non-
conformance to SLA requirements will trigger costly fines to cover the clientΩs loss of business and damage to 
the clientΩǎ reputation.  These costs can be extreme in some cases. 
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Strategies for eliminating Audit Exceptions, Gaps, and Obstacles  
 

 Review Business and Industry Compliance Requirements, both domestically and internationally; 

 Ensure Data Sensitivity, IT Security, and Vital Records Management;  

 Eliminate Data Corruption, Certify High Availability (HA) applications, Continuous Availability (CA) 

applications in order to achieve the Zero Downtime goal;  

 Upgrade the Systems Development Life Cycle (SDLC) to insure compliance is maintained; 

 Utilize automated tools whenever practical to improve efficiency and workflow; 

 Eliminate Single Point of Failure throughout the IT Environment; 

 Create Asset Management / Configuration Management / Inventory Management procedures; 

 Develop Problem / Incident reporting and Crisis Management; 

 Achieve Enterprise Resiliency; 

 Implement Corporate Certification; 

 Fully Document the environment, procedures, and supportive materials; 

 Integrate within the everyday functions performed by personnel through job descriptions;  

 Provide awareness and Training to staff and outside participants;  

 Conduct periodic testing and repeated audits to insure compliance is maintained; and, 

 Perform Post Mortems to isolate problems and make corrections as needed. 

 
The next two illustrations will further explain how to verify compliance to regulatory requirements and recovery 
time frames. 
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Compliance Reporting Technique  
 
Compliance reporting is achieved by gathering information from Business Units by their Operations Risk 
Managers, who then pass the information to the corporate Compliance Technical Risk Manager who validates 
the information and formulates a report to management where the Signing Officer reviews the report and signs 
a ά[ŜǘǘŜǊ ƻŦ Attestationέ statement that is submitted to the regulatory organization. 
 
 

 
 

Capturing and gathering compliance information is a corporate endeavor whose pathway is shown above.  It 

starts with the Business Units Operations Risk Manager, who provides the Technical Risk Manager with their 

reports.  The Technical Risk Manager validates reported information and compiles a Compliance Report to 

9ȄŜŎǳǘƛǾŜ aŀƴŀƎŜƳŜƴǘΣ ǿƘƻ ǊŜǾƛŜǿǎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ƎŜƴŜǊŀǘŜǎ ŀ άLetter of Attestationέ for delivery to 

regulators along with any required Compliance Reports.  This activity is performed on a periodic basis. 

The method shown above is use to support and validate many types of compliance and recovery operations with 
only slight alterations related to each type of operation being reviewed. 
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Creating Compliance Reports and a Letter of A ttestation  
 

 
 
 
The above illustration is how Compliance Reporting is performed within a business organization with the 
Sarbanes Oxley (SOX) act being used as an example.  The Sox Act was created after the financial crisis to ensure 
that financial organizations maintain current accounting methods that can be reviewed on a periodic basis by 
regulators.  There are three phases to the SOX Act from originating reporting and content (section302) to 
gathering financial information into a concise report that is safeguarded and accurate (section 404) to where an 
automated financial system is implemented that constantly monitors and reports on the financial status of the 
company (section 409). 
 
Information is gathered and reported on as shown in the last two illustrations, then reviewed and approved.  
²ƘŜƴ ŀǇǇǊƻǾŜŘΣ ŀ ά[ŜǘǘŜǊ ƻŦ !ǘǘŜǎǘŀǘƛƻƴέ ƛǎ ǎǳōƳƛǘǘŜŘ ōȅ ƳŀƴŀƎŜƳŜƴǘ ǘƻ ǘƘŜ ǊŜƎǳƭŀǘƻǊǎΦ 
 
This methodology is used to report on most compliance issues and is also used to validate recovery operations 
ǿƘŜǊŜ ŀ ά[ŜǘǘŜǊ ƻŦ !ǘǘestation: is generated to certify recovery for HA and CA applications in accordance with 
compliance and recovery time frames. 
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Enterprise Resiliency and Corporate Certification must be built on a solid 

foundation  
 

 
 
The Enterprise Resiliency and Corporate Certification process must be built on a solid structure.  Like a house 
needs a solid foundation to build its structure on, Enterprise Resiliency and Corporate Certification must utilize 
industry Best Practices in order to successfully achieve its goals, while insuring management that their direction 
has been validated by appropriate experts and proven industry operational improvements. 
 
The picture above shows that the house and its structure is built on the Best Practices of COSO / CERT Risk 
Management guidelines, CobIT Business Integration guidelines, ITIL Workflow Management, ISO 2700 
Information Security Management System guidelines, and the latest Recovery Management guidelines (industry 
and goal dependent) used to achieve Zero Downtime (Recovery Certification and Global Recovery Certification 
Standards) and the disaster and recovery objectives used to protect business locations and Information 
Technology services. 
 
Like all houses, access is governed by Physical and Data Security guidelines, while interactions of people within 
the house are governed by domestic and international access control guidelines. 
 
The immediate goal of achieving Enterprise Resiliency and Corporate Certification is to protect the company and 
its reputation from: threats; predators; violent events; and unauthorized access to physical environments or 
ǎŜƴǎƛǘƛǾŜ ƛƴŦƻǊƳŀǘƛƻƴΦ  .ǳƛƭŘƛƴƎ ǘƘƛǎ άDome of Protectionέ ƻǾŜǊ ǘƘŜ ŎƻƳǇŀƴȅ ǿƛƭƭ ƪŜŜǇ ōǳǎƛƴŜǎǎ ƻǇŜǊŀǘƛƻƴǎ ǎŀŦŜ 
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from interruptions caused by outside disturbances, while improving the efficiency of the staff and supporting 
participants (i.e., sub-contractors and business associates). 
 
The long term goal of Enterprise Resiliency and Corporate Certification is to better prepare the company for the 
way business will be conducted in the future.  New laws and technologies will be easier to integrate, the 
efficiency of the staff and operations workflow will improve, a greater degree of physical and data secured 
achieved, and the reputation of the corporation will be held in the highest esteem ς thereby helping to support 
and generate business. 
 

COSO Risk Assessment Guidelines 
 

 
 
Starting with a Risk Assessment of your company will assist in defining the requirements associated with 
Enterprise Resiliency and Corporate Certification.  The above illustration above shows the Risk Management 
DǳƛŘŜƭƛƴŜǎ ŘŜǾŜƭƻǇŜŘ ōȅ /h{ ŀƴŘ ŀǊŜ ŎƻƴǎƛŘŜǊŜŘ ƛƴŘǳǎǘǊȅ ά.Ŝǎǘ tǊŀŎǘƛŎŜǎέΦ  /9w¢ ŀƭǎƻ Ƙŀǎ wƛǎƪ aŀƴŀƎŜƳŜƴǘ 
DǳƛŘŜƭƛƴŜǎ ǘƘŀǘ ŀǊŜ ŎƻƴǎƛŘŜǊŜŘ ƛƴŘǳǎǘǊȅ ά.Ŝǎǘ tǊŀŎǘƛŎŜǎέ ŀƴŘ ŀǊŜ ǾŜǊȅ ǎƛƳƛƭŀǊ ǘƻ /h{hΦ 
 
 






































































