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Combining disciplines
will insure operations,
improve efficiency, and
reduce recovery times.
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Public Advocate will
provide insurance
review, recovery
coordination, and
claims processing.
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Enterprise Resiliency combines all recovery operations into one
discipline using a common language and tool set that is
constructed via best practices guidelines.

Site Infrastructure Management for primary and secondary
locations to ensure infrastructure, sizing, and successful recovery
(includes Asset, Inventory & Configuration Management).

Corporate Certification guarantees that the company complies
with all laws in the countries they do business in.

Security, Salvage and Recovery protects your assets and repairs
your damaged site in preparation for returning to normal
production operations.

Supply Chain Management to guaranty delivery of supplies and
materials to the appropriate location.

The following article was created to explain how a company can achieve effective recovery and
compliance througlEnterprise Resiliency and Corporate Certificatidins intended to provide a solid
foundation upon which your company can achieweoptimized, safeguarded, and compliant
environment for both business and Information Technology locatidsa result of these efforts the
company and its personnel will positively enhance their reputation.

Companies followig the directions outlinedni this paper wilimprove production and recovery
operations, ensured the company reputation, and generally achieved a higher degree of business
operations with fewer interruptions. Additionally, tieeaff will bebetter trained, have aigher degree
or morale, andthe company will achieve a higher rate of retentimn people and businesdients

(both present and prospective)
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What is Enterprise Resilie ncy and Corporate Certification

Ly (G2RlI&Qa o0dzaAySaa Sy@AiNRYyYSyi;réciver joar bsadSwitiny LI2 NI |y
Recovery Tim©bjectives (RTO) described Of A Sy i Qa { S NIBAASherde ®@iSiande INBS S Y Sy
laws,and meet thecritical needs offour businessand itsclients. Additionally, protecting client informatimand

adhering tosecurity/ regulatoryrequirements ofthe countries you do business in hascome crucial

Acompanycan be sanctioned for failing to meet recovery and secuwfifgctives, but itouldalsosuffer a loss
2F NBLMziF GA2y GKFEG ¢2dzf R risultNddloss &f 8ust adybusinessS somatiznes 00 Q &
great that the company would neveecoverif a disaster event interrupts production processing

To better protect an organization and adhere to compliance and recovery requirements, organizations are
turning to Enterprise Resilienceo combine all recovery operatior@d personnel withina single entity that
speaks the same language and uses the same tool set, Gdviforate Certificatiorassureghat the company
adheres to the laws and regulations of all countries they do busine€3ambining these two objectives will
best protect thecompany and assure compliancéhis document will help you achieve these goals.

An explanation of the components that make up Enterprise Resiliency and Corporate Certification is provided
below.

Enterprise Resiliency and Corporate Certification

Insurance Needs Enterprise Enterprise Resiliency comhines all recovery

and Claims Resiliency operations into one discipline using a common
language and tool set.

Corporate Certification guarantees that the

Security, Salvage, Emergency Operation company complies with all laws in the
Restoration Center (EQC) countries they do business in.
Emergency Bus[nef.s Workpl_ace Risk & Crisis Physical and Data
= e ez Management Security
Management Management Prevention

Processing Sites and
Supply Chain Management

Business Locations, IT Sites, and
v Supply Chain Management

Domestic International Primary ., Supply AR Secondary
Compliance Compliance Site Chain Site

Corporate Certification
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Emergency Operation Center (EQ€}he heart of recosry operations and is responsible for coordinating
recovery operations and assisting executive management in congriuisiness operations from the primary or
secondary site (either Information Technology or Business Unit Location). The EOC spedleshdth Desk to
determine that a problem has occurred that requires the activation of an emergency response plan. The
response plan can be conducted by First Responders (Police, Fire, Government, Utility Supplier, Homeland
Security, OEM, EMT, etc.), Besia Recovery professionals (Business Unit recovery), Disaster Recovery
professionals (Information Technology services and locations), or the activation of a Crisis Management Plan
(Risk Managers, Auditing, Medical, etc.). Also, any workplace violen@ik@etnd active shooter or disgruntled
employee) must be addressed through the EOC. Because of the many recovery disciplines and their differing
languages, it is important that EOC personmel the language spoken by tldésciplines and the procedures
they normally follow.Additionally, EOC personnel must be aware of any compliance issues that may occur
because responding to compliance violations can result in criminal, civil, and reputational loss and a proper
response must be formulated and deliverasl soon as possible to limit exposure and protect the company
reputation. Because of these demands, Enterprise Resiliency and Corporate Certification were created.

Components included iBnterprise Resiliencgre: Emergency Management; Business Reco\isgster
RecoveryRisk & Gsis Managementand Physical and Data Security to produce a safe work space. Achieving
this goal requires the use of a common language and set of tools for recovery management so that the recovery
teamscan better communicateare more efficientand can easily share knowledge and information.

Corporate Certificatiorensures compliance with domestic and international laws where the company does
business. Implementation, testing, and periodic audits of compliance must be cieodwith the resolution of
any detected gaps and exceptions performed in a timely manner.

Insurancecovering management and an interruption to business must be obtained so that outages can be
resolved without interrupting the profit or any new line of liigss. It is important to have a public advocate
assist you in reviewing your insurance needs and obtaining the appropriate level of insurance best suited to
protecting your business. Public advocates will alsstagsil in time of disaster by formulaii recovery
strategies, hiring companies to provide recovery serviaad,submitting claimfor work that had to be
performed to resolve the disaster event.

Site Security, Salvage, and Restoratjonust be achieved when a disaster event results in Faspéhders
being called (i.e., Fire, Flood, Workplace Violence, etc.) and the loss of access to the site for a prolonged period
of time due to police action, or damage due to resolution of a disaster event.

Primary and Secondary si@pplication migrationn support of recovery operations and the relocation of

business locations to an alternate site are imperatives that must be included in Disaster and Business Recovery
Plans.BusinesRecoverylocations must have sufficient personnel, seats, equipment,saglies to support
business, while IT Recovery sites must have sufficient processing capacity and performance to support business
operations. Network Communicationgnust also be addressed to support primary and secondary sites.

Supply Chain Managememhust be assured in time of disaster, so it is imperative that providers adhere to
national and internationaguidelines (ISO 27301) aladvs regarding supplief$SO 24762) both domestically
(SSAE 16, NIST 889 and internationally (SSAE 3402).
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The discipnes included in Enterprise Resiliency and Corporate Certification are shown above, but how you get
to that structure requires many people combining their knowledge of the business, its products and services, its
clients, and the procedures neededrtwre efficienty support and maintain clients going forward

Achieving Enterprise Resiliency and Corporate Certification requires the combined knowledge of the corporation
and its participantgi.e., vendors, business associates, elgng with a strongrowledge of the laws and

regulations that must be adhered to by the company in order to achieve compligceverview of Business
Continuity requirements is shown in the following illustration.
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How to integrat e Business Continuity Management within t he organization

Charter:

Conti ngency Eliminate Business Interruptions:;

-

- +«  Ensure Continuity of Business;

Contlng_en_cy_Reccwery Planmng +  Minimize Financial Impact; and
Disciplines .

Adhere to Legal ! Regulatary ] “These four Contingency Planning

Requirementa Disciplines allow for logical work
separation and better controls”

Disaster Business
Recovery Recovery
Corporate Asset “Establishing interfaces with key
gﬁg:ﬂﬁn Teahnology Protection d:par‘tments wi{lil allow for the inclduslon
" oT cO DrﬂtB-Wi e recove rocedures
»  Critical Jobs; Risk +  Inventary Control [Securr'rly, Salvage, and Rgstpnrniinn, etc.)
= Data Sensitivity and Accass Management : ézi%;t‘;f;iﬁMGﬂ[ in department specific Recovery Plans”
Conftrols;
» Vital Records Managament; Risk Management Management
+ aulling and Data Recovery; - BU?'"EHS Continuity; and
« Racovery Time Objactives; + Exposures (Gapsand  «  Office Recovery.
» Recovery Point Objectives; and Exceptions);
- = Insurance;

Mainframe, Mid-Range, and

Servers. = Legal/ Regulatary

Requiraments;
«  Cost Justification: and
= Vendor Agreements,

Executive Information
Management Taechnology

Facilities

Company
Operations

Contingency
Recovery
Planning

“Contingency Planning affects every part of the
organization and is separated into logical work

areas along lines of responsibility™.

Supply Chain safeguards
must be enforced to s i General
maintain supply delivery uppliers Services

and continued operations

Parsonnel

Auditing

Public
Relations

Finance

The picture shown above illustrates the manycifines needdto contribute to achieving an environment that
integratesEnterprise Resiliency and Corporate Certificatigimin every day functionperformed by personnel
and includedn their job descriptions and supportive documentatiofhe development procestarts with a
Charter and then goes on to discussions with the many business areas, including suppliers andwandors
must understand corpa@te goals and how their particiian can help achieve the objectives described in the
Charter document.

Fromthe combined knowledge of staff and participatipgople, the company will formulate a direction leading

to compliance and improved recovery operations. That decision wouleberibed within a Business Plan
submitted to management in both nitten and presentation format Its goal is to receive management

approval, a budget to implement and maintain Enterprise Resiliency and Corporate Certification going forward,
and the strongsupport of management to encourage participation in creating and maintaining these disciplines
throughout the organizationThe Business Plan will contain sections describing the Charter and Mission
Statement, all goals and objectives, and a Project laaling to implementation of the process. These sections
are described below.
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Steps to Recovery Management and Enterprise Resiliency

Formulate Recovery Management Charter, including:
* Charter, Mission Statement, Business Plan;
* Project Plan, Goals and Objectives, Functional Requirements and Skills, Task Descriptions, Timeline;
* Management Support, Funding, and Announcement.

Project Plan, Organization Structure, Job Functions;
* Work Flow and Systems Development Life Cycle;
* Problem Management and Help Desk;
* Change Management and Version and Release Management;
» Asset and Configuration Management;
» Access Control and Library Management;
» Service Level Agreements (SLA) / Service Level Reporting.

Library Management, including:
» Group Drive for sharing / developing information;
* Public Drive to house:
* Recovery Plans and Training Materials;
¢ Glossary of Terms;
« Continuity of Business Public Documents.

Recovery Management Coordinators from Business Units;
» Subject Matter Experts supporting Business Units.

Selection of automated Recovery Management tool and Integration:
» Risk Management Assessment, Business Impact Analysis;
* Recovery Plan creations, and Recovery Plan testing from Table-Top to Recovery Certification;
» Mitigate any Gaps & Exceptions;
» Mediate any Obstacles Impeding Recovery Testing;
* Repeat Testing — Repair — Testing Cycle until Recovery Certified;
» Repeat testing until Gold Standard is reached via Flip / Flop ability;
+ Integrate process within everyday functions performed by personnel.

The above illustration demonstrates the direction to take in order to achieve the goals of Recovery Management
and Eterprise Resiliency. Recovery Management is concerned with the restoration of business operations as
shown in the Charter statement in the previous diagram, whereas Enterprise Resiliency combines the various
recovery disciplines into a cohesive organimatall speaking the same language and using the same tools.

OYUGSNIINARAS wSaAfASyOe ddaNya (GKS LINBaSyd a¢2¢SN) 27
cultural and using the same language. It helps a company best optimize théthserecovery experts

presently on staff and in the community (i.e., Government, Industry Organizations, etc.). Through
implementation, documentation, training, and integration an optimized environment will be maintained.
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Charter and Mission Statement

TheBusiness Plaastablishes directionleading to the implementation of Enterprise Resiliency and Corporate
/ S NI A FthaOwolldingrb\eefficiency and protection for clients and business operatitioth
domestically and internationaljy It addresses:

e Enterprise Resiliencto combine recovery operations using a common set of tontsspeaking a
common language thdbstersimproved detection and recovery from disaster events and incidents;

e Corporate Certificatiorto comply with regulatory reguements within the countries that the company
does business;

e Adherence taecovery timesdemanded within a Service Level Agreeméit4 and the Recovery Time
Objectives RTQ of applications and operations;

e Utilization ofdata synchronizatiorin accordace to SLA / RTO requirements by utilizing the best
Information Technology methods associated withrary ManagemenData Sensitivity, Access Control,
and Vital Records Management

e ! GAT AT A yBBstRraftiRelza GiRE 0d@zA f R | YR A Viedty@ndEyrporate y (i S NLINR &
Certification;

e | OKAZ@®Powmntimé 20 2S00 A Cehitied Bekovd@ydzFFk2 N | A IK ! GF At 0Af A
I LILX A OF G A 2y a GoldSRndar@®ekifRaidhy F 2INJ d 2 yailablg' (@R) dgplications. @
Failover/ Failbackcapabilities allow applications to move from a primary site to a secondary site within
SLA / RTO guidelines (usually from72 hours), while Flip / Flogoals allow CA application to process
in either the primary or secondary site at any time and have #pability to immediately flip
operations between sites. Flip / Flop requires data to be in sync at both the primary and secondary
sites, while Failover / Failback requires incremental synchronization of data between the primary and
secondary site in accdance to SLA / RTO requirements.

e Incorporation ofproblem / incidentrecognition, circumvention, reporting, routing & escalation,
resolution / recovery, tracking, reporting, pestortem, and correction of any procedures that would
improve operations and dice outages.

¢ Incorporation ofrecovery plandor a fullrange of problems that could impact production operations

o Definition of updates / changes to personfighctional responsibilitiesandjob descriptions

e Fullydocumentall standards and proceduresié provide awareness artthining sessions to staff and
other participants.

¢ Integrateall new procedures and standards within the everyday functions performed by the staff and
participants.

e Incorporatesupport and maintenancg@rocedures going forward.

e Perbdicallyexercise recovery plan® insure their accuracy, documenting the event and making any
changes needed to improve recovery operations.

Created by: Thomas Bronack © Page:9 bronackt@dcag.corh917-673-6992




Achieving Enterprise Resiliency and Corporate Certification

July 4, 2013

Objectives and Goals needed to protect the business and achieve compliance

Goals and Objectives:

Protecting the Business

. Eliminate / Reduce Business
Interruption

Insure Continuity of Business by
certifying application recovery

Conduct Risk Management and
Insurance Protection reviews

. Provide Personnel Protections
(HRM, Safe Workplace, and
Employee Assistance Programs)

Vendors - Supply Chain
Management & Control
(IS0 24672 / 1SO 27031)

Protect Clients (Products /
Services) via adherence to SLA /
SLR guidelines

. Locations / Infrastructure

Community / Business / Personnel

Lines of Business

. Physical / Data Security

Compliance

Recovery Management

. Optimized Operations

Insurance

Reputation

Protecting Information Technology

. Build IT Location (Safe Site,
HVAC, Water, Electrical, Raised
Floor, etc.)

Asset Management (Asset
Acquisition, Redeployment, and
Termination)

Configuration Management /
Version and Release Management

. Use Best Practices like CERT /
COSO, CoblIT, ITIL.v3

Mainframe, Mid-Range, Client /
Server, and PC safeguards

Communications (Local, LAN,
WAN, Internet, cloud)

. System Development Life Cycle
(SDLC) optimization

Products and Service Support
Development, Enhancement

Support and Maintenance for
problems and enhancements

. Data Management (Dedupe/
VTL / Snapshots / CDP)

Information Security Management
System via 1ISO27000

Data Sensitivity and Access
Controls (Applid / Userid / Pswd)

. Vaulting, Backup, and Recovery

Disk / File copy retrieve utilities

RTO, RPO, RTC

The Goals and Obijectives inohablin the Business Plan are designed to develop and implement disciplines that
would lead to better protecting the business through the v$énformation Technology and #kflow process
improvements.

The guidelines formulated through this process wifjuiee input from all recovery management disciplines so
that the best results can be achieved through their combined knowledge and experiEntagency
Managementpersonnel would help define methods for protecting the Workpld@isaster Recoverpersonrel
would help define methods for protecting Information Technology, Bodiness Continuitypersonnelwould
help establish methods for protectingvacuating, and recoveridmisiness locations.

Risk Managementvould benefit through these new disciplinbg being better able to identify audit
requirements and the development of Crisis Management Plans to respond to risks and exp&iskes.
Management will also obtain Insurance, negotiate Vendor contracts, and communicate with management.

Workplace Safty would be achieved througRhysical SecuritguidelineOSHA, DHS, OEM, NYPA 1600, etc.)
and company informatiosafeguardsvould be achieved througBata Security(ISO 27000) All clients would

be better servedand protectedthrough improved data margement, access controls, and vital records
management related to backup and recovery operations.

Created by: Thomas Bronack © Page:10 bronackt@dcag.corh917-673-6992




Achieving Enterprise Resiliency and Corporate Certification July 4, 2013

Establishing the Risk Management E nvironment

Risk Management, Objectives and Process

* Define Risk Managementand Business Impact Analysis Process;

* Define Legal and Regulatory Requirements;

* Determine Compliance Requirements;

* Perform a Risk Assessment to uncover Obstacles, Gaps, and Exceptions;
* Define Mitigations / Mediations;

* Calculate cost to Mitigate / Mediate and prioritize responses;

* Review Vendor Agreements and possible Supply Chain interruptions;
* Obtain Insurance Quotes and select appropriate insurance protection;
* Integrate within the everyday functions performed by personnel;

* Create “Crisis Response Plans” to respond to Specific Risks;

* Develop documentation, awareness, and training materials; and

* Provide Support and Maintenance going forward.

Risk Management must be performed to define your compliance requirements and to detect any gaps and
exposures/ou may have that interferes with achieving compliance. Also, any obstacles that may impede your
ability to achieve compliance, or recovery, must be identified tBefer toCOSG@nd CERTuidelines for
LISNF2NX¥AY3I wAaal alyl3sxd®dgaéd2 | RKSNBE G2 a.Sad t NI O

Once identified impediments and obstacles are rated as to their relative cost and likelihood of occurrence and
reported to management, where a decision is made to either repair the problem or seek insurance to protect
against the occurrence.

When compliance is required, the gaps and exceptions must be mitigated. If an obstacle impedes production or
recovery operations then it must be repaired as well. Gaps and Exceptions are related to compliance regulation
adherence, while Obstacles are mostjated to equipment, capacity, or performance restrictions. Obstacles
occur mostly when production growitr new technologieare not factored into recovery operatiomd the

secondary site. It is therefore imperative that change management includeitg@and performance profiles

and the use of new technologies so that appropriate precautions can be made to support recovery operations.

Similarly, whenever new laws and regulations are enacted, then existing Risk Management techniques must be
adjustedaccordingly. Finally, all documentation must be compatible with new and changed applications via
Version and Release Management, awareness, and training to designated personnel.
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Establishing the Recovery Management Process

At first, establishing the Enterise Resiliency and Corporate Certificat@mvironmentrequiresthe formulation
of aRecovery Management Plamsed to outline how to protect Business Locations, Information Technology,
and assist Risk Management in protecting the enterprise from imdn,giata lossor corruption.

The Recovery Management process includes people who need to havéutitional responsibilitiesand job
descriptions modified updatedto meet their newresponsibilitts. Documentation used by affectpdople

must be upgaded to reflect theimew responsibilities and procedures used to achieve new standards, which is
accompanied by awareness and training sessions.

Finally the new Enterprise Resiliency and Corporate Certification prodetegisatedinto the everyday
operations performed by the staff, including support and maintenance procedures going forMaisiprocess
includes:

¢ Formulate Recovery ManagemeBtisiness Plan

o Create aProject Plarto achieve Recovery Management Goals;

¢ Define Recovery Managemeoitganization structureandjob functions

¢ Implement aRecovery Management Library Management Systtarcontain recovery documents,
training materials, and recovery plans;

e Develop &commonRecovery Management Glossary of Terms to create a Corharyguageused ly
recovery personnel, thereby making it easier to understand threats and responses;

e Select/ create an automated Recovery Managemiantl Setthat will be used by all recovery
management personnel, so that problem relationships and trends can be beststodérand
corrective actions be practively achieved;

¢ Identify Recovery ManagemeBtakeholders and Participanfsom all areas of the company;

e FormulateRecovery Teamand a Chain of Command for identifying events and reporting them to the
appropriate peson;

e EstablisitCommand CenteProceduredor all types of problems and have them interface with the Help
Deskand Emergency Operations Centenen critical issues arise;

¢ Have theHelp Deskespond to problems and escalate disaster events to a point wiengselect a
recovery plan and contact the Contingency Command Center for them to validate the event and initiate
recovery procedures;

¢ Have theContingency Command Centeoordinate recovery activities with responders and the
Emergency Operations Center;

¢ Initiate Security, Salvage, andeRtoration procedurego insure rapid recovery dhe failing site It
would be wise to establish this relationship early on so this company can assist in the planning and
implementation process;

e Have theEmergency Operabins Centerformulate emergency teams to mahe EOC and have them
monitor recovery actions, while EOC management coordinates with Executive Management on progress
andor set-backs;

e HaveExecutive Managementoordinate communications tolients andhe outside worldregarding the
response to emergency events and the progress being radestore business operations;

e Process production at thBecondary Siteluring the disaster evengnd,

e Return to the failing siteafter the disaster event has been resadvand theprimarysite has been made
ready to receive returning personal.
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Pathway to achieving Enterprise Resiliency and Corporate Certification

In order to achieve Enterprise Resiliency and Corporate Catitificit is necessary to perforthe following
tasks, including:

¢ |dentify theEnterprise Resiliencgoals and objectives that management wants achieved,;

¢ Define Domestic and Internation@ompliancerequirements;

¢ Review all existin§ecurity and Recovergperations;

o Perform aRisk Assessmenb define existinggaps, exceptions, and obstacles that would interfere with
recovery operations associated with Zero Downtime, High Availability, and Continuous Availability as
defined by management and contained in Service Level Agreements (SLA);

¢ Define Lines aBusiness and their recovery requirements by performiuainess Impact Analysis
(BIA);

¢ ReviewSLA and RT€&covery time objectivethat must be adhered tand establish Data Management
Standards associated with Data Sensitivity, Access Controls, ah&&Gbrds Management;

¢ Review almandatedindustry and application recovery time requirements;

¢ Examinepresent capabilityto recovery operations within required time limits;

¢ Evaluate Command Centeperations and how they respond to encountered problenrscidents to
insure that they identify and respond to emergency events appropriately;

e Ensure that theHelp Desks provided with a Recovery Plan Library that they can utilize to identify
emergency events and follow procedures used to initiate recoveryatjpas;

¢ Connect Help Desk Operations with fientingency Command Centtyr initiate recovery operations;

o Determine how besto integrate recovery and security operations within the everyday functions
performed by the staff and participants;

e Selectautomated Recovery Management Totd create, test, and implemeriRecovery Plans

¢ Define standards andocumentationrequirements and produce materials;

e Create amAwareness and Trainingrogram for staff and participants;

¢ ImplementSecurity(Physical and Dataygcedures and test their effectiveness;

o DevelopRecovery Planand test their ability to achieve recovery guidelines;

e Create & Enterprise Resiliency and Corporate Certificatl®roof of Concept LINP OS&da | yR 206
management approval to go forward,;

¢ Implement and RoHOut Enterprise Resiliency and Corporate Certification;

e Create / update alob functional responsibilities and job descriptionss needed;

¢ Publish update@®tandards and Proceduremd other necessary supportiéiddcumentationmaterials;

e Initiate Training and Avarenessprograms for existing and new staff and participants;

e EstablisiSupport and Maintenancerocedures going forward; and,

e Continuously testand upgrade recovery and security operations, as needed.

Following hisprocess will help gtablishthe Enterprise Resiliency and Corporate Certificatiod maintain it

J2Ay3 F2NBIFNRYX GKSNBoe@ AyadaNAy3d &2dz2NJ O2YLI yeQa FoAf
domestically and internationallyit will eliminate / reduce disaster emts, safeguard the company reputation,

improve workflow and operations, lead to better retention and attraction of staff and cliamsthereby
AYLINRGAY3 o0dzaAySaa LINRPFAGIOAfAGE YR GKS O2YLI yeéQa

Created by: Thomas Bronack © Page:13 bronackt@dcag.corh917-673-6992




Achieving Enterprise Resiliency and Corporate Certification

July 4, 2013

Potential threats and their impact on the bu siness

Malicious Activity:
« Fraud, Theft, and Blackmail;
« Sabotage, Workplace Violence; and
« Terrorism.

Natural Disasters:
Fire;
Floods and other Water Damage;

Severe Weather;
Air Contaminants; and
Hazardous Chemical Spills.

Technical Disasters:

« Communications;
Power Failures;
Data Failure;
Backup and Storage System Failure;
Equipment and Software Failure; and
Transportation System Failure.

External Threats:
« Suppliers Down;
« Business Partner Down; and
« Neighboring Business Down.

Facilities:
« HVAC — Heating, Ventilation, and Air Conditioning;
« Emergency Power / Uninterrupted Power; and
« Recovery Site unavailable.

Avian, Swine, or other Epidemic / Pandemic occurrence;

Recovery Management plans for loss of a location, service,
vendor, or personnel due to a disaster event, while safeguarding
the company reputation.

Disasters can render unusable / un-accessible specific resources
(like a building) due to: flooding; water damage: inclement
weather; transportation outage; power outage; or many other
situations. Rather than write specific recovery plans for each
event that could render a building un-accessible, a single plan for
loss of a building can be written and incorporated into the crisis
management plan associated with the specific disaster event
causing the need to evacuate a building.

Disasters result from problems and problems are the result of a
deviation from standards. By making sure your standards and
procedures are correct and maintained you will reduce disaster
events. These procedures should be included in the SDLC,
Maintenance, Support, and Change Control process.

Working with the community will allow recovery managers to
become good neighbors, build relationships with other recovery
managers, and keep aware of situations outside of their control.

Working with governmental agencies like OSHA, FEMA , OEM,
and Homeland Security will help recovery managers to stay
current with compliance needs and recovery planning trends,
thereby better safeguarding the workplace and employees.

The goal of Recovery Planning within a company is to be aware of the potential events that could lead to a
disaster, ranging frorMalicious ActivitiesNaturd Events and Disasters, Technical Disasters, External Threats,
and Facility Failures.

The range of potential disaster events has resulted in a number of different recovery disciplines from First
Responders and Emergency Management (Fire, Police, EMT, Government, Utilities, etc.) through Risk / Crisis
Management (specific events like Pandes or Hazardous Materials, etc.), Audit Gaps / Exceptions / Obstacles
impeding production or recover operations (usually related to Information Technology or Disaster Recovery),
and Business Recover responsible for business location operations andriesove

The range of Potential Threats must be factored into the planning and testing process associated with Recovery
Management and Enterprise Resiliency to best safeguard the business through normal production and recovery
operations.
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Adhering to Compl iance Laws and Regulations

Some of the Laws and Regulations that must be adhered to include:

1. Gramm Leach Bliley (GLBBafeguard Act (was Bank Holding Act);

2. Basel Il for banks and financial institutions;

3. DoddFrankc Wall Street Reform and Consumebpfection Act;

4. HIPAAC Healthcare regulations including HITECH, ePHI, Final Ombudsman Rule, and Patient Protection
and Affordable Care Act (Obama Care);

5. Sarbaneg; Oxley Act (SOX) on financial assessment and reporting by authorized signing office;

6. EPA Sperfund ¢ governing land fill, pollutants, and asset disposal;

7. Supply Chain Managementto safeguard supply delivery to both primary and secondary sites including

ISO 24762 (SSAE 16 for domestic suppliers and SSAE 3402 for international supplier978td SO

8. Patriots Actc Includes Know your Customer, and Money Laundering investigations to detect terrorist
and illegal activities;

9. Workplace Safety and Violence Preventignncludes OSHA, DHS, OEM, and Governmental Regulations
designed to insure the prettion of people within the working environment;

10. Office of theComptroller of the CurrencyOCC), including Foreign Corrupt Practices Act;X3CC
requiring a Recovery Plan, OC&7 identifying Financial Records, O229 governing Access Controls,
and OC&26 covering end user computing compliance.

t SNA2RAO | dZRAGA 2F GKS o0dzaAySaa YdaAald adterbSNF2NXSR
Attestationt o6& SESOdziA @S YIyl3SySyid FyR GKS /9h adldaAay3
Obstales are found that interfere with compliance, then they must be identified and plans to mitigate / mediate
them documented and submitted to auditors and regulators.

Gaps, Exceptions, and Obstacles reported to auditors and regulators must be revieteroide the best

response to correct the problem. They must be assigned to a resolver who is identified and a due date must
accompany the responsibility. A follemn audit will examine past problems to insure that they have been
resolved, if not a furthr audit exception will be triggered which could be worse than the initial problem.
Sanctions and fines are usually associated with Gaps and Exceptions that have not been repaired as promised.
These penalties can have a high price tag throegminal,civil, monetary finesand restrctions placed on the
business. The damage to a corporafreputation throughhese penalties and restriction could be

uncorrectable and result in a loss of revenue that may cause clients to stay away and the busiheses to

It is therefore crucial to maintain adherence to laws and regulations in the countries that your company does
business. Itis just as cddil to be able to recoverour business if a disaster event occurs because clients will
leave if you cannatneet the service delivery goals outlines in the Service Level Agreement. In some cases, hon
conformance to SLA requirements will trigger costly fines to cover the @ilerstsof business andlamage to

the clientQ @putation. These costs can be extrein some cases.

Created by: Thomas Bronack © Page:15 bronackt@dcag.corh917-673-6992




Achieving Enterprise Resiliency and Corporate Certification July 4, 2013

Strategies for eliminating Audit Exceptions, Gaps, and Obstacles

e ReviewBusiness and Industry Compliance Requirements, both domestically and internationally;

o EnsureData Sensitivity, IT Security, and Vital Records Management;

¢ Eliminate Data Corruption, Certify High Availability (HA) applications, Continuous Availability (CA)
applications in order to achiewbe Zero Downtime goal;

e Upgradethe Systems Development Life Cycle (SDLC) to insure compliance is maintained;

e Utilize automated bols whenever practical to improve efficiency and workflow;

¢ EliminateSingle Point of Failure throughout the IT Environment;

o CreateAsset Management / Configuration Management / Inventory Management procedures;

e DevelopProblem / Incident reporting and CissManagement;

e AchieveEnterprise Resiliency;

¢ ImplementCorporate Certification;

e Fully Documenthe environment, procedures, and supportive materials;

¢ Integratewithin the everyday functions performed by personnel through job descriptions;

e Provideawareness and Training tetaff and outside participants;

¢ Conductperiodic testing and repeated audits to insure compliance is maintaiuedi;

¢ PerformPost Mortems to isolate problems and make corrections as needed.

The next two illustrations will further exgih how to verify compliance to regulatory requirements and recovery
time frames.

Created by: Thomas Bronack © Page:16 bronackt@dcag.corh917-673-6992




Achieving Enterprise Resiliency and Corporate Certification July 4, 2013

Compliance Reporting Technique

Compliance reportings achieved by gathering information from Business Unitthby Operations Risk

Managers, who then pass the informati to thecorporateComplianceTechnical Risk Manager who validates
the information and formulates a report to management where the Signing Officer reviews the report and signs

ad [ S i ieMati@éBtatement that is submitted to the regulatory orgaaiion.

Company Operations

Operations
Risk Manager

Operations
Risk Manager

- Extract Information,

- Generate Financial Reports,

- Ensure Record Safeguards,

- Ensure Record Formats,

- Generate Compliance Reports,
- Validate Information,

- Submit Reports.

Technical Services

Technical
Risk Manager

- Protect Information,

- Data Security,

- Access Controls,

- Library Management,

- Production Acceptance,

- Version and Release Mgmt.,
- Business Continuity,

- Disaster Recovery,

- Emergency Management,

- Standards and Procedures.

Executive Management

Chief Executive
Officer (CEO)

Chief Financial
Officer (CFO)

- Validate Information,

- Establish Reporting Criteria,
- Gather data and report,

- Review Reports,

- Attest to their accuracy,

- Submit Reports.

Compliance Reporting

Compliance
Reports

- Report Information,
- Submitted Quarterly,
- Attested to Annually,

- Reviewed by SEC and
other agencies to insure
compliance.

Section 404 of the Sarbanes-Oxley Act (SOX) says that publicly traded companies must establish, document, and maintain
internal controls and procedures for Financial and Compliance reporting. It also requires companies to check the
effectiveness of internal controls and procedures for Financial and Compliance reporting.

In order to do this, companies must:

* Document existing controls and procedures that relate to financial reporting.

+ Test their effectiveness.

* Report on any gaps or poorly documented areas, then determine if mitigation should be performed.
* Repair deficiencies and update any Standards and Procedures associated with the defects.

Capturing and gathering compliance information is a corporate endeavor whose pathway is shown above. It

starts with the Business Units Operations Risk Manager, whadesthe Technical Risk Manager with their
reports. The Technical Risk Maer validates reported information and compiles a Compliance Report to

9ESOdzi ABS al yI3SYSyilis 6K2 NB O Acharéf Attestafioréfoy dElveyMd G A 2 Y

regulators along with any required Compliance Reports. This activity igipedan a periodic basis.

The method shown above is use to support and validate many types of compliance and recovery operations with

only slight alterations related to each type of operation being reviewed.
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Creating Compliance Reports and a Letter of A ttestation

Creating Compliance Reports

Sarbanes
Oxley Act (SOA)

Executive Management Re-Design Compliance Reports

Section :-S_ingilng (_)fFlce_r(_s) _______ l _____ :
302 ) I| CEO, CFO and Review I Design
Dem:gn I  Compliance Compliance I Compliance
Compliance Officer Requirements 1 Reports ] No
Reports " ID - oo o o o o e e e e e e e e e -
Create (TRM) Create (ORM) Agree on |
Technical Technical Operational Reports ?
Section Services Risk Manager Risk Manager
404 M i
anua Depts. Extract Compliance ORM
Cmpllal.nce —| Reporting Data Reports Report (s)
FLIFIL (Manual Mix) NI_' Created Review

CEO and CFO TRM
CEO/CFO | Review Report (s)
Attest To Y Report (s) Review

Compliance

Section

Compliance Compliance Compliance —{ ORM |— TRM
Reporting Data Extracted Reports Review Review
Automatically Generated
Reports CEO and CFO
Sarbanes Submitted Review

Oxley Act (SOX)
Reporting

The above illustration is how Compliance Reporting is performed within a business organization with the

Sarbanes Oxley (SOX) act being used as an example. The Sox Act was created after the financial crisis to ensure
that financial organiZ#gons maintain current accounting methods that can be reviewed on a periodic basis by
regulators. There are three phases to the SOX Act from originating reporting and content (section302) to
gathering financial information into a concise report that ifegaarded and accurate (section 404) to where an
automated financial system is implemented that constantly monitors and reports on the financial status of the
company (section 409).

Information is gathered and reported on as shown in the last two illtising, then reviewed and approved.
2 KSY FLILINPOGSRI | a[ SGGSNI 2F 1 4G6GSadrdAz2yé Aa adoYAdd

This methodology is used to report on most compliance issues and is also used to validate recovery operations
g KSNB I & ¢stationr S geheated tb cetify recovery for HA and CA applications in accordance with
compliance and recovery time frames.
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Enterprise Resiliency and Corporate Certification must be built on a solid
foundation

Best Practices consist of:

o COSO/ CobIT / ITIL;
o 150 27000; and

#  FFIEC, etc.
Enterpeiss Regllisncy conslst of: House of Enterprise Resilience
Emergency Management; ] ]
Business Continuity Management; Foundation consist of:

Workplace Violence Prevention;
Workflow Management,
Functional Responsibilities;

Job Descriptions; and
Standards and Procedures.

Enterprise Resiliency;

Risks and Compliance issues;
Corporate Certification Guidelines;
Best Practices;

Available Tools; and

Certification Firm,

Physical Security
and
Access Controls

- & = & & = &

EEEE

Corporate Certification consist of:

/'

Workplace Violence Prevention

Global Standards include:

e [50 22300 - Global Standard;
¢ Threats; «  BS25999 /150 22301; o NYSE 446;
' Pﬂredators; s Private Sector Preparedness Act; * 55540 (Singapore);
*  Violent Events; and »  CERT Enterprise RMM Framework; and s ANZS050 (Australia)
*  Employee Assistance Programs. «  NFPA 1600, o BC Guidelines (Japan); and more,

The Enterprise Resiliency and Corpor@getification process must be built on a solid structure. Like a house
needs a solid foundation to build its structure on, Enterprise Resiliency and Corporate Certification must utilize
industry Best Practices in order to successfully achieve its gdiils,insuring management that their direction

has been validated by appropriate experts and proven industry operational improvements.

The picture above shows that the house and its structure is built on the Best Practic@saf / CERRisk
Management gidelines,CoblTBusiness Integration guidelines, ITIL Workflow Management, 1ISO 2700
Information Security Management System guidelines, and the latest Recovery Management guidelines (industry
and goal dependent) used to achieve Zero Downtime (Recoverifi€zitn and Global Recovery Certification
Standards) and the disaster and recovery objectives used to protect business locations and Information
Technology services.

Like all houses, access is governed by Physical and Data Security guidelines,anduigoims of people within
the house are governed by domestic and international access control guidelines.

The immediate goal of achieving Enterprise Resiliency and Corporate Certification is to protect the company and
its reputation from: threats; predats; violent events; and unauthorized access to physical environments or
ASYAAGADS Ay T2 NDdmé of Prgtabtion . 806 RA YRS QA X LKYS sAft 1SSL
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from interruptions caused by outside disturbances, while improving tfieiency of the staff and supporting
participants (i.e., stzontractors and business associates).

The long term goal of Enterprise Resiliency and Corporate Certification is to better prepare the company for the
way business will be conducted in the ftegu New laws and technologies will be easier to integrate, the

efficiency of the staff and operations workflow will improve, a greater degree of physical and data secured
achieved, and the reputation of the corporation will be held in the highest estetdmareby helping to support

and generate business.

COSO Risk Assessment Guidelines

COSO Risk Assessment

Committee Of Sponsoring Organizations (COSO) was formed to develop
Risk Management and Mitigation Guidelines throughout the industry.

Designed to protect Stakeholders from uncertainty and associated risk that could erode value.

A Risk Assessment in accordance with the COSO Enterprise Risk Management Framework,
consists of (see www.erm.coso.org for details):

¢« Internal Environment Review,

¢+ Objective Setting,

« Event Identification,

« Risk Assessment,

* Risk Response,

¢« Control Activities,

¢ Information and Communication,
¢«  Monitoring and Reporting.

Creation of Organizational Structure, Personnel Job Descriptions and Functional Responsibilities,
Workflows, Personnel Evaluation and Career Path Definition, Human Resource Management.

Implementation of Standards and Procedures guidelines associated with Risk Assessment to
guaranty compliance to laws and regulations.

Employee awareness training, support, and maintenance going forward.

Starting with a Risk Assessment of your company will assist in defining the requirements associated with
Enterprise Resiliency and Corporate Certification. The alias&ation above shows the Risk Management

DdzA RSt AySa RSOUSt2LISR o6& /h{ FyR FINB O2yaARSNBR AyRd
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