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A word from Thomas Bronack

I am a senior level manager with in-depth experience in Enterprise Resilience, 
Vulnerability Management, Risk Management, and Corporate Certification for large 
enterprises in disciplines like: Banking, Brokerage, Finance, Insurance, Pharmaceuticals, 
and Manufacturing which provided me with a solid understanding of the risks faced by 
companies and how best to safeguard a firm through workflow, compliance, and 
recovery.  

I have provided enterprise analysis, evaluation, recommendations, Key Performance 
Indicators (KPIs), Enterprise Risk Management, and planning  materials to eliminate 
weaknesses and optimize operations. We optimize the Planning,  development, 
recovery, testing, and  production process to provide vulnerability-free and recoverable 
products / services, while training teams to achieve a safeguarded,  efficient, compliant, 
and vulnerability-free environment.

DCAG follows the “Whole of Nation” and “Secure by Design” guidelines developed by 
DHS/CISA to produce vulnerability-free components through Software Bill of Materials 
(SBOM) to identify and correct vulnerabilities prior to production and CTEM  error 
identification while in production. This supports the software supply chain and 
production environment.

A strong generalist with 
extensive IT industry 
experience, ready to help 
you.

Thomas Bronack, CBCP
bronackt@gmail.com
(917) 673-6992
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What is Risk Management and why is it important

Risk management is the systematic process of 
identifying, assessing, and mitigating threats or 

uncertainties that can affect your organization. It 
involves analyzing risks’ likelihood and impact, 
developing strategies to minimize harm, and 

monitoring measures’ effectiveness.

Risk Management includes:
1. Operational Risk
2. Asset Impairment Risk
3. Competitive Risk
4. Franchise Risk

Why is Risk Management Important:
1. Protects Organizational Reputation
2. Minimizes Losses
3. Encourages Innovation and Growth
4. Enhances Decision Making

Related searches
1. foundations of risk management pdf
2. foundations of quality risk management
3. management of risk foundation course
4. basics of risk management pdf
5. management of risk foundation exam
6. introduction to risk management pdf
7. sigma chi risk management foundation
8. harvard risk management foundation
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Needs associated with Enterprise Risk Management

• Risk Assessment must be completed to achieve compliance and reduce gaps and exposures.

• Flaws and Risks uncovered and repaired during assessment can lower potential damage to company 
and its reputation, lowering costs and improving company functionality.

• Trained personnel must be involved with a Risk Assessment, especially the leadership.

• Scoring should be decided upon before the assessment is commenced, both the scale and what its 
meaning is – just like a recovery group would relate to RTO and RPOs, the impact should be an 
indicator of the potential damage by an asset to the company reputation, revenue, and costs.

• Reducing major risks to a manageable amount is a good practice.  Summarize (aggregate) the results 
with drill downs to specifics.  Reduce risks to assets, by category and/or user (i.e., Administrator’s PC is 
more important that normal employee) and reduce threats analyzed.

• Scoping the Risk Assessment will include an Organizational Review, Asset Review, Competitive Risk, and 
Franchise Risk to maintain the Enterprise Reputation, Reduce Risk Exposures, and Save Costs.
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Business Resilience Plan must contain

• Business Analysis and Needs

• Organization and Functions

• Define Risk Appetite

• Review Assets and Environments

• Business Continuity Management

• Technology Disaster Recovery

• Emergency Management

• Crisis Management

• Personnel Safety and Violence 
Prevention

• Supply Chain and Vendor Management

• Risk Assessment for Recovery Groups

• Business Impact Analysis (RTO, RPO)

• Recovery Strategy and Tool(s)

• Training and Awareness

• Recovery Planning, Testing and Exercising

• Emergency Communications

• Maintenance
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Know and Control your Environment

Inventory 
Management

Configuration 
Management

Asset 
Management

Supply Chain 
Management

Vulnerability 
Management

• HWAM
• SWAM
• Technology 

Management
• Release 

Management
• Patch 

Management
• End-of-life

• Facilities, or 
Locations

• Configuration of 
equipment

• Services and 
Applications

• COOP
• Location 

Recovery

• Acquisition - 
Order through 
Delivery

• Install and Test
• Turnover to User
• Redeploy as 

needed
• Terminate within 

laws and 
regulations

• Components via 
SBOM RBOM, or 
AIBOM

• Identify Countries 
parts origin

• Adhere to Laws and 
country restrictions

• Identify 
Vulnerabilities

• License Management

• Identify Vulnerabilities 
prior to production

• Use SBOMs, RBOMs, 
AIBOMs, and a  
Knowledge Graph

• Apply Patches and 
Update Releases

• Validate mitigations
• Vulnerability-free 

production
• CTEM after Production
• Future DirectionEnterprise

Inventory
Facility

Configuration
Add & Maintain  

Records
Add & Maintain  

Restrictions
ProCap 360TM

mailto:bronackt@gmail.com
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Asset Management Process

Executive Dashboard

Executive 

Dashboard

Infrastructure Dashboard

Infrastructure 
Dashboard

Engineer 

Recommends 

Type

Enterprise Resiliency and Corporate Certification:
• Plan, Build, Train, Integrate;

• Activate, evaluate, upgrade, optimize; and,

• Communicate with employees, their families, the community, 

clients, government, and the media

• Plan;

• Build;

• Activate;

• Communicate; and,

• Upgrade

Vendor

Identified &  

Selected

Resource

Ordered

Deliver &  

Install 

Resource

Inventory

Management

Configuration

Management

Resource

Required
Acquisition

Redeployment

Termination

Infrastructure 

Team

Global

Inventory

Site

Inventory

Delete 

Unnecessary 

Programs

Move to New 

Location

Install and 

Register

Erase 

Personal Data

Donate, Sell,
DR, Scrap

Update 
Registration

DoD Data 
Erasure

Perform Data 

Erasure
Maintain 

Status

Respond to 

Requestor

Pick-up 

Equipment

Update 

Inventories

Topic descriptions, or 
forms, provided on box 

edge, while inside of 
Box selects Dashboard 

SDLC Dashboard

SDLC 
Dashboard

Recovery Dashboard

Recovery 
Dashboard

Compliance Dashboard

Compliance 
Dashboard

License 
Management
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Safeguarding your Enterprise

Business Analysis
C Level 

Functions

• Industry
• Functions
• Vendors
• Supply Chain
• Vulnerabilities
• Threats
• Regulations
• Audit Universe
• Resilience
• Continuity
• Compliance

• Domestic
• International

• Whole of Nation 
protection

• Board of 
Directors

• CIO / CTO
• CISO
• COO
• CFO
• CMO
• Auditing
• Legal

Product Creation 
& Support

• Concept,
• Engineering,
• Development,
• Data Protection,
• Testing,
• Service Continuity,
• User Acceptance,
• Vulnerability-Free,
• Secure by Design
• Support & Maintain
• Change 

Management
• Documentation
• Awareness
• Training

Safeguarding the 
Enterprise

• IM - Identity Management
• IAC - Identity Access 

Management
• RMM - Risk Maturity 

Management
• CMMI - Capability 

Maturity Model 
Integration

• CSF 2.0 - Cybersecurity 
Framework 2.0

• VMM – Vulnerability 
Maturity Model

• Chaos Testing
• Supply Chain 

Management
• UAT - User Acceptance 

Testing

Production 
Operation

• Game Day Testing
• Production Acceptance
• Production Cutover
• Data Management
• Vital Records 

Management
• Data Backup, Recovery, 

and  Vaulting
• Communications
• Hardening and Physical 

Safeguards
• ATO – Authorization to 

Operate
• Production Support, 

Maintenance, and 
Change / Release 
Management
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Performing  an Audit and Risk Assessment

Performing an 
Audit and  Risk 

Assessment

List
Company 

Assets

Identify 
the Risks

Impact 
Potential 

Consequences

Prioritize the 
Risks

Document 
the Results

Natural 
Disasters

System 
Failure

Accidental 
Error

Malicious 
Activities

Malicious Activities:
• Ransomware
• Malware
• Virus
• Cybercrime
• Hackers
• Vulnerabilities

International Laws

Domestic Laws

Audit Universe

Law Similarities Build Crosswalks

Audit ScheduleAudit Results

Vulnerability 
Risk 

Management 
Policy Manual

Define 
Company

Make 
Improvements

Risk 
Appetite
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Vulnerability Management definition and process

Vulnerability management is a continuous, proactive, and often 
automated process that keeps your computer systems, networks, 
and enterprise applications safe from cyberattacks and data 
breaches. As such, it is an important part of an overall security 
program.

Process:
• Plan how to use Vulnerability Management
• Discover where your vulnerabilities exist

• Vulnerability-Free Production Applications
• Continuous Scanning for new Vulnerabilities impacting 

production applications via Continuous Threat 
Exploitation Management (CTEM)

• Scan applications with SBOMs (Software Bill of Materials)
• Report vulnerabilities, their symptoms, and mitigations via 

patches and new releases
• Deploy patches and new releases to mitigate vulnerabilities

mailto:bronackt@gmail.com
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Vulnerability Management Maturity Lifecycle

Non-Existent

• No vulnerability 
Scanning

• Manual  Vulnerability 
Assessments

• Haphazard Patching

• No processes / metrics

Stage 0

Scanning

• Vulnerability 
Assessment Solution 
in place/ metrics

• Ad-Hoc Vulnerability 
Scanning

• Basic Patching, 
Processes, and 
Metrics identified

Stage 1
Assessment & 

Compliance

• Driven by Regulatory 
Framework

• Scheduled 
Vulnerability Scanning

• Scan to Patch Lifecycle

• Emergency Processes

• Little measurability, 
metrics need to be 
developed and 
monitored

• GRC adherence

Stage 2
Assessment & 
Prioritization

• Risk Focused

• Scan Data prioritized 
through analytics

• Vulnerability Scoring

• Patching is Data 
Driven by priority

• Measurable Processes

• Emerging metrics and 
trends detected and 
reported

• Extended protect and 
reduction in 
vulnerability 
workload

Stage 3 Attack 
Management

• Attacker and Treat 
Focused

• Multiple treat vectors 
scanned and 
prioritized

• Pathing bases on risk 
to critical assets

• Efficient metrics-
based processes

• Threat driven  metrics 
and trends

• Protection over 
vulnerabilities, 
network, and 
endpoints achieved

Stage 4
Business-Risk 
Management

• Threat and Risk 
aligned with business 
goals

• All threat vectors 
scanned and 
prioritized

• Continuous patching

• Unified business and 
IT processes

• Measurement 
integrated to 
enterprise risk

• Executive Dashboard 
for organizational 
and continuity of 
services

• Documentation, 
Awareness and 
Training

Stage 5

Needs Analysis Proof of Concept Contract Tailoring Integration Fully Deployed

Vulnerability Maturity Lifecycle:
0 – Non-Existent
1 – Scanning and Vulnerabilities
2 – Assessment and Compliance
3 - Analysis and Prioritization
4 – Attack Management
5 – Business-Risk Management

SBOM Product Usage
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Global Vulnerability Management Policy generation

Global 
Vulnerability 
Management 

Guidelines

European 
Vulnerability 
Management 

Guidelines

Americas 
Vulnerability 
Management 

Guidelines

Asian 
Vulnerability 
Management 

Guidelines

North America,
Central America
South America

Asia / Pacific 
area

European 
Countries

Global VM Policy 
Research (GVMP)

Country:
• Statues
• Laws
• Guidelines
• Domestic
• International

• General Policy
• Auditing & 

Reporting
• Gap’s & 

Exceptions
• Mitigations

Company:
• Business Services 

and Applications 
(Rated 1-7)

• Technical
• Engineering
• Development
• Production
• Tools
• Workflow
• Migrations
• Transitions

Staff:
• LOBs
• Organization
• Structure & Titles 
• Component Owners
• Job Functions & 

Responsibilities
• Job Descriptions
• Skills Matrix
• Awareness & 

Training

LVMP

LVMP

LVMP

Local/National  
Vulnerability Management 
Policies &  Guidelines

Local and Specific 
Vulnerability Policies 
&  Guidelines, based 
on country and Line 
of Business (LoB)

Business:
• Services
• Applications
• Topology
• Regions
• Countries
• Operation Centers
• Workflow
• Job Responsibilities
• Vulnerabilities

• Security
• Gaps
• DevSecOps
• CATO, CTEM
• Problem/Incident 

Management
• Recovery 

Management
• ITSM, ITOM

Area of ConcentrationVMP

New Local VM 
Management Policy 

Review existing VM Policies

LVMP – Local VM 
Policy and  

Administration

Duplicate effort 
for each Region

Global VM Policies

Research         Deliverables

Could also be Company HQ and Domestic Regions
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The Risk Appetite Process Using COSO

COSO for Risk Appetite & Evaluation:

1. Review Business Mission and Vision

2. Consider Board and Management 
perspectives and appetites

3. Incorporates current strategic 
direction, risk profile, and culture.

4. Identifies and evaluates alternate 
strategies.

5. Chooses preferred strategy to enhance 
value.

6. Establishes Business Objectives.

7. Sets tolerance, define and measure 
metrics, indicators, and triggers.

8. Changing context of the business 
culture and competitive environment.

9. Monitors performance and revises 
appetite or strategy, as needed.

Industry     Business Services    Applications

Mission & Vision    Strategy & Objectives

Desired Performance     Metrics, 
Tolerance,  Indicators, and Triggers

Monitor , Analyze, and 
Report

Recommend 
Improvements 
and Changes

Improve

Defining the Risk Appetite using COSO

Define, Build, 
and Schedule 

Improvements

Repeat Process

Metrics

Thresholds

Alarms & 
Ticket

Alerts

ActionsResolve

Document

Close
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bronackt@dcag.com

Thomas Bronack
Email:  bronackt@dcag.com
Phone:  (917) 673-6992

11/18/2024 Risk Management, ThomasBronack, DCAG (c) Page:  14

Organization and Functional Responsibilities

Board of 
Directors

President

Marketing Sales Engineering Development Production

CISO - Security

CTO - Technology

CLO - Legal

CAO - Audit

CFO - Finance

CMO - MarketingOrganizational 
Structure

Workflow

Organizational Clients,  
Products and Services

Support

Change & Release Management

Compliance

mailto:bronackt@gmail.com
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Overview of Project Plan Example

Project Initiation:
• Mission 

Statement
• Scope
• Goals
• Objectives
• Organizational 

structure
• Primary 

Contacts
• Stakeholders
• Kick-Off Letter 

and Meeting
• Awareness 

Training

Needs Analysis:
• Compliance & 

Risks 
Management

• Recovery 
Requirements

• BIA & Audit
• Artefacts
• Assessment
• Analysis
• Tool Needs
• Findings
• Teams & Tools
• Team Training
• Report
• Presentation

Management Review:
• Gaps, Exceptions, 

and Weaknesses
• Report & 

Presentation
• Conclusions
• Recommendations
• Questions & 

Answers
• Objections & 

Responses
• Direction Statement
• Recovery Plan and 

exercise schedule
• Approval
• Funding
• Initiation

Project Plan:
• Plan of Action
• Milestones
• Resources
• Duration & Metrics
• Costs – CAPEX and 

OPEX
• Deliverables
• Documentation
• Awareness
• Training
• Integration
• Automation
• Monitoring
• Savings

Implementation Plan:
• Risk Management Framework 

(RMF)
• Software Development Life Cycle
• Software Bill Of Materials 

(SBOM), also RBOM and AIBOM
• Vulnerability-Free Applications 

and Services in Production
• Achieve: “Secure by Design”, 

SecDevOps, Continuous Threat 
Exploitation Management 
(CTEM), Continuous 
Authorization To Operate (CATO)

• Integrated Workflow at reduced 
costs

• Reduced Toil on Staff

Initiation Problem
Definition

Problem
Impact

Problem
Solution

Integrated Problem 
Solution

mailto:bronackt@gmail.com
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Reaching out to assist our clients

Helping Clients to 
achieve success

Thomas Bronack, CBCP
President
Data Center Assistance Group, LLC
Website: http://www.dcag.com
bronackt@dcag.com
bronackt@gmail.com
917-673-6992

If you find the information included in this presentation of value and 
want to explore methods to improve the reliability of your enterprise 
and IT environment, please contact me to discuss your needs and 
request our assistance.

We look forward to our future relationship.

• Discuss
• Define
• Propose
• Achieve

Quality Service at 
a Reasonable 

Price

mailto:bronackt@gmail.com
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