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Business Continuity, IT Disaster Recovery, Business Location Recovery, Workplace Safety and Violence Prevention, Emergency
Management, Crisis Management, Supply Chain Management, Site Security / Salvage / Restoration, and Application Cloud Migration for

Efficiency and Failover / Failback Recovery Operations, and Risk / Audit Management

Risk, Audit, Cyber & Compliance
Risk Management, Laws &
Regulations, Auditing, Gaps &
Exceptions, Obstacles, Risk Register,
Security Enforcement, SOC & Help
Desk, Contingency Command Center
(CCC), and Emergency Operations
Center (EOC)

Business Continuity
Management is the
combinations of all recovery
disciplines under one umbrella.

Business Impact Analysis (BIA)
Perform a BIA of facilities, to define
their staff, criticality, functions,
required supplies, vendors, and
Recovery Needs.

Personnel Services to ensure
proper awareness and training to
all levels of staff regarding

recovery planning and operations.

Cybersecurity Foundation
Management to eliminate risks

Cloud Migration, Resilience, &
DR Planning to reduce costs,
optimize service, and provide
recovery services.

IT Disaster Recovery — to protect the data center and its infrastructure
Business Location Recovery — to protect business locations and their staff.

Workplace Safety and Violence Prevention — to protect personnel from harm or Active
Shooter situations.

Emergency Management — to protect the company from interruptions due to natural
and man-made disaster events.

Crisis Management — to protect the company and its staff from Crisis Situations that can
cause harm to staff and interrupt the business from delivering services.

Supply Chain Management — to ensure the continuous supply of materials as needed
supplies during normal and recovery operations in compliance to government
regulations.

Site Security, Salvage, and Restoration during and after a business location has a
disaster event.

Application Migration and DR Planning for On-Premises, Cloud, and Hybrid applications
to improve efficiency, performance, and Failover / Failback operations
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What does Enterprise Resilience consist of?
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* Enterprise Resilience requires a Company Culture and Awareness
* Metrics, Monitoring & Reporting,
* Support & Improvement

ORGANIZATIONAL

RESILIENCE FRAMEWORK

y
.
Business Continuityf Crisis Management Critical Financial Health Human Resource
Continuity of B Communications Enwvironments & Viability Management
Operations
. |I| Q N a m
Incident Infermation Legal, Audit Organizational Risk
Response Security & Compliance Behavior Management

Components included in Enterprise Resilience

T
Continuity

Supply Chaln
Resilience

Enterprise Resilience concists of:

* Enterprise Products & Services,

* Critical Economic Services,

* Financial Health & Visibility,

* Brand and Company Reputaton,

* Risk Management & Business Impact
Analysis,

* Business Continuity / Continuity of
Operations/ Disaster Recovery,

* Crisis Management & Communications

* Critical Environments,

* Information Security,

*  Human Resource Management,

* Production Operations and Support,

* Incident & Problem Response,

* Lega, Audits, & Compliance,

* Organizational Behavior,

* Supply Chain Resilience,

* Personnel Safety and Violence Prevention.

Enterprise Resilience, Business Continuity, and Disaster Recovery
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Process followed in performing Enterprise Resilience |miimses
|

1. Rating the sensitivity of your company’s applications — Know your company
Revenue Generators — Protecting Revenue Stream and Profits
Client Facing (Dashboards, Websites, application extensions, etc.) — protecting Reputation & Brand
Supporting company operations
Recovery Time Objective ((RTO), Recovery Point Objective (RTO), Recovery Time Capability (RTC), Recovery Group (service
continuity, time to recover, time sensitive applications and services) and Recovery Certification & Testing
2. Locate weaknesses to be overcome — Know your environment
a. Analyze exposures and how you can best protect the business going forward (Risk Assessment, BIA, Security (Physical / Data /
CSF / CIA), Compliance (Laws, Regulations, Attestation, Auditing), Development (Systems Engineering Life Cycle — SELC),
Operations (Systems Development Life Cycle — SDLC), Dev/Sec/Ops — Agile, Jira, Confluence, SharePoint), IT Operations
(ServiceNow, ITIL), Standards & Procedures, Documentation, Awareness, Training, Career Pathing, Identity Management (1M,
IAM, CIAM, RBAC, ABAC, MFA, ZTA).
b. Identify Gaps, Exceptions, Obstacles and either Mitigate, or Mediate weaknesses. Implement required Controls over
identified Risks (Place Risks in Risk Register and develop a POA&M to correct Risk)
3. Optimize Development, Test, Production, and Change Management Environments — Optimize and Comply
a. Optimize auditing and providing a Letter of Attestation to Regulators (Audit Universe).
Ensure security is optimized and in place with awareness and staff training provided as required (use SBOM for Supply Chain).
c. Utilize Chaos Testing to develop responses to encountered problems, prior to production acceptance. Ensure problem
Runbooks and Recovery Runbooks are exercised correctly.
d. Implement optimized Application Program Monitoring and Environment Observability System.
e. Monitor metrics (PKls, SLAs) to identify problems via thresholds that generate Alarms, Alerts, and Actions to be Taken.

o0 oo

Enterprise Resilience, Business Continuity, and Disaster Recovery
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How to protect your company =l i e
|

Control your Secure your
Know your business infrastructure and development and
and its key Risks to Communication change management
services by tier (RG, environments systems
RTO, RPO, KPI, SLA, (metrics, Open (DevSecOps, agile,
etc.) Telemetry, and JIRA, Confluence,
Monitoring) SharePoint)

Ensure Standardds &
Procedures,
Documentation,
Playbooks,
Awareness, and
Training is provided

Automate scaling and problem /
incident management to provide
continuous services (ldentify
threats and automate repair /
recovery, so that end users are
not interrupted beyond their
acceptable level).

Ensure testing includes. IV&V, Consistently monitor
Regression, Information Operations, Threat, and
Assurance. Chaos Testing, Game Incident metrics and make sure
Day Testing, User Acceptance, you can quickly identify, repair,
Production Acceptance, Certificate or recover from anomalies and
to Operate. performance deviations

Integrate standards & procedures within everyday functions performed by personnel and ensure the
implementation of Awareness and Training programs to keep staff and management informed

Business Continuity Planning and Enterprise Resilience
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Monitoring Operations and Controlling Resources Erall, bronack @l com

Know your company’s infrastructure

—  Files
Local ML/ Al, | Graphic Autoscaline and Local Storage
Deep Processing ] u Zscalmg'an
Learning | Unit (GPU) oad Balancing Programs
Storage Attached
DBs
Cloud <——p| Network Computer Storage Network (SAN)
Bandwidth
Software Software Software
Defined Defined Defined Cloud
Hyb rid Network System Storage

Cloud * Data Is transferred from Storage, or Network, to Computer. \

Computer is fastest component; peripherals are speed matching.

. Data_Encryptlon f';md Cor_npllance must be acf_nev.ed. Network Attached
* NAS s used for File Sharing and Data Deduplication. Remote Storage
Remote *  SAN is used for Virtual Storage Management. Network (NAS)
* Application and Program must be in storage to Operate.
* Computer program instructions are used to manage data and * Back-up Data * Data De-Duplication
produce desired output (Control Section / Data Section). * Upstream / * Data Integrity
* Infrastructure as Code (IAC) and Observability as Code (OAC) are Downstream Data * Remote Vault

used to monitor environments and better control operations.

Copyright
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What is Resilience and why is it important

Definition: Cansd - i
. ; - .f- — g S ( Risk Management — Risk Register )
Basically, a system is resilient if it Load-Related | [ Age-Related Lost I _ o I
. . PSR Failures Failures Communications Resilience | JN€OTPOTate | Resilient
continues to carry_out_ Its r_n|_55|on In I | 1 | comtros ey I
the face of adversity (i.e., if it . I AN [ [
rovides required capabilities S Saf e B T
Pro ) q ) P Input Errors and e ST, S I - I SN N
despite excessive stresses that can Defect-Related | | A cidents Cyber Kinetic Detection | | Response | | Recovery
) . . iy ) Failures Attacks Attacks Controls Controls Controls
cause disruptions). Being resilient is — I | | 1 | .
important because no matter how Chaos detect  mitigate ooV
i ) . Testing from Supply Chain
well a system is engineered, reality i *l* . § Management
Elll soon:r or later conspire to R concawe [N ccunto B
Isrupt the system. cAdv?'.'“ Problem / Recovery Management <4
onditions l I T
£
Achieving resilience when so many System System | | System | | System-External
. . Capabilities Components Data Assets
components can cause a disruption (services) |>uPPO : : :
if a difficult task indeed. It requires Monitoring, Observability & Controls
the full understanding and | [ | [ ' | |
. f . Faults (HW/SW/ — Cyber Military Excessive Excessive Degraded
cooperatlon o thE entire Data Defects) e Threats Threats Loads Age Communications
organization, its vendors, and Robustness Safety Security / Survivability Capacity Longevity  Interoperability

suppliers.

Anti-Tamper

All Hazards Preparedness

Copyright ©
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Observability

O Determine what &
where to observe from
SLx (Metrics, Logs or
Traces)

Introduce Error Budget
& Balance with Feature
Release

Adhere to Observability
as Code as a part of
Cl/CD

Proactive monitoring
and feedback to improve
Observability

Efficiency

Evaluate business SLO
for continuous feedback
and improvement

Elaborate on the
performance SLO at
component & service
level

Standardize tools &
methods

Test & Tune for scale,
capacity & stress

Resiliency

Identify Failure points

Define Fault tolerant &
remediation strategies

Simulate chaos, observe
& mitigate

Implementation of
resiliency patterns &

failover scenarios

Proactive monitoring

Five Pillars of Site Reliability Engineering (SRE)

Operational
Excellence

Alerts/Alarms creation &
refinement

Standardize Runbook &
enhance

Standardize Shakeout
testing & enhance

Review & Enhance
Incidence response &
escalation process
(YBYO)

PBlI Management, Post-
mortem processes &
procedures

Thomas Bronack
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|

Automation

Reduce Toil
Automate Runbooks

NFR Compliance
Automation in CI/CD

Automate Chaos Test in
CI/CD

Automate Observability
as Code

Automate Shakeout

Auto healing

Business Continuity Planning and Enterprise Resilience
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Adding New Technologies
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~

Inventory
Management System

E CMDB j

\_

Resource Status and Location

-

\_

.

Product Support L1 -1L3

Help Desk
Teams

Management and Control

Director — Infrastructure
& Operations

IT Operations and Systems Management

~

\_

New Device,
Software, or Both

Asset Management
System

New Resource Order received,
Resource Requirements &
Specifications defined,
Potential Vendors Identified
and selected,

Analysis of Alternatives (AoA)
performed,

Bids received and offer
accepted,

Delivery Schedule approved,
Product Installed & Tested,
Product Accepted.

Product Management anc

*  Acquisition,

*  Redeployment,

*  Termination,

*  Coordination,

*  Compliance,

*  Documentation & Training.

On-Premises or Cloud
Environments

On-site

Infrastructure
Management

|
|

Cybersecurity & Risk
Management Team

*  Compliance Requirements
defined,

*  Access Control & Certifications
defined,

*  Access Controls Defined,

*  Protocols & Procedures defined
and documented,

Project Management

Project Management
Team

*  Stakeholders & Users

*  Subject Matter Experts

*  Product & Vendor Selection

*  Supply Chain Management

. Resource Requirements,

*  Order, Ship, Deliver Tracking

. Install, Test, Implement
Coordination,

*  Scripting & Integration
Management,

. Documentation & Procedures

* Implementation & Testing
*  Training & Awareness
C Production Acceptance

Business Continuity Planning and Enterprise Resilience




Safeguarding your Business via DR/BC Plans

CAPEX for Capital Expenditures and OPEX for Operational
Expenditures. Both must be considered in costing and
ROI planning.

Documentation, Manuals, Plans,
Test Cases, Standards & Procedures,
Awareness, Training, inclusion in
DevSecOps, ITOM, ITSM, testing,
Turnover, Certificate to Operate,
Support, and Change Management

Documentation,
Awaren_ess &
Training

Analysis of Alternative (AOA)
of tools and services.
Selection, training, and
utilization to document and
achieve recovery goals.
Integrate into everyday
functions and provide
continuous improvement.

Strategies &
Tools

Thomas Bronack
Email: bronackt@gmail.com
Phone: (917) 673-6992

Short and Long term funding,
backing and support.

Management
Approval

What we plan to accomplish

and the resources needed.

Statement of
Work and

Project Plan

Use of Resources and Delivery
Schedule

Build, Test, and
Continuously
Improve Recovery

Plans Analysis of Risks to uncover Gaps,
Exceptions, and Obstacles. Controsl
and corrective actions to mitigate
gaps and exceptions and mediate
obstacles. Risk Register for
problems yet to be resolved with

POA&M.

Risk
Assessment

Business

Impact Analysis
. J Critical Applications rated via

Recovery Group, RTO, RPO, RTC,
and Vital Records Management

Copyright © Thomas Bronack
All Rights Reserved
Version 1.0
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Monitoring Enterprise Resilience el bonac@gscom
[ ]

Use of:
Detection Response Recovery *  Metrics,
* PKis
Control ContrOI(S) ContrOI(S) * SLA, SLO, SLI & Error Budget
Adverse Adverse detects mitigate restore . ggen Tels:netrv
i . servability
Condition Event faulty faUIty normal Application monitoring
occurs occurs operation operation operation *  System Monitoring
S S B B R Vi
. Faulty or Degraded Degraded Mode .
Normal Operation y .g . . Normal Operation
Operation Operation
Desired Results Actual Results Analysis 1 Root Cause T Restoration>
Time l
\

Metrics Degraded and Crossing Threshols for undesired time period

Alarm is initiated to ward of an abnormality

Alert is issued to warn responsible parties of failure

Actions are taken to mitigate problem, mediate obstruction, or initiate recovery operation
Return to normal operations (even if at a different site)

nnewnNeE
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GRC and Risk Management to ensure compliance o Smars e

«Laws «Tier 1 - Organization «Threat Landscape 5

«Statutes «Tier 2 — Business Lines «implemented Controls

«Regulations «Tier 3 - Assets (e.g., Systems, People) Monitor | «Insider Behavioral Analysis -~

-
2 o R AR . «Systems
ISO Continuous Latege «Processes

«NIST Improvement v 2 » z { hlf « Audit Preparation |

«Organizational «Regulatory Audits N

«Information Tech. « Standards Audits (e.g., I1SO)

«Information Secu m-“"_ « Contractual Audits (e.g., PCl)
ool Systems | , -

«PCl Authorization P ——— b

«Customer Contracts (NIST RMF, ISO, COBIT) « Regulatory Bodies

«B2B Agreements ting| - Customers =

«NIST CSF
«ISO
«Organizational

«Administrative Jrganizatio
«Physical
«Technical - 0 a ResSpo hle

Business Continuity Planning and Enterprise Resilience




COBIT 5 Framework (Integrating Business with IT)

EDMO1—-Ensured
o w EDMO4—Ensured
Governance EDMO2—-Ensured EDMO3 —Ensured el

Framework Setting Benefits Delivery Risk Optimization
and Maintenance Optimization

5. Separating
Governance
) From
m‘m“im ”?n;:’u‘“‘w APOO4-Managed Ml APOOS—Managed | APOO6—Managed i APOO7-Managed Management
aq P Innovation Portfolio Budget and Costs | Human Resources
Framework Architecture MEADT —Managed
Performance and
Conformance
Monstoring

AP008-Managed APO10—Managed APO014—Managed
Relationships Vendors Data

4. Enabling a
Holistic

Thomas Bronack
Email: bronackt@gmail.com
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1. Meeting
Stakeholder
Needs

2. Covering the
Enterprise
End-to-end

COBIT 5
Principles

3. Applying a
Single
Integrated

MEAG2-Managed Approach Framework

System of Internal

BAIOT-Managed BAIO3 -Managed BAIO4 —Managed BAIOS—Managed BAIO7 -Managed Control

Programs Requirements i dm:":o;t‘?o - Availability Organizational Acc‘;,,u',,'zg'm

Definition and Build and Capacity Change Transitioning 1

Metering Stakeholder needs.
2. Covering the Enterprise, end-to-

BAIe- " MEA03—Managed
Contiguration | ° Projects - end.
Requir t . . .
— 3. Applying a single integrated

framework

-— - 4. Enabling a Holistic Approach

'Z—Managed DSS04-Managed —Managed .

Sarvice Raguasts Continuty W 5. Separating Governance from

Management

Copyright © Thomas Bronack
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Information Technology Infrastructure Library (ITIL) | smaes

. ITIL assists in:
> Continual Catalogue * Planning,

Improvement e Service Level « Defining,

Availability * Obtaining,
Capacity Installing, .

Implementing,

Documenting,

Security * Training,

* Utilizing,

* Monitoring,

* Supporting,

* Maintaining, and

* Changing your IT
environment to
meet the needs
of your business
and support IT
Operations.

Measurement

Reporting

Improvement

Service

Generation
Portfolio

Continuity .

Service

Demand

- Planning

Change

Configuration

(74
Ny

2,

Release

Validation

Evaluation

Knowledge

Copyright © Thomas Bronack
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Data Lifecycle — Protecting and Using Data

Data is either Static or Dynamic, with Dynamic being most important to protect.

-

~

Data
Sensitivity

* Ownership

» Usage Authorization
by Job Title

* Entitlements
» Access Controls

» Confidentiality,
Integrity, Availability
(CIA)

* Domestic &
International Legal

& Regularity
Compliance

/

e Data R

Categories

* Application

» Service

* Client

s |[AM

* SIEM / SOAR

* Certificates

* Library
Management

* Vital Records

Management

KBackup / Recovery

p

&

Data
Mining

* Data Lake
 Error Conditions
* Error Corrections
» Cyber Crimes
 Technical Impacts
* Metrics &

Reporting
Observability

~

/

e Data %S

Analysis

* Entitlements

* CIA/ Security

» Usage Trends

» Cyber Crime

» Technical Impact
 Circumventions
» Patches

* Client
Performance

* SLA/SLR

&Marketing& Saley

Thomas Bronack
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@ Data \

Reporting

» Capacity

» Performance

* Growth Direction
* MTTF/MTTR

* Time to Provision

+ Total Cost of
Ownership

 Service Reliability
Engineer (SRE)

-

Data
Usage

» Asset
Management

* Infrastructure
Management

 Configuration
Management

* Existing Clients

* New Clients
Capture

* Onboarding

& /

K Reporting

\

2

BCM protects people, resources, and data. The above process will allow you to identify critical data,
its ownership, sensitivity, and protection requirements via back-up / recovery and vaulting to adhere

to Vital Records Management practices.

Copyright
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NIST CSF 2.0 Categories and Application E:“}?;?Efiifﬁz::;f"m1

| NIST Cybersecurity Framework 2.0 Establish Cyber Security Controls via CSF 2
:‘?";:;?‘ CSF 2.0 Category cif::o?y
idontifior Govern Op & ion: — Metrics ]
Organizational Context GV.0OC Runbook
Govern |Risk Management Strategy GV.RM m Thresholds ]
@GV) Roles and Responsibilities GV.RR
Policies and Procedures GV.PO l ' Al ]
Asset Management ID.AM =
Risk Assessment ID.RA Chaos
(ID) Supply Chain Risk Management ID.SC Detect ]— Engineering Problem ]
Improvement ID.IM and
lanagement, Autl i I Access Respond : Alert ]
Experiments

Incident / Recovery

Problem Playbook
Playbook

Security Orchestration
and Response

rastructiure e

Continuous Monitoring

Cloud Automated
Recovery Process

Recover | Incident Recovery Plan Execution RC.RP Mediate ] Mitigate ] Cyber ] Technical ]
(RC) Incident Recovery Communication RC.CO

10/8/2024 Business Continuity and Vulnerability Management - © Thomas Bronack Page: 15
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The newest Integration Model — PRIME Approach e

Information
Security

Risk
Management

Quality
Management

Links to all standards are
provided for details
PRIME = PRocess
IMprovement Endeavor

1SO 22301

Business
Continuity

Developing a business optimization approach that combines
these ISO Standards will help your company achieve
certification more quickly.

Implementing the standards separately will result in overlaps
and inefficiencies.

Start with Risk Management (31000) and ensure that
Information Security (ISO 27000) is current and best suited to
protect your data and Environmental facilities (ISO 14001).

Then implement your Business Continuity (ISO 22301)
Recovery Certification Process for Emergency, Crisis, Business,
and IT Recovery Management.

Integrate Quality Management (ISO 9001) within all of your
processes to ensure the products and services your company
delivers will be of the highest quality and capable of protecting
your brand and reputation.

Finally ensure your IT Services (ISO 20000) are of the highest
quality possible and that all ISO standards are adhered to in
compliance with existing laws and regulations, so that you
never have to fear failing an audited.

Business Continuity Planning and Enterprise Resilience
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https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiei4L6v-X7AhUvElkFHZTdBDAQFnoECC0QAQ&url=https%3A%2F%2Fwww.bmc.com%2Fblogs%2Fcmmi-capability-maturity-model-integration%2F&usg=AOvVaw1ypDGP_5cPyKlAxm77Z5-y
https://learn.microsoft.com/en-us/azure/compliance/offerings/offering-cmmc

Levels of Security Protection

< ¢ New User

* Identity Papers

Levels of Authorization

* Biometrics

Identity
Management
(IM)

e |[dentity Papers

¢ Biometric
Information

e Profile
D Card

e Learning Skills
Matrix (LSM)

IM User Profile
. Data Base Profile
. ID Card

Identity Access
Management
(IAM)

e Job Title

¢ Functional
Responsibilities

e Physical
Location
Restrictions

¢ ID Card
Restrictions

IAM User
. Job Title

*  Functional Responsibilities *
*  Authorized Locations

. Restrictions

Role Based
Access Control
(RBAC)

e Based on Title

e Group
Association

e CRUD
Identification

¢ Job Title Access
Profile

RBAC Profile

* JobTitle
Group

. CRUD

. Access Profile

Multi-Factor
Authentication
(MFA)

e Userid
¢ Password
e Call-Back, PIN

e Secondary
Validation

MFA Profile

e Userid / Pswd

*  Secondary
Validation

*  PIN, Call Back

Attribute
Basses Access
Control (ABAC)

e Machine
Identification

e Machine
Authorization

* Knowledge of
User Location
for verification

4
ABAC Profile

. Machine
J Location
J Authorization

V

Thomas Bronack
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Zero Trust
Authentication
(ZTA)
e Combines RBAC,
ABAC, & MFA

e Uses Certificates
with IAM

e User Session only,
then reapply

ZTA Profile

RBAC, ABAC, & MFA

. Certificates

*  Session Manager

*  Single Usage

Business Continuity Planning and Enterprise Resilience
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Overview of a ZTA Session T e e

(PBAC) — (Read, Edit, Delete)

“ Identity dentity Role Based Multi-Factor Attribute Based Zero-Trust
\ Management Access Access Control Authentication Access Control Authentication
' Management (RBAC) (MFA) (ABAC) (ZTA)
Personal

l Permission Based Access Control )

Records User Identification Path
. Authentication ABAC / RBAC
[ Application ]< y v Pass < \ L
: Control | 1 . )
/ 1 Userid/Pswd
I \ J
i 3 /
1 [ Certificate e T \
Data Session Authentication r ¢ | MFA
Elements Manager (ZTA) ' :
Session }/ ‘\{ Biometrics
Authorization path with Zero Trust Authentication (ZTA) \{ IM /1AM

Business Continuity Planning and Enterprise Resilience
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Sample Recovery Plan Methodology cnai bronckagnaicon

A 4 izati i i Workp ace Safety &
DOrgamzathn Risk On-Premises ’ Violence
ocumentation - .
o . Assessment Prevention
Initiate Project AWS DRS | L —
‘‘‘‘‘‘‘‘ VMware | Incident
Management
Azure = :
........ Guidelines & " (Security / Cyber
. BIA .
Interviews Hybrid |
H ) ":e"iew Ris': ' Mixture Standards FO / FB Testing I Nllimergencyt
ssessmen = anagemen
) Regulations T (All Events)
Update Project Chaos Testing
Plan . RTO,RPO, Best |
< o Criticalities
Review BIA n : Practices Vital Records | Crisis Management
Risk Assessment PRRCILLLCRC, | Management r - (All Events)
Template E NeW e I J
Deliverables: . e oS ” I Business Recover
* Infrastructure, Business Impact TrainTeams | Develop DR o . Site (OSHA) v
*  Communications, Analysis Template ] on Strateg Strategies ,’ ’ | — —
* RTO, RPO, RG e e R I
* Applications & Groups, Disaster Recovery // Develop DR = BIT/DR. Rec_:overy
* Resource Sizing, Strategies // O eI‘DIIe op = (Applications)
* DNS, IAM, Firewalls, Certificates, el an(s) —

* Recovery Environment,

* Recovery Tool / Service Usage,
* Sequence to Build & Test Recovery,
* Chaos Testing & Playbooks 4
* Recovery Plan Runbook, Completed DR / BC
* Failover / Failback Testing & Validation Plan Runbook
* Metrics & Observability (Alerts / Actions)

* BCM, P2P, SOP, Dev / Ops Integration,

* Select App, RG, Recovery Type of Script,
* Research App & Staff to Coordinate,

* Develop DR Chaos Testing & Playbook,

* Create DR Planning Guide, by RG,

* Create DR Exercise Runbook,

* Schedule Recovery Certification Test,

* Test Recovery for Production Acceptance

DR Chaos & FO/FB
Testing

Documentation &

Training Materials Implement DR

Plan Automation

A
1
1
1
1
1
1
1
1
1
1
1
1
1

" Help Desk ntegration Management e e et
. . . . Approval *  Production Roll-Out and Cut-Over,
Plan implementation includes exercises and tests! P el . Integrate with Help Desk. |
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Agile vs Waterfall Systems Development
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|

The Agile Scrum Framework at a Glance

it
Burndown/up
Charts ,

Inputs from Executives, @
Team, Stakeholders,
Customers, Users m

Scrum

OV

) M

Product Owner The Team
& Team selects
=2 s “‘mﬂg atwop
i |.,mm, k- asmuchasilt
Is required; = can commit :
H o B | BSS Sprint  Shar Gulverable.
7 L v Backlog do not change
.8 Sprint
Product Planning
Backlog Meeting

c AGILEFORALL

~ Daily Scrum

Meeting -

Ll

Sprint Review

— i

m

Finished Work
e e

bt

Sprint
Retrospective

Conception

Initiation

Analysis

Design

Construction

Testing

Deployment

Waterfall
Model
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DR Workload, using the Agile method for Dev/Ops s

' b
Work Request Backlog On Deck In Progress Done
- / Charter
I . Risk Management _ K
Define Recovery X | Kickoff Meeting
7 1 Cat - - Project Plan
. ategories BIA Analysis
ReqU|rementS | e —— | Project Management Product Owners
\. / v | RTO Analysis | Protect P &
roject Personne
I | Recovery Validation | Teams Stakeholders
r N RPO Analysis
Decom position Business Recovery IT Resources & Subject Matter
L ) —pl - RPD, RTD, RTC Infrastructure Experts
I | Disaster Recovery |
4 N Emergency Management Operations
Functions & and Locations
End Users
Features Crisis Management
. J N N . Status Reporting
| Workplace Safety | Define Define Assign Recovery Schedule
Organization Resources Resources Manual
- - | Security |
. Configuration Management Recovery Procedures for Legacy
Sprlnt BaCkIOg | Salvage & Restore | Database and Virtual
. J

[ En— . On Deck Story In Progress ]—[ Blocked ]_[ In Review ]

T ( Next Sprint Task ] Repeated until all work is completed! [ Done / Demo ]
) 8 )
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Migrating Applications to the Cloud
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Cloud Cloud Test User Permission to
On-Premises evelopmen (1-3) cceptance perate (PTO)
in SilO * [aaS T * ResAuto * V&V * Recovery * Game Day Testing SLA Monitoring
e PaaS Pattern * Regression ¢ UAT * Chaos Certification Observability
e S3aS | * Chaos 1A * PAT * Recovery Certification OpenTelemetry
Tests ¢ Chaos * PTO RPA/ML/AI
. Automation
Application =
Application * Job Documentation
Documentation Documentation CMDB .
— Change « Program Files Production  —]
M Management N SDLC + Data Files Acceptance
* Migrate to Cloud 7 W SBOM S PNWIMERIN - SELC/SDLC/ Agile |
* Return Equipment elease **RBOM * Epic, Features, Stories Run Bools
* Regain Footprint * Repeat Process from Change « Agile / JIRA * Play Books
*SBOM - Software Bill of Materials ¢ SharePoint ) _?_ch.e(.jules
**RBOM — Release Bill of Materials raining
Review application journey from - - -
On-Premises to the Cloud and Production Command Production Production
identify where Observability and . ¢ < < -
o Maintenance Center Support Cut Over
penTelemetry can help support
aRgg/rmti/g::e probl;n;st. Add t Repairs - Operations - OCC Dashboards * Hardening
automationas e Enhancements * Network - NOC Error Analysis * Security
) New Releases * Help Desk — Support Mitigations * Training
Patches * Security - SOC Recoveries
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AWS Components and their usage £ sy }

Amazon EMR Cluster

T 7

/‘ Network Compute Storage

Code

Server Host Server

\‘ECZ AWS Instance — Kubernetes Apps /
\_ECS AWS Instance- VM Based Apps J

S3 Bucket and Lambda: .
e Serverless ‘ DynamoDB j

* S3 File Services -

* Streaming Processing State Task — Step Functions Workflow * Self Managed NoSQL

*  Web Apps AWS RDS Database

* |OT Backends Step 1 . Sizi.ng a.nd Backup t.)y AWS
e Obile Backends . O Mal.ntaln? by Deleting
 Lambda Balances Workload Step 2 J RDB RDB ] E’i‘gpk']rli’/cls;'ﬁ:ble o

* AWS Glue runs Serverless ETL Jobs r Step 3 durable

Relational Data Bases
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AWS Amazon Automation Resilience Pattern — Health Checks
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, Application ]

!

UCD Code ]
Lam.bda
Actions

Ste.p
Functions

[ Jenkins Job ﬂ

—>[ cw Mletrics ]

Production Data
Center

]< Failback

[ CW Alarms ]

v

CW Health R53 Health |
Checks Checks )

Recovery Data
Center

!

—>| Alarm
] [Personnel assignd to

SNS Error problem area
Message [ Mitigate Problems

or Obstacles
—>[ Alert

Failover

Define Application
Component

—>[ Action ‘ 1

Establish Metrics, Alarms, and Health Checks, with SNS Error

Message to initiate Actions

Initiate a Recovery
Action
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An Automated Approach to SLA Adherence

Firewall
Enterprise - H<— Cloud \ Users
)
Environment \ Clients
On-Premises ]/ Vendors Update existing Report on Findings and
procedures, analysis,

Improvements. Judge
improvements and select
which to implement

* Dynatrace ]
* ServiceNow Alerts, and Actions to
* CloudWatch

Update and Repeat Process until no Improve operations

* :-IRA [ ob bilit further improvements can be found (
* Logs servanility
. splunk I' l Update I ‘ Report
* DataDog | Error Budget l
[ Monitoring J- Analyze Alert ActionsJ—[ Postmortem Improvements
7'y A g
Dashboard \
SLA SLO ]
y D Alarms
Objectives — - [ & Alerts
o= - Messages, Meet to review problems and
Al , and Call- ;
Monitoring O:::?sisar:Iat:d Actions to be uncovered weaknesses. Decide on
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Indicators

Indicators and

their value

to Alert that was
generated

taken, based on
type of error or
disaster event

alternatives and resolutions.
Suggest improvements.
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